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National Security Archive case number: 20130540NSAQ06

Dear Sir or Madam:

This letter is an administrative appeal under the Freedom of Information Act, regarding a
FOIA request submitted on July 16, 2013, which the National Security Agency (NSA) broadly
interpreted as a request for all information related to the approach, landing, or crash, of an
aircraft that occurred during 17 — 18 September 1961 in or around Ndola, Northern Rhodesia,
as well as any information relating to activity related to the flight preceding the incident or of the
search for wreckage in the vicinity of Ndola, Northern Rhodesia following the incident.

Chief FOIA/ PA Officer Pamela N. Phillips’ response letter dated August 20, 2013, (Exhibit
1) stated there are two NSA records responsive to my request and that both records were
currently and properly classified under Executive Order 13526 as TOP SECRET because their
disclosure could reasonably be expected to cause exceptionally grave damage to the national
security (FOIA exemption (b) (1). Ms. Phillips cited E.O. 13526, Subparagraph ( ¢ ) of Section
1.4 and Section 1.2; the automatic declassification exemption E.O. 13526, Section 3.3 (b) (1)
(3) and (8); and FOIA exemption (b) (3) — protection from disclosure by statute, and that no
portion of the information is reasonably segregabile, citing Title 18 U.S. Code 798; Title 50 U.S.
Code 3024 (i), and Section 6, Public Law 86-36 (Title 50 U.S. Code 3605, formerly Title 50 U.S.
Code 402 note.)

Thank you for broadly interpreting my request for information and for locating two
responsive NSA documents. A third document located by the NSA was referred to ancther -
agency for review. \ :

I am appealing the denial decision on the grounds that (1) the release of two NSA
documents from the early 1960s can no longer “reasonably be expected to cause exceptionally
grave damage to the national security that that the original classification authority is able to
identify or describe.” And (2) that the release of these two documents cannot possibly impair
the effectiveness of communications information (COMINT) or Cryptologic systems currently in
use or contemplated for the future, or impair national security emergency preparedness plans or

An independent non-governmental research institute and library located at the George Washington University,
the Archive collects and publishes declassified documents obtained through the Freedom of Information Act.
Publication royalties and tax-deductible contributions through The National Security Archive Fund, Inc. underwrite the Archive's
budget.



reveal any current vulnerabilities of systems. And (3) that under E.O. 135286, Section 3.3. (h)
which states “Not later than 3 years from the effective date of this order [2009], all records
exempted from automatic declassification under paragraphs (b) and (c) of this section shall be
automatically declassified on December 31 of a year that is no more than 50 years from the
date of the origin. The Order exemptions (A) require claiming there was a confidential human
source or human intelligence source that was utilized in 1961 and / or (B) that key design
concepts of weapons of mass destruction are applicable, neither of which appear relevant.

As the attached exhibits prove, the NSA has declassified and released numerous Top Secret
and Secret documents from the 1950s and 1960s on NSA and Army Security Agency cryptology
systems, and actual intercepts, and specific information on intercept stations’ locations and
station staff names and positions. The attached documents were deemed releasable and
segregability was applied to them. There is even an exhibit on radio intercepts during the early
1960s on display at the National Museum of Cryptology titled “Vietnam War Cryptologic
Activities 1961 — 1975” (Exhibit 2). These declassified and released NSA and Army Security
Agency documents allowed historians to produce more accurate information about the important
work of the NSA in its early years and inform the general public. That goal was a chief reason
given by the NSA in 2005 and 2006 when it released the 1964 Gulf of Tonkin Signals
Intelligence reports (Exhibit 3).

Any NSA documents or portions of them that provide insight to the events surrounding the
plane crash occurring on 17 — 18 September 1961 that killed U.N. Secretary General Dag
Hammarskjold qualify for public interest release. The world will commend the NSA for releasing
documents that might help bring closure to Hammarskjold’s untimely death. The numerous
newspaper and electronic articles that appeared in early September 2013 are proof that
tremendous worldwide public interest remains in the 1961 death of Dag Hammarskjold, an
event that occurred 52 years ago. ‘

The attached documents are available on university databases, including the Digital
National Security Archive (DNSA) and Declassified Documents Reference System (DDRS);
other documents are published on our website, www.nsarchive.org and on the website of the
National Security Agency, www.nsa.gov

Exhibits 3 to 3:

Declassified Documents re Intercepts, on Intercept Stations, and Cryptologic History

3) Gulf of Tonkin Signals Intelligence (SIGINT) Reports and Related Command and
Technical Messages — 1964 - Released by the NSA in 2005 and 2006 because, “The
Gulf of Tonkin incident, like others in our nation's history, has become the center of
considerable controversy and debate. It is not NSA's intention to prove or disprove any
one set of conclusions, many of which can be drawn from a thorough review of this
material. Instead, through these public releases, we intend to make as much information
as possible available for the many scholars, historians, academia, and members of the
general public who find interest in analyzing the information and forming their own
conclusions. Source: www.nsa.qov

4) MIL Region HQs, Right Bank. in High Message Activity 3 August 1964
one page; Secret Kimbo; origin National Security Agency Source: DNSA




5) Spanish-Speaking Pilot Noted in Czechoslovak Air Activity at Trencin, 17 January [1
Feb 61] one page; Secret Kimbo; origin National Security Agency Source: DNSA

6) Scheduled Arrival Initial Element Radio Squadron Mobile Iraklion Early March [Feb. 2
1954] One page; Top Secret; origin Department of State (re setting up listening station
on Crete) Source: DNSA

7) U.S. Army Security Agency Annual Historical Summary Fiscal Year 1962. Top Secret
Excised Copy Originally classified as Top Secret and released in excised form
Source: DNSA

8) A History of U.S. Communications Security (The David G. Boak Lectures), National

Security Agency, Fort George G. Mead, Maryland 20755, Revised July 1973 —

declassified and approved for release on 12-10-2008. Sources: DDRS and
www.hsa.gov

If applicable, please consider the January 21, 2009 FOIA memorandum by President
Obama that stated “The Government should not keep information confidential merely because
public officials might be embarrassed by disclosure, because errors and failures might be
revealed, or because of abstract or speculative fears.”

In conclusion, | refer to the NSA current website posting titled “They Served In Silence — The
Story of a Cryptologic Hero SSG Edwin H. SazaChacon, USA” that begins with a quote from
Dag Hammarskjold, a person admired by the NSA. The quote not only describes SSG
SazaChacon but also the life and death of Dag Hammarskjold: “A man who had become what
he could and what he was---Ready at any moment to gather everything into one simple
sacrifice.” http://www.nsa.gov/about/_files/memorial_wall/dazachacon.pdf

Please review the two documents while giving due regard to the above information, and
reconsider releasing them, or at a minimum release all reasonably segregable information.

Thank you for your attention to this appeal.

Sincerely yours,

Sy 7
Mary Curry,
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EXHIBIT 1

NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 73358A
- 20 August 2013

The National Security Archive
ATTN: Ms. Mary Curry

The George Washington University
Gelman Library, Suite 701

2130 H Street, N.-W.

Washington, DC 20037

Dear Ms. Curry:

This further responds to your Freedom of Information Act (FOIA) request of
16 July 2013, which was received by this office on 19 Ju\ly 2013, for information
relating to an incident occurring on the night of 17-18 September 1961 near
Ndola, Northern Rhodesia. We have broadly interpreted your request to be for any
information related to the approach, landing, or crash, of an aircraft that occurred
during 17-18 September 1961 in or around Ndola, Northern Rhodesia, as well as
any information relating to activity related to the flight preceding the incident or of
the search for wreckage in the vicinity of Ndola, Northern Rhodesia following the
incident. We have interpreted it broadly in order to enable a more thorough
search. ’ ‘

As stated in our initial letter dated 23 July 2013, your request has been
assigned Case Number 73358. There is certain information relating to this
processing about which the FOIA and applicable Department of Defense (DoD)

. and NSA/CSS regulations require we inform you. For purposes of this request
and based on the information you provided in your letter, you are considered a
representative of the media. Unless you qualify for a fee waiver or reduction, you
must pay for duplication in excess of the first 100 pages. There are no assessable
fees for this request.

We have completed our search for records responsive to your request and
three records relating to the incident were located within that timeframe. These
three documents have been processed under the FOIA. Two of the documents
responsive to your request have been reviewed by this Agency as required by the
FOIA and have been found to be currently and properly classified in accordance
with Executive Order 13526. These documents meet the criteria for classification
as set forth in Subparagraph (c) of Section 1.4 and remain classified TOP SECRET
as provided in Section 1.2 of Executive Order 13526. The documents are



FOIA Case: 73358

classified because their disclosure could reasonably be expected to cause
exceptionally grave damage to the national security. The information is exempt
from automatic declassification in accordance with Section 3.3(b)(1), (3), and (8) of
E.O. 13526. Because the documents are currently and properly classified, they
are exempt from disclosure pursuant to the first exemption of the FOIA (5 U.S.C.
Section 552(b)(1)).

In addition, this Agency is authorized by various statutes to protect certain
information concerning its activities. We have determined that such information
exists in these documents. Accordingly, those portions are exempt from
disclosure pursuant to the third exemption of the FOIA which provides for the
withholding of information specifically protected from disclosure by statute. The
specific statutes applicable in this case are Title 18 U.S. Code 798; Title 50 U.S.
Code 3024(i) (formerly Title 50 U.S. Code 403-1(i)); and Section 6, Public Law 86-
36 (50 U.S. Code 3605, formerly 50 U.S. Code 402 note). No portion of the
information is reasonably segregable.

The Initial Denial Authority for NSA information is the Associate Director for
Policy and Records, David J. Sherman. Since information responsive to your
request has been denied, you are hereby advised of this Agency’s appeal
procedures. Any person notified of an adverse determination may file an appeal to
the NSA/CSS Freedom of Information Act Appeal Authority. The appeal must be
postmarked no later than 60 calendar days after the date of the initial denial. The
appeal shall be in writing addressed to the NSA/CSS FOIA Appeal Authority (DJ4),
National Security Agency, 9800 Savage Road STE 6248, Fort George G. Meade,
MD 20755-6248. The appeal shall reference the initial denial of access and shall
contain, in sufficient detail and particularity, the grounds upon which the
requester believes release of the information is required. The NSA/CSS FOIA
Appeal Authority will endeavor to respond to the appeal within 20 working days
after receipt, absent any unusual circumstances.

Please be advised that one of the records responsive to your request
originated with another government agency. Because we are unable to make
determinations as to the releasability of the other agency’s information, the
subject document has been referred to the appropriate agency for review and
direct response to you.

Sincerely,

T W
" Ve G0
PAMELA N. PHILLIPS

Chief
FOIA/PA Office



The National Security Archive

The George Washington University Phone: 202/994-7000
Gelman Library, Suite 701 Fax: 202/994-7005
2130 H Street, N.W. nsarchiv@gwu.edu
Washington, D.C. 20037 www.nsarchive.org

Tuesday, July 16, 2013

FOIA/PA Services - DC34
9800 Savage Road STE 6248
Ft. George G. Meade, MD 207556248

Re: Request under the FOIA, in reply refer to Archive# 20130540NSA006

Dear NSA FOIA/PA Officer:

Pursuant to the Freedom of Information Act (FOIA), I hereby request the following:

Please search for any recording or transcription of radio traffic intercepted or received by the
National Security Agency at its Cyprus station or at any other station, on the night of September 17th
to September 18th, 1961, appearing to relate to one aircraft firing upon another. And for any radio
message intercepted or received by the National Security Agency between 2130 Greenwich Mean Time
on September 17th, 1961 and 0030 on September 18th, 1961, concerning the approach or landing of
an aircraft at Ndola, Northern Rhodesia. If radio recordings cannot be searched, please search
Jirom Septebmer 15th to September 30th, 1961, for any reports, memoranda, or other correspondence
about the airplane that carried UN Secretary General Dag Hammarskjold from Leopoldville in the
Congo to Ndola in Northern Rhodesia and on or about September 16 - 18, 1961 and the crash that
caused his death on or about that date.

Expedited processing is requested because the materials are needed to assist a commission in the UK
that is gathering evidence on whether a new official inquiry should be made into the death of Dag
Hammarskjold.

If you regard any of these documents as potentially exempt from the FOIA's disclosure requirements, I
request that you nonetheless exercise your discretion to disclose them. As the FOIA requires, please
release all reasonably segregable non exempt portions of documents. To permit me to reach an intelligent
and informed decision whether or not to file an administrative appeal of any denied material, please
describe any withheld records (or portions thereof) and explain the basis for your exemption claims.

As a representative of the news media, the National Security Archive qualifies for "representative of the
news media” status under 5 U.S.C. Sec. 552(a)(4)(A)(ii)(II) and, therefore, may not be charged search
and review fees. (See National Security Archive v. U.S. Department of Defense, 880 F.2d 1381 (D.C.
Cir. 1989), cert denied, 110 S Ct. 1478 (1990)). This request is made as part of a scholarly and news
research project that is intended for publication and is not for commercial use. For details on the
Archive's research and extensive publication activities please see our website at www.nsarchive.org.

An independent non-governmental research Institute and library located at the George Washington University, the Archive collects
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To expedite the release of the requested documents, please disclose them on an interim basis as they
become available to you, without waiting until all the documents have been processed. Please notify me
before incurring any photocopying costs over $100. If you have any questions regarding the identity of
the records, their location, the scope of the request or any other matters, please call me at (202) 994-7000
or email me at foiamail@gwu.edu. I look forward to receiving your response within the twenty day
statutory time period.

Sincerely yours,

N a,:r7
Mary Cu

An Independent non-governmental research institute and !Ibrary located at the George Washington Unlverslty, the Archive collects
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National Cryptologic Museum - NSA/CSS ‘ Page 1 of 1

Vietnam War Exhibit

¢ LI9IHXH

Cryptologic involvement in Vietnam began in the earliest days of the conflict. Servicemen
arrived in the early 1960s to provide support and training to the South Vietnamese. Their
efforts were not without difficulties.

Numerous fixed field sites in Vietnam conducted both strategic and tactical collection
missions as well as radio direction finding (DF) In fact, it was on a DF mission that the U.S.
Army lost one of its first soldiers in Vietnam, SPC4 James Davis, in 1961. By 1966, the
fixed sites were also doing border surveillance and infiltration interdiction along the
Vietnam-Laos-Cambodia border. The Army Security Agency, the cryptologic branch of the
Army, used a wide variety of aircraft as well to conduct aerial reconnaissance missions.
Three Ai'my crews lost their lives while conducting aerial signals intelligence missions in Southeast Asia.

The U.S. Navy also began its surveillance as early as 1962, conducting shore, shipborne and aerial reconnaissance. By 1964, the
missions Included *all-source intelligence.” They photographed items of interest on the coast and monitored coastal radar activity to
provide information on Viet Cong supply routes. In August 1964, the attacks on the U.S.S. Maddox and Turner Joy were the first
open conflicts between the U.S. and the North Vietnamese forces. The Vietnam War began.

Throughout the war, all military services’ cryptologic elements took part in providing tactical and strategic information to military
commanders. Information derived from signals and electronic intelligence flowed quickly back to the commanders in the field. The
National Security Agency also sent civilians to Vietnam to assist with the effort. They worked side by side with their military
counterparts and the South Vietnamese. Those stationed at NSA in the United States worked around-the-clock processing,
translating, and forwarding this vital intelligence.

Back to Top

http://www.nsa.gov/about/cryptologic_heritage/museum/virtual_tour/museum_tour_text.sh... 9/18/2013
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Gulf of Tonkin Index- 11/30/2005 and 05/30/2006- NSA/CSS Page 1 of 1

\ NATIONAL SECURITY AGENCY / CENTRAL SECURITY SERVICE
'i Befending Our Natian. Secuving The Fusure.

Gulf of Tonkin Index - 11/30/2005 and 05/30/2006

On 30 November 2005, the National Security Agency (NSA) released the first installment of previously classified information
regarding the Vietnam era, specifically the Gulf of Tonkin incident. This release includes a variety of articles, chronologies of
events, oral history Interviews, signals intelligence (SIGINT) reports and translations, and other related memoranda.

On 30 May 2006, NSA released the second and final Instaliment of Gulf of Tonkin materials. This final release includes
additional articles, chronologies of events, oral history interviews, and other related memoranda.

The opinions expressed within the documents in both releases are those of the authors and iridiv[duals interviewed. They do
not necessarily represent the official views of the National Security Agency.

The Gulf of Tonkin incident, like others in our nation's history, has become the center of considerable controversy and debate.
It is not NSA's intention to prove or disprove any one set of conclusions, many of which can be drawn from a thorough review
of this material. Instead, through these public releases, we intend to make as much information as possible available for the
many scholars, historians, academia, and members of the general public who find interest in analyzing the information and
forming their own conclusions. '

Release Contents

» Chronologies of Events

« Miscellaneous Memoranda and Notes ,

_» Material relating to proposed "History of Southeast Asia" article by NSA Historian William Gerhard, circa 1972
* Articles

s QOral History Interviews

« Signals Intelligence (SIGINT) Reports (R) and Translations (T) Mar 64 - Oct 64

+ Related Command and Technical Messages from 02 Aug 64 to 26 Aug 64:

B — T

Please Note: These historical documents are PDF Images of formerly classified carbon paper and reports that have been declassified. Due to the B
i age and poor guality of some of the PDF Images, a screen reader may not be able to process the images into word documents. In accordance with i
iz Section 504 of the Rehabilitation Act of 1973, as amended, individuals may request that the government provide auxiliary alds or services to ensure ;
i effective communication of the substance of the documents. For such requests, please contact the Public Affairs Office at 301-688-6524,

j2
j

(5 i

http://www.nsa.gov/public_info/declass/gulf of tonkin/index.shtml . 10/18/2013
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Gulf of Tonkin Related Command and Technical Messages - NSA/CSS

NATIONAL SECURITY AGENCY / CENTRAL SECURITY SERVICE
A .} Defending Our Natton. Securing The Futuere

*

Related Command and Technical Messages
from 02 Aug 64 to 26 Aug 64 - Release 1

Release 1 | Release 2

1. From DIRNSA B205/241-64; 020302Z Aug (64.7KB PDF)
. From DIRNSA B205/242-64; 020429Z Aug (31.8KB PDF)
. From CTG 72.1; 020531Z Aug (35.0KB PDF)

. From USN-27 Critic; 0207162 Aug (44.6KB PDF)
. From CTG 72.1; 020807Z Aug (16.7KB PDF)

2
3
4
5
6. From CTG SEVEN SEVEN PT FIVE; 020808Z Aug (21.6KB PDF)
7. From CTG 72.1; 020829Z Aug (37.3KB PDF)
8. From DIRNSA B205/243-64; 020947Z Aug (81.5KB PDF)
9. From CTG 72.1; 020949Z Aug (60.2KB PDF)
10. From CINCPACFLT; 020919Z (25.6KB PDF)
11, From CTG SEVEN SEVEN PT FIVE; 021008Z Aug (59.2KB PDF)
12. From DIRNSA B205/244-64; 0211247 Aug (47.2KB PDF)
13. From CINCPACFLT; 021226Z (53.4KB PDF)
14..From CTU 72.1.2; 021443Z Aug (70.6KB PDF)
15. From DIRNSA B205/245; 021615Z Aug (97.5KB PDF)
16. From CTU 72.1.2; 022330Z Aug (23.6KB PDF) N
17. From CTU 72.1; 030745Z Aug (24.0KB PDF)
18, From CTU 72.1.2; 031546Z Aug (30.7KB PDF)
19. From DIRNSA B205/251/64; 040028Z Aug (149KB PDF)
20. From USN 414T; 041115Z Aug (15.3KB PDF}
21. From CTU 77.1.2; 041240Z Aug (18.4KB PDF)
22. From CTG SEVEN SEVEN PT FIVE; 041336Z Aug (15.5KB PDF)
23. From CTG SEVEN SEVEN PT FIVE; 041400Z Aug (35.8KB PDF)
24. From CTG SEVEN SEVEN PT FIVE; 041434Z Aug (36.9KB PDF)
25, From CTG 72.1; 0414427 Aug (11.6KB PDF)
26. From To CINCPACFLT; 041452Z Aug (14.5KB PDF)

27. From CTG 72.1; 0415157 Aug (19.8KB PDF)

28. From JCS; DTG not avail (44.7KB PDF)

29. From CINCPAC; 041547Z (16.8KB PDF)

30. From CINCPAC; 6415542 (17.7KB PDF)

31. From CINCPAC; 0416072 Aug {16.5KB PDF)

32. From NAVCOMMSTA PHIL; 041616Z Aug (14.9KB PDF)

33. From CINCPAC; 041718Z Aug (16.7KB PDF)

34. From CTG SEVEN SEVEN PT FIVE; 041732Z Aug (44.0KB PDF)
35. From  To AIG 181; 041754Z Aug (32.5KB PDF)

36. From CINCPACFLT; 042014Z Aug (46.0KB PDF)

http://www.nsa.gov/public_info/declass/gulf of tonkin/command msgs_1.shtml

Page 1 of 2

10/18/2013



Gulf of Tonkin Related Command and Technical Messages - NSA/CSS Page 2 of 2

37. From CINCPAC; 042035Z Aug (35.0KB PDF)

38. From CTU 77.12; 042158Z Aug (246KB PDF)

39. From CINCPAC; 0422277 Aug (19.6KB PDF)

40. From JCS; 0501247 Aug (75.7KB PDF)

41. From CINCPAC; 050424Z Aug (85.0KB PDF)

42, From CINCPAC; 050445Z Aug (86.6KB PDF)

43. From DIRNSA P055-238; 0507352 Aug (56.0KB PDF)

44. From NSA F42/7580; 051025Z Aug (119KB PDF)

45. From CINCPACFLT; 0512197 Aug (74.2KB PDF)

46. From JCS; 051553Z Aug (35.8KB PDF)

47. From JCS; 052303Z Aug (90.7KB PDF)

48. From CINCPAC; 060347Z Aug (14.4KB PDF)

49. From DIRNSA B205/258-64; 070118Z Aug (65.1KB PDF)
50. From USN-467N; 070615Z Aug (36.5KB PDF)

51. From HQ NSAPAC F403/2280; 080105Z Aug (44.7KB PDF)
52. From DIRNSA B205/270; 130413Z Aug (68.9KB PDF)

53. From Site Protected To DIRNSA; 140704Z Aug (54.9KB PDF)
54. From DIRNSA to USN-27, DIR/219; 1421357 Aug (85.9KB PDF)
55. From USN-467N to DIRNSA; 1505157 Aug {30.2KB PDF)

56. From DIRNSA B26/361/64; 192024Z Aug (143KB PDF)

57. From NSAPAC REP VIETNAM F46/2637; 200100Z Aug (37.7K8B PDF)
58. From HQ NSAPAC F403/2 47; 262020Z Aug (49.5KB PDF)
59. From HQ NSAPAC; 110020Z Sep (77.9KB PDF)

Please Note: These historical documents are PDF images of formerly classified carbon paper and reports that have been declassified. Due to the
age and poar quality of some of the PDF tmages, a screen reader may not be able to process the Images into word documents. In accordance with i:
Section 504 of the Rehabilitation Act of 1973, as amended, Individuals may request that the government provide auxillary alds ar services to ensure -
effective communication of the substance of the documents. For such requests, please contact the Public Affairs Office at 301-688-6524.

T
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http://www.nsa.gov/public_info/declass/gulf of_tonkin/command msgs_1.shtml 10/18/2013




From NSA Headquarters, Ft. Meade, MD (DIRNSA) - NSA/CSS
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From NSA Headquarters, Ft. Meade, MD (DIRNSA)

Release 1
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. 3/O/VHN/RO1-64; 04 Aug 64 (125KB PDF)

. 3/0/VHN/RO2-64; 060102Z Aug (99.9KB PDF)

. 3/0/VHN/R03-64; 0616042 Aug (248KB PDF)

. 3/O/VHN/RO4-64; dated 06 Aug 64 (60.1KB PDF)
. 3/O/VHN/RO5-64; 0721002 Aug (55.4KB PDF)

. 3/0/ /R15-64; 0216282 (32.6KB PDF)

3/0/ /R18-64; 042052Z Aug (30.6KB PDF)
2/O/VHN/R03-64; dated 08 Jun 64 (35.4KB PDF)
. 2/O/VHN/RO6-64; (96.6KB PDF)

. 2/O/VHN/R11-64; dated 03 Sep 64 (101KB PDF)
. 2/O/VHN/TO1-64; 021943Z Mar (32.0KB PDF)

. 2/O/VHN/T10-64; (29.7KB PDF)

. 2/O/VHN/T11-64; 061656Z Aug (38.0KB PDF)

. 2/O/VHN/T20-64; 301636Z Sep (65.0KB PDF)

Please Note: These historical documents are PDF images of formerly classified carbon paper and reports that have been declassified. Due to the
age and poor quality of some of the PDF images, a screen reader may not be able to process the images into word documents. In accordance with
Section 504 of the Rehabilitation Act of 1973, as amended, individuals may request that the government provide auxillary aids or services to ensure

Page 1 of 1

A% NATIONAL SECURITY AGENCY / CENTRAL SECURITY SERVICE
NS Defending Qur Nation. Securing The Future,

effective communication of the substance of the documents. For such requests, please contact the Public Affairs Office at 301-688-6524.

http://www.nsa.gov/public_info/declass/gulf of tonkin/sigint reports/rell nsa hq.shtml

10/18/2013
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DNSA - Documents: Full Record Page 1 of 1

 DIGITAL NATIONAL SECURITY ARCHIVE

tThe documents that made U.S.

HOME COLLECTIONS GUIDE INFORMATION RESOURCES MY ARCHIVE HELP
QUICK SEARCH: SEARCH DOCUMENTS
13 DOCUMENTS: FULL RECORD

Need HELP?

<< Go béck to List of Results

SEARCH << Previous record | MNext record »» . SEARCH HISTORY
DOCUMENTS
BIBLIOGRAPHY 7] Add to Marked List MODIFY H
CHRONOLOGY Citation:  MIL Redion HQs, Right Bank, in High Message NEW SEARCH
Activi
GLOSSARY Activity
Secret Kimbo, Cable, Excised Copy, August 03, 1964, EMAL
1 pp. PRINT VIEW
Collection:  National Security Agency: Organization and DOWNLOAD
- Operations, 1945-2009
Item HNO1320
Number:
Origin: United States. Army. Army Security Agency.
. Intercept Site. USM-626] (Phu Bai, South Vietnam)
To: Golf Eleven/Alfa
Location of Available [Online]: http://www.nsa.gov/public_info/d
Original: eclass/gulf_of_tonkin/index.shtml. National Security

Agency Gulf of Tonkin Index--November 30, 2005 an
d May 30, 2006
Subjects: Desoto Patrols | Signals intelligence } Vietham
{North) | Vietnamese Conflict (1961-1975)
Abstract: Notes messages sent from North Vietnamese military
headquarters to subordinate location west of Desoto
patrol.

Full Text: Document image

Durable URL for this record

T :‘5 . mtwmz:wua
; | w ’ asifiigron
,M v:.mkcmu w:a ﬁ; lns

ATE Aaw
g m S SRk DY

Contact Us | Prlvacx gohcx | ccessib:hg | Site map | END SESSION

Data Copyright © 2013 The National Security Archive
CoDvrmht ’) 2006-2013 ProQuest LLC. All rights reserved.

http://nsarchive.chadwyck.com/cat/displayltem.do?query Type=cat&ResultsID=1412CFA... 10/17/2013
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Czechoslovakia | Soviet military assistance

Abstract: Intercepted communications indicate that Cuban
pilots are being trained in Czechoslovakia.

Full Text: Document image

Durable URL for this record

Data Copyright © 2013 The National Security Archive

Copyriaht © 2006-2013 ProQuest LLC. All rights reserved.

ol jJilest

http://nsarchive.chadwyck.com/ cat/displayltem.do?query Type=cat&ResultsID=1412CFA... 10/17/2013

¢ LI9IHXH




n g AT TIPS O [ A WAL
e B

Ut e B AN

ELECIRICAL RELEASE
L b GL

msr: g

SOALSH-BIEAMCTIG PILOY HOTED TH CZFCHUSLOVAK AT ACTLVILY
AL CTRERCLH, LT SAHUARY

Czeuchoslovok air-ground comsunications observed on LY Juamwury LWLL on o
frequency of 11h.25 mes (combined Luomber l;:'ainﬁm_:,/tactical freqnency allceated to
the BGilh Dowber Division/S3hi, Trerov) shou ‘:'.hal: a Spanish- speuking pillobl vas
probebly wrdergoing Liighl Lradiviug of woanidentified Lype b Pronein slelis
(hitson o 8- 1=')

ht nn;u-n(.una.l.dy BOhYL, wn unilentilied Spapish-speaking pilol vae in conlael
with the Yrencin airlield touver control (colluca«l PEIOR-1). ‘he Eransmission uus
s\ubsequen‘bly hlocked by o Czech Lransmission amd only six wmumbers {2478L3), given
iu Spunish, were heard. ‘tva alher pilols, speaking Czech and wbtilizing pilot
sulfixzes 181 and 179 (unidenti ified), vere alsc noted in conbact with Lhe Trencin
controller, bLut there vas ne indicalion Lthil these pilols waere vorking lugelhsy
or vith ile Spanish-speuking pilob.

COMMEIE:  'Mhis 35 Lhie first ltwoun VWP :_:':tivlty al ‘yenein Ly a Spmish-spealiug’
it.‘.lu)'.'.. Use of the 83l Ireyuenvy swyreutys Luul Wit pilaet wus possilly in oo
bomber or Lombar Lralner; hu;levc-r, acbivity at Prenclin noled lu previous CuLLe
has oot Lhemn ‘.‘JPh Llinble &s womber acllvity.

spmuuh- spuakilig pllots vere mled previousdy comwmusicoallsg vn 0K
with the 'frencin a.lri’le..l.d eontrolier ou Ll Qelober L1960, wnl \I\:.;'e believed Lo

bLe trsining in ground nthuclk wairerwft m

Snbsequent Arenciu-conlrolled activily in O:lober, alsoe on i, included relerences

. . LR Y

to Lhe YAK-LL, » piston cogine traloaer (

(vrsr: <SR —

THLS LOCUMEIY COMIATHS 1. I'AGE

EERET-IMBO—

DECLASSIFIED per SEG 3.4 E.O. 12058
by Diractor, NSA/Chiet, G853

ara X




EXHIBIT 6




DNSA - Documents: Full Record

 DIGITAL NATIONAL SECURITY ARCHIVE

Page 1 of 1

ITATHXH

Q

that made U.8.

INFORMATION RESOURCES

FThe documents
HOME

COLLECTIONS GUIDE

SEARCH DOCUMENTS
DOCUMENTS: FULL RECORD

MY ARCHIVE HELP

QUICK SEARCH:

Need HELP? <+ Go back to List of Results =
SEARCH << Previous record | Next record »» SEARCH HISTORY
DOCUMENTS
BIBLIOGRAPHY {1 Add to Marked List MODIFY &
o . - . NEW SEARCH
CHRONOLOGY Citation: Scheduled Arrival Initial Element Radio
GLOSSARY Squadron Mobile Iraklion Early March
Top Secret, Cable, Annotated Copy, 001963, I
February 02, 1954, 1 pp. PRINT VIEW
Coillection: National Security Agency: Organization and DOWNLOAD

Item Number:
Origin:

From:

To:

Location of
Original:

Individuals/
Organizations
Named:

Subjects:

Abstract:

Full Text:

Operations, 1945-2009

HNOO0812

United States Embassy. Greece
Cannon, Cavendish W.
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SECRET
INTRoDuCTION

(U) This is the seventeenth year of the US Army Security Agency.
To those concerned with day~to-day opsrations, this report of progress
and major accomplishment s submitted.

- Noteworthy during this period (1 July 1961 - 30 June 1962) is

augmentation of the Agency's aignal intelligence effort in South Vietnam

and the introduction of a USASA element in Thailsd QY
e
the Agency's units had a remarkably active year,
Many Iimportant technical achlievaments were realized of value to the
national cryptologic community,
“f any one thing Iis to be remenmbared for this Piscal year, it
is the technical experiment in afrborne direction finding -
This COMINT technique, developed by Agency per-

somnel, vas Instrumental in providins e
ORI :: - 5.t ortor o this taprore.

ment In tactical DF capability that an ASA man becama the first US Army

casualtv of the war in South Vietnanm.
(U) This historical suzzary highlights the principal developments

of import to continuous coverage of the Agency's progress in fulfilling

its mission, :

Ly,

* o ——
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ADMINISTRATIVE RIGHLIGHTS

COMMAND

Chief, USASA - Maj Gen Willfam A, Breckinridge, USA, 017216
(1 Jul 60-30 May &2)
Brig Gen Orman G, Charles, USA, 02395y (Acting)
(1 Jun 62-30 Jun §2)

DJeouty Chief, USASA - 3rig Gen Orman G, Charles, USA, 029954
Chief of Staff, USASA - Lt Col Keene N, Wilsen, €S, 01290864 (Acting)
(1 Jul 62~25 Sep 61)
Col Robert T, Yalker, GS, 031358
(25 Sep 61-30 Jun §2)
Chief, USASAEUR « Col Robert E, Schukraft, SigC, 01874y
(1 Jul 61-30 Nov 1)
Col James H, Keller, Inf, 021871 (1 Dec 61-30 Jun 62)
Chiaf, USASAPAC - Col Ceorge A, Godding, Inf, 040790
Chief, USASAAL - Lt Col 2en 3, ¥cXibben, Jr., AS(Inf), 013193904
(1 Jul 61-11 Jul 61)
Lt Col Norman 3. Rolla, Inf, 079715

Chiaf, USASACARIZ - Lt Col Chester W, Tuckerman, AS(Armor), 01825992

Headquarters, USASA remained located at Arlington Hall Station,
Arlington, Va during the period under review, Organization of head-
quarters alenz vertical comaand structure lines continued; however, auong
headquartars components, the folloyina changes occurred:

l. Office of the ELSEC Officer (Communications and ELSEC
Division) was discontinued effectiva 31 Jul 61. Functions ware trans-

ferred to- ACoTS, (3 ang designated as Sipnal Security Division, 1 Aug 61,

2. Machina Processing Division {Data Processing) wag trange
ferved from ACofs, levelopments to ACofS, G3, 1 Feb 62. -

- -

3. USASA Support Element, NSA wag redesignated USASA, Fort Meade,
1 Sen s1.
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%. USASA Liaison Group, Fort Meade was organized, I Jul 61; i
discontinued, 1 Sep 61, !

5. GENS-1 was redesignated A-l, 15 Dec 613 discontinued, 1 Apr 52.

6. Office of the Assistant to the Chief, USASA Fort Meada was
discontinued, 1 Jul 61. Operational Control Officer discontinued, 1 Jul 61,

7. USASA Manpowver Control Board, ACofS, Gl was discontinued,
1l Feb 62, .

" PERSONNEL
/(£1/As of 1 Jul 61, actual strength of the Agency (worldewide) was
-Officers,-wo. and QR FM. DA Civilians to {nclude graded,
ungraded and local nationals stood at- Aggregate total: -

By 30 Jun 62, assigned strength had adjusted tolforficers, 2u8 wo,

and-;;.‘é. DA Civilian strength, all categories, totaled-

Aggrepate total: QK Due to the sensitivity of duties involved, a

total of- personnel investigations were Initiated; I =ecurity

clearances were granted. Clearances denied or revoked totaled-

URITS
LL
L&Y As of 1 Jul 61, there was a total of 63 Tp units. On 30 Jun 62,
there were 80 TD units (exclusive of STRAF). In the Continental United
Statesg, three Agency TD units wera redesignated, saven ware organized, and
three were discontinued. In addition, four TOZE units were activated.
(U) Seriousness of the Berlin situation, in the aummer of 1862,
prompted the call to active huty of the following AS-USAR units:
325th USASA Battalion
324th USASA Battalion
197th USASA Company (Op A)

2
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ELECTRONIC POSITIONS - WORLD-WIDC ;ﬁgggba% .

1st Qtr, FY 62 Gth Qtr, FY 62

COMINT - Installed
Kanned

ol -
h ELINT - Installed :
¢

s .

Manned

SIGSEC - Installec
Manned

COMCH = Inatalled
Manned

TARGET EXPLOITATION

)"’—_——q

This Information was cbtafned
primarily through clandestine collection techniques not employed by other
clements of USASA, Aware of the valuable contribution made by TAREX and
its future needs, Chief of Staff, USASA authorized an increase in perscanel
of 23 spaces.

Sb In February 1962, the US intelligence comwunity undar the
direction of CIA, established the Caribbean Admissafons Center at Opalocka,
Florida. The mission of the centar va3 to scresn and interrogate all Cuban
refugees and defectors arriving in the United States. USASA TAREX partici-
pation in the center commencad in.narch 1962, as Operation DIM VIEW,

A TAREX detachment was establishaed In Safgon, South Vietnanm
fn December 1961 to support ﬁSASA operations in Southeast Asia. Arrangs-~
Bents ware made with the 500th Intelligence Corps Group Headquartars fn

Japan to assign a TAREX officer to the S00th's detachment in Saigon, Major

M—-O

!
"
1
i
'

8



SUSC 552

sccomplishmant of this unit was detailed interrogation of & Viet Cong —~ .

sipnal officer and resulting reports which wvare appraised as being most

valuable by NSA,

Erection of the Berlin Wall in August 1361 had pronounced effact

woen TAREX colieceton (A

Prior to the wall, many exploitable operaticnal leads and projects ware
neglectad by collateral agencies, including TAREX, due to heavy reliance
on the wealth of i{nformation obtained from defactors and refugees, After
the wzll, proiects were coordinated Detween DCSI USAREUR, USASAE, #nd the
513th Intelligence Corps Group to cbtain data from sources heretofore
neglected. Despite the erecticn of the wall, TAREX, Europe collected

5,963 more reports during FY 1962 than FY 1961,

TRAINING
(2)/A total of -personnel graduated from the USASA Training
Centar and School. In effect, 118% of programmed active Arwy input and
104% of programmed active Army output were cbtainad. At the US Aruy.
Language School, Honterey, C;lifomia, the actual input was -ttudcnts

which axceeded the prograrmed input by ‘ A breakdown follows:

y

(o} (%

s

R el e S S SO AU <o

-

{
4

Crmea .

eete v = remm v e seeramemnge




Language Input (Programmed) Input (Actual) ‘m'?&%
'y T w
Chinese-Korean “hs =
Russian -
Satellite
Others
Total
,ce‘f USASA CONUS units participated in 12 field training DA/USCONARC-
directed exercises, Additionally, USASA units Supported various types of
exercises in overseas Us Arty commands., Exercises participated in were ;
as follows:
EXERCISE TYPE  DATE LOCATION SUPPORT UNIT '
SYIFT STRIKE  FTX  5-25 Aug 61 North & South 317th USASA sn |
Carolina Areas i
SEA WALL FTX 10~24 Sep 61 Pugat Sound, Wash 317th USASA Bn
DEVIL SPREAD  FTX 6-27 Oct 61 Germany, Norway, 507th USASA Gp
Szrdinia 320th USASA Bn
102d USASA Det '
TRAIL BRLCAX FTX 3=17 Dec 61 Canp Drum, NY 317th USASA Bn i
RED HILLS FTX 24 Jan-4 Feb §2 Fort Bragg, NC 317th USASA Bn ;
GREAT BEAR FTX 12-21 Feb 62 Adaska USASAAL i
BANYAN TRCE
IIT FTX 17 Feb-4 Mar 62 Panana U ASACARIB
317th USASA Bn
BRISTLE CONE  FTX  7-13 Mar 62 Camp Irwin, 317th USASA Bn
Callr
TRACK DOWN FTX 1~15 Apr 62 Fort Hood, Tex 317th USASA Bn
QUICK XIck CPX 19 Apr.l1 May 62 Camp Lejoune, NC  317th USASA Bn
LOGEX 62 LOGEX 26 Apr-12 May 62 Fort Lee, Va 317th USASA Bn
IRON DRAGON FTX 1-1S May 62 Fort Polk, La 317th USASA Bn
HESA DRIVE FTX  7-21 May 62 Yakima Firing 317th USASA Bn
Center, Wash
CLEAR LAXE FTX 25 May-l0 Jul §2 Eglin AB, Fla 313th ASA Bn
(U) usasa participation’in exercises during the year cantinued to
provide excellant training for USASA personnel and units. Reaction of
unit commandersz to USASA Bupport was very favorahble and in sach case, the 5
Support rendered was well accepted and requested for .fukure éxercises,
;
i
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USASA exercise objectives for the year were Succesafully attained,

c e mbem aee

(U) The Chief of Staff approved the establishment of a lmguags
laboratory program within USASA to provide a means for linguistic person-
nel to maintain language proficifncy. Laboratories were schedulsd to ba
Set up at USASA Training Center and Schoolj Arlingten Hall Station; Two
Fock Ranch Station; USASA, Europe (2); and USASA, Pacific, ‘

(U) Annual active duty training for AS-USAR wa3 conducted at the '
Ffollowing places: Camp Drum, NY; Fort Bragg, NC; and Fort Georga G,

Meade, Md.

BUDGET ~ FY 1962

%t the start of the year, the Annual Funding Progran (AFP) was
astablished at— On the basis of considerable increages in

mission taskin: and of unprogrammed requirements for wobilization of

rt

Peserve units, the establishment of Special Forces units, and support of
Southeast Asia oparations, the Agency requested and obtained funding
increases of over - The revised AFP amounted to-
with an obligation rate of $9.85%, .There were no major FY 1982 unfinanced

requirements at the end of the year,

Krotal Procursment in the amount cf“as effected
during the fiscal year. This Included oontractual services and squipment
prograrced and unprogrammed, Unprogrammed procurenents amounted to

W o chicoscouwne,, NS~ o usasa equipment; $33,069

for oontractual services; and N s o Signal Corpa support.

Programed procurement of -consisted ohfor USASA

equipment and $2,958,969 for contractual services.

6
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%Jipﬂem in the smount of-.u furnished contractors,

principally to the Llectronic Defense Laboratories for Project PROFERF;
to the American Flectronic Laboratories for Project SILVER LANCE: and to
Northeastern Engineers for installation kits for MCT-88 pesitions,

’ SASA construction was budgeted $3,500,000 for the yeaar,
$2,600,000 was Prograzoed for execution during FY 1962, Funded Military
Construction-Army (MCA) for USASA nquinnent;s completed during the ysar
was $4,800,000. At the end of the year, MCA projects under construction
totalad $11,600,000,

)‘d’ﬁuring the 2d quarter, three USASA Reserve units ware ordered to
active duty, necessitating redistribution of equipment from the 317th
USASA Battalion and other COKUS units. Equipment requirements for these
units were also met from assets available froe USASA controlled Signal
accounts. Funds made available to thase units included: — for
the 325th USASA Battalion and the 197th USASA Company, and (Y for

the 324th and 317th USASA Battalions,

( -
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FIELD ACTIVITIES AND OPERATIONS

CONTINENTAL UNITED STATES

L
‘jjﬂ’:’;ocapitulation of USASA units in CONUS during perfod 1 Jul 5] -

30 Jun 62, follows:

UNIT DESIGNATION

303d ASA Battalion (Corps)
Cowpany A (Div Spt)(Armd)
Company B (Div Spt)(Inf)

313th ASA Battalion (Corps)
Company A (Div Spt)(Abn)
Company B (Div Spt)(Abn)

Company C (Div Spt)(Inf)

Company D (Div Spt)(Armd)
326th ASA Company (Op A)

330th ASA Company (0p A)

Headquarters, USASA
USASA Board
US Army Garrison, AHS

USASA, Fort Meade

USASA Liaison Group,
Fort Meade

TOE UNITS
LOCATION

Camp Holters, Tex
Fort Carson, Colo
Fort Benning, Ga
Fort Bragg, KC
Fort Bragg, NC
Fort Bragg, NC

TRRS, Petaluma,
Calif

Fort Hood, Tex
Fort Bragg, NC

Cazp Woltars, Tex

TD UNITS

AHS Arlington, Va
AHS, Arlington, Va
Arlington, Va
.Fort George G.

Meade, M4

Fort George G,
Meade, Md

REMARKS

Act eff 15 Jun 62,
Act eff 25 Jun 82,
Act 25 Jun 62.

Act eff 25 May 62,
Act aff 25 May 82,
Act off 25 May 62,

Act eff 25 May 62,

Act eff 25 May 62.
Act eff 25 May 62,

Act aff 25 Jun 62,

T ZGRASES UNCLASSIFIED
av B

& AINSCOM Fo1/P0
AUTH Para §-503 DOD 5200.1p

Redesig from USASA
Support Element, MSA
eff 1 Sep 61.

Disc eff 1 Sep 51.




UNIT DESIGNATION

USA Element, NSA
1st USASA Field Station
USASA Special Projects

Unit

USASA Supply and Mainte-
nance Center

80th USASA Special
Operations Unit

Ist Operations Det

2d 9perations Det
3d Operations Det
4th Cperations Det

400th USASA Spacial
Operaticns Dat (Abn)

401st USASA Special
Operations Det (Abn)

402d USASA Special
Operations Det (Abn)

%03d USASA Spacial
Operations Det (Abn)

%10th Usasa Special
Operations Unit

2d USASA Field Station

TD UNITS

LOCATION

Fort George G. Maade,

Md

Vint Hill Farns

REMARKS
A ————

Station, Warrenton, Va

VHFS, Warrenton, Va

VHFS, HWarrenton, Va

VHFS, Warrenton, Va
Fort Bragg, N¢C

Fort Buckner,
Okinawa

Tort Bragg, NC
3ad Tolz, Germany
Fort Brapg, NC
Fort Buckner,
Okinawa

Fort Bragg, NC

Bad Tolz, Germany

Fort Bragg, MNC

,Fort George G,

Meade, Mg

TRPS, Petaluma, Calif

9

Org eff 15 Aug 61,
Moved to Ft Bragg on
19 Oct 61. Diszec off
1 Feb 62,

(

(

(Org eff 15 Aug 61,
(Disc eff 1 Feb 62.
(

(

(

(

Org eff 1 Feb 62,
Org eff 1 Fab 62,
Org eff 1 Feb 62,

Org eff 1 Feb 62.

Org eff 20 Jan 62,
composed of Hq; 1st
Det; & 2d Det.

g §Clyggs 0
i,.v' - SAINECTR FOUPO
¢ CDR 'f;‘ 5043 DOD 520017
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UNIT DESIGNATION

UsAsa Training Center

and School

317th Usasa 3atreali
(Corps)

Company A (Op &)

Operations Platoon

(Spacial)

Company B8 (Div Spt)(Abn)
Company C (Div Spt)(Abn)

Company D (Div 5

Comnmany E (Div Sot)(In¥)

324th 'JSASA Battali
325th USASA Battalj
197th usasa Company
52d USASA Special 0

Command

Det A, 52d Usasa
Op Cormnd

100th USASA Security Det

oI

TD UNITS

LOCATION

on Fort Brapg, NC

Fort Bragg, NC

Calif
Fort Bragg, NC
Fort Bragp, N¢

pt}(Inf)
Calif

TRRS, Petaluma,

Fort Devens, Magg

TRRS, Petaluma,

Fort Huachuea, Aris

on Fort Devens, Mass

on Fort Devens, Mass

Fort Devens, Masg

perations Fort Huachuca,

Sp Fort Huachuca,

r

Range, NMex

10

Ariz

Ariz

Hhite Sands Missile

REMARKS

Disc eff 24 May 62;
pers asgd to 313th ASA
Bn (Corps).

Disc off 23 May §2.

Disc off 24 May 62,

Disc eff 24 May 62,
Dise eff 24 Nay 82,

Disc eff 24 May £2.

Disc eff 24 May 62.

AS-USAR unit callad to
active duty, Mobilized
1 Oct 61,

AS~USAR unit called to
active duty, Mebilized
15 Oct 61,

AS-USAR unit called to
active duty, Mobilizad
15 Oct 61, ’

Redesig frem ysasa
Oparational Center eff
23 May 62,

Org eff 23 Nar 52,
Disc eff 23 Map 62,

Pers reasgd to pat A,
52d USASA sp Op Comd.
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TD UNITS f 5_
UNIT DESIGNATION LOCATION REMARKS :
3lst USASA Ln Det Gavernors Island, NY i
324 USASA Ln Det Fort George G, Maade, ; ui
Hd }
33d USASA Ln Det Fort McPherson, Ga :
34th USASA Ln Det Fort Sam Houston, Tax :
35th USASA Ln Det Chicago, 111 . i
36th USASA Ln Det Presidio of San

Francisco, Calif

USASA Personnel Procurement
€ Processing Detachments:
Fort Dix, NJ

Fort Jacksen, SC

Fort Leonard Wood, Mo

Fort Ord, Calif

’ﬁtflz;tual strengths for CONUS at the beginning of the fiscal year
vere {lors, @0, xnd @ £ for a tota: of By 30 Jim 62,
these figures had adjusted to o, .‘rlo, and Y £¥, 2 total of
9313, ' !

(U) US Army Garrison, Arlington Hall Statien, Arlingten, Virginia
provided support to Headquarters, USASA and other assigned or attached
units located on post. Tenant units included the following:

US Army Signal Communications Security Agency
US Army 5f{gnal Intelligence Agency :
US Army Strategic Communications Command :
US Army Transportation Intelligenca Agency

126th Transportation Det

11
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us Ordnance Intelligence Agency H Nt e :
32:: Ordnance Det zEgﬂﬂE&éiagliz

US Army Chemical Corps Intelligence Agency

US Army Medical Information snd Intelligence Agency

Elements of USAF ACofS Intelligence

Armed Forces Technical Information Agency

Technical Intelligences Field Agency

1st _USASA Fleld Station

=

——
e ————
“
M
—

(U) One of the more important functions of the lat USASA Oparations

Company was to conduct indoctrination tours and present briefings on the
operations to varicus hizh level Aray and Department of Defanse persoanel
and ceartain foreign dignitaries. Forty=two such tours and briefings were

conducted during the raport parfod.

iASA Field Station
— e
—
“
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52d USASA Special Operaticns Connand

(2 The 524 USASA Spectal Operations Command Fleld tested and evaluated
systems to determine capabflities and limitations, and recommended employ-
went {n USASA operations or for adoption bv other elemants of the US Army,
The command®’s FY 1962 operating program consisted of 30 projects continuad
from TY 1961, and 33 naw projects, FY 1962, In addition to LLSEC sonitoring
and analysis activity at Fort Huachuca, the command furmnished transmission
security monitoring, snalysis, reporting and advizory services to white
Sands Missile Range (WSNR) as requested, Sixteen CONSEC monitoring positions

ware in operation at WSMD during the year.

sagipapass; .
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317th USASA Battalion

(U) On 24 May 62 the 317th USASA Battalion was discontinued and,
effective 25 May 62, the 313th ASA Battalion, a TOE unit, was activated.
The mission continued to be support of the XVIII Afrdborne Corps and attached
units, and naintaininuha state of oparational readiness in support of any

STRAC forcs,

15

077

rem ¢ s cere v m ey e e 4



_SLCET/

EURCPE

Hq USASA, Europe

| | | 1
Sth USASA 13th USASA USASA Turkey/ 600th USASA e
FS FS 15th USASAFS Co
I ] N —1
77th USASA 78th USASA 102d USASA 103d USASA
SQU Sou Scty Det Sety Det

|
320th USASA

507th USASA Gp

Bn (Ops) (F1d Army)
i 1
f 1 | 1
Co A, 320th Co B, 320th 318th USASA 319th USASA
USASA Bn (Ops) USASA Bn (Ops) Bn (Corps) Bn (Corps)
i
[ : l
1824 USASA 183d USASA| {184th USASA
Ops Co (A) Ops Co (A)| |Ops Co (A)

%'.‘olonel Robert L. Schukraft, SigC, 018744, was Chief, Usasa, 5 USC 552 (b) (

Furone from 1 Jul 61 to 30 Nov 61, Colonel James i, Keller, Inf, 021871,5U8CE52 (5 (1

assumed cormmand, 1 Dac 61, and remained as Chief, USASA, Europe through the

end of the fiscal
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fiq USASA, Europe provided direct support to US Arwy, Europs. Sube-

5USC 552 (o) (3)

S 5 SUSCS32 (b) (1)

ordinate elerents provided support as follgua:

USASA Unit Supported Unit
507th USASA Gp (Fld Arwy) Seventh US Army
313th USASA Bn (Corps) V US Army Corps

600th USASA Co

318th USASA Bn (C VII US Army Corps
1024 USASA Scty Det Hq USARCUR § USASA Sp Forcss

(less USACOMZEUR)

103d usash scty Det (SN  sq usacouzEUR

Hq US Eurcpean Command

‘/Lpi’sz;anizational changes during the vear were as follows:

1.

5.

6.

7.

Effective 10 Jan 62, lQ USASA, Turkey relieved from
ossignment to Hq USASA and assigned Hq USASA, Furopes
discontinuad effective 1 Mar 62,

180th and 1Blst USASA Company's discontinued effective
11 Sep 61; Company's A and 3, 320th USASA Bn organizad
concurrently,

Effective 15 Sep 61, 276th USASA Company redesignated
Sth USASA Fl1d Sta.

Organized effective 15 Sep 61:
15th USASA Operations Co
USAG, Manzarall Station (Disc eff 26 Mar 62)
Sth USASA Operastions Co
USAG, Diogenes Station (Dizc off 26 Mar 62)
USAG, Kagnew Station (Disc eff 15 Jun 62)

4024 USASA Special Operations Datachment (Abn) organized
sffeactive 1 Feb 62.

Hq, 15th USASA F1d Sta redesignated Hq, USASA Turkaey/
15th USASA Fld Sta, sffective 1 Mar 52. ‘

USAG, Menwith Hill Station discontinued effective 15 May 62,

USA Southern Eurcpean Task Force

079
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. 5USC 552 (b) (2
T 5U8C552 () (1)

MANPOWER AND FINANCES

)tésignod strength figures for USASA, Europe, FY 1362, follows:

Officers - YO EH_ DA Civ Iadienom

1 Jul 61 |
30 Jun 62 _ |
;

Personnel problers, predominantly operational, were- shortage of

Serman —Hnguiats. and analytical personnel; critical shortage

of radio operators, MOS 053; lack of qualified maintenance personnel for
SIESLC equipment under fleld conditions. Perscnnel problems, general in

nature, were the revocation of -ecurlty clearances and the shortage of

®rh tmvive Gve oot mos Smcee

clerical parsonnel.

v

()Z'f USASA, Europe Fundinpg and Obligations:

Annual Percent
Funding Program Cbligated Unoblipated Obligated

SEEE aeEE 200%

i
TRAINING |

g%/ The USASA, Europe training program was tonducted in accordance
with directives from Hq USASA and Hq USASA, Europe. In addition to unit !
training, courses at USAREUR and Saventh US Army Schools wera utilizad to
»agt local training requirements. All emergency and contingency plans of

USASA, Europe units wera reviawved and revised as necessary during FY 1362,

and all major units had up-to-date smergency plans that were regularly

rehearsed. The concept of cenducting fisld and command post mfclus was

changed from large scals exercises such as WINTERSHIELD IT to battle group
or smaller unit axercises called at irresular intervals, |

17
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COMSEC:

COMSEC support was furnished Seventh US Army during the following
exercisas:

¥
1. ,£8;>Eommunicaticns Exercise HIGHPOLE - Support furnished
included intercept of 10th Spacial Forces Group's transmissions.

2. 457 Unconventional warfare communications Exercise SPARK-
PLUG - Tested communications of Special Forces operational datachments.
Pifffcultv was expericnced in receiving signals from distant Special

Forees teams,
A

3. (&Y CPX CHECKMATE - Tasted the fragmented command poat
concept -

L, L%ébbperation EYEBALL - Tested Seventh US Army air-ground
commmications and air request nats,

5. CPX GRAND SLAM I - Taested fragmented command poest
concept.

6. CL4’%TX EVEREADY II - A Berlin 3attle Group exarcise, con-
ducted in Grunwald Torest, Berlln from 18-~20 Oct §1. Monitoring coverage
used mobile equipwment assigned the unit.

1. DEVILSPRLCAD - A 10th Special Torces Group communications
exercise, conducted at Bremerhaven, Sermany from 2-22 Oct 61, using
mobile radio and teletype positicns,

8. ROADBOUND XII - A non~combatant evacuation ordsr and
relocation of non-tactical units exercise, conducted from 2-9 Apr 62,
Monitoring of ¥P units was provided by an MRGZ-3 position at Pirpasens,
Germany,

U
9. CQT’;IBRY CROSS - A 10th Special Forces Group communications

exercise conducted from 29 May-2 Jun €2. Monitoring coverage used fixed
radio positions and mcbile RLBZ positfons located at Mannhein, Germany.

ELSEC:

AL '
g«)’zz.szc support was furnished two battalions of the lst US Arwy
M{s3sile Command, Southern European Task Force during FTX XING NEPTURE II.

The objectives of the mission were to determine signal strength of spurious

.s..rsG:a’;».asnl UNGLASSIFIED 23

oo MG '
BY CDR USAINSCOR FO1/P0 e
AUTH Para -85 500 5200.19 :

H

086 i_




5USC 552 (&) {32)

5UBCS552 (o) (1)

S

radiations emanating from non-communications electronics enittersy snd

to test terraln conditions similar to those which norsally exist between

firlng'batteries and possible foreign electronic intercept aites.

Gg%/Rcsulta of the mission were:

1.

2,

Frequencies of the nissile guidance radars and trans-
ponders had to be considered compromised.

Non-communications emitters associated with the waapons
system provided targaeting data.

Control of miasgiles by firing elements could be renderad
useless by hostile commmications countermeasures.

Various phases of the operations could be determined by
hostile Intercept agencies,

Specific types of emitters could be identified by analysis
of signals intercepted. ,

Heceree o
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PACIFIC SUSC 552 (&) (3
: BUsCE32 (0) (1)
| Hq UsASA, Pacific |

r 1 ! L |
oth UsasA | | 12th usasa | ¢ 15th USASA USASA Com
FS Iy . Fs o FS Unit (J)
1 H — .
- - 1 T 1 :
- . I _
Blst USASA = ' 82d USASA & | 83d usasa | | sist usasa
sou . s | sou | soc
{ ]
= " L ! :
! u00th USASA | f 508th USASA Gp ! ? 76th USASA louth USASA
X SOD ! (Fid Army) | P Sou Scty Det
{

I i

1

! 321st USASA | 177th USASA |
| Bn (Corps) Op Co (A) |

I 226th USASA
Op Co (C)

,(K{ Col George A, Godding, 040730, Inf, commanded USASA, Pacific

duriny FY 1962

]

28
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TG, P e s -




5USC552 (o) *

344

1. US Army Elewment,
Okinawa oiianizidl aff 7 Aug 613 redesignat

I

&
G5
&

25 Sep 613 discontinued, eff 1 Feb 82,

2. Organized effective 20 Sep 61:
luth USASA Operations Company
Hg & Svc Co, luth USASAFS (Disc eff 1 Jun 62)
9th USASA Operations Company
Hq & Sve Co, 9th USASATS (Disc eff 1 Jun 62)
82d USASA Spacial Cperations Unit

3. Orpanized effective 24 Sep 61:
1lth USASA Operations Company
12th USASA Operations Company
USAG, Kuma Station
3d USASA Operations Company
USAG, Torii Statiocn (Redesip as Ha & Sve Co,
51lst USASA SOC, eff 1 Jun 62)

4, Orpanized:
Slst USASA Special Operations Comwmand (1% Jul 61)
400th USASA Special Operations Detachwent (1 -Feb 62)
83d USASA Special Operations Unit (15 May 62)

5. Discontinued:

400th USASA Operations Unit (Prov)(20 Sep 61)
3d USASA Field station (24 Sep 61)

MANPOWER AND FINANCES

sz/;trangth figures for USASA, Pacific, FY 1962, follow:

1 July 1961 30 June 1962
0f7 W0 E; Clv Total Off wo £EM Clv Total

Auth
Actual

sz,USASA, Pacific Funding and Obligations:

Annual S, Percent

Funding Program Obligaticns Obligated

Ay A
29
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TRAINING
(U) Training was conducted in accordance with directives from Hq,
USASA and USASAPAC. Testing of all emergency plans was {ncluded in the
training program. In additfon, exercises were developed to measure unit
combat effectiveness in certain aituatians. Special courses were given
in theater schools to increase capabilities In the various fields of
activity. Instructors and instructions were constantly supervised to

insure the highest degree of training pessible.

5 USC 652 |
6") o -,
%‘% © iy
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COMSEC:

(S) The COMSEC nission of USASAPAC was to assist the supported com-
mands in achieving the maximum degree of transnission..cryptographic. and
physical security. Nission was accomplished through monitoring and analy-
sis,

££3’%he three main types of support missions were:

'l. General - Routine wonitoring of all units in supported
command,

2. Special - Special purpose requested by supportad G2, $2,
Signal Officer, higher USASA headquarters, or within
supported USASA unit {tself,

3. Search - A continuous monitoring on cartain bands to
discover new targat frequencies,

jﬁﬁ’&hrougﬁout Korea, COMSEC monitor personnel parformed daily support

missions on all types of communications systems. Although only a szall

percentage of all transmissions wers monitored, this support enabled malysts

to evaluate the status of transmission security for each command supportad,
J%ﬁ’?he final transmission security analysis report, on COMSEC support
orovided the USASAPAC Horfh DF Ket during April 1962, showed no significant
discrepancies. However, oﬂ a requested vulnerability study of the JOC-AGL
Kangaroo Hat, it was found that operators were econtinually giving Informa-
tion in the clear. This net,was designed to provide clogse alr support
during times of Korean hoatflitiea. and unless protected by sacryption
devices, it would piva enemy amalysts little trouble detaraining what typs,
whan, and where, strike missions would occur. Use of OPCODES or crypto-

praphie devices were recommended,

3s
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5USC 552 (b) {3)

SEC | RUECS02 (o) (1)

ELsc:
MSEC Branch, llq USASAPAC devoted most of itz effort to develop-
went of ELSEC policies, precedures, and doctrine. During the Yyear, a new
operational directive was published to provide s flexible and realistic
tasking requirement. Houcﬁr, bacause of shortages in progransmaed personnel
and equipment, subordinlnte units could not provide effective ELSEC support.
j(( Three ELSEC miszlions were conducted in Korea utilizing QNN
equipment on a time-sharing basis. Results proved inconclusive since cnly
a limited time was divarted from fJllfto ELSEC, In addition, no realistic
electrozagnetic radiation studies could be made without proper egquipment,
%hile working on ways to provide the supported coemands and
USASA units with realistic and worthwhile LLSEC support, the .ELSEC Branch
raineéd insight into the ;;roblem by performing map locator projects, through
the use of emitter listings and by developing a card file repistry system,

which would provide the LELSEC neophyte with immediate and useful informa-

tion on the differant types of non-communications ecitters.

te e iem—ren we
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SPECIAL PROJECTS

WHITE BIRCH

In Viatnam, standard US W—

was utilized on a number of PEJJFIF nissions with limited accuracy.
e——

Before tha end of the fiscal year, modiffcaticn of the

was underway to {mprove its effactiveness apainst the type of target en-

countered in South Vietnam, The use of 2 (N Mntenna systom was

-t
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SUSC532 (o) (1)

SASERTOOTH I

VKSABERTOO‘TH 1 vas organized as an instructional team to pravide
training for the Army Republic of Vietnam {ARVN) perscmnel —

Regular courses of Instruction began om 4 Sep 61. m

<A

operational requirements within the ARVN Signal Comnand, it was neceszary

to release several students prior to graduation, —

(){ The second formal course of inatruction began & Dwonbcr‘

—

Again because of operational necessity, ARVN requested an sarly

seacuncion. QY ey

SRR : tho request of ARVN Signal Cormand, 75 students :
!
attanded additional eoursaes — :

y The major problem which directly affected the input of ARVN

38
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S RS (o) 11
parsonnel for SABERTOOTH I training was the difficulty in cbtaining security

clearances for proposed astudents. This was dve to sensitivity of CONINT

operations and infiltration of the Viet Cong into South Vietnam, Although

ARVN salected 120 men, none were clsared during the period, % Feb=-30 Jun 62,
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ALASKA

Hq USASA, Alaska

F l

Hq Co 79th USASA SOU'
USASA, Alaska ,

- B e e Al gt e ¥

gk%’ix Col Ben B, McKibben, Jr., 01319304, AS(Inf), commanded USASA,
Alagka from 1 Jul 61 through 11 Jul 61. Lt Col Horman B, Rolle, 079715,
Inf, assumed command, 12 Jul' 81,
(U) Hq Co, USASA, Alaska was organizad effective 19 Jan 62,
MANPOWER
,(«eﬁuigned atrength figures for USASA, Alaska, FY 1962, follow:

1 Jul 61 30 Jun 62
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79th USASA SOU
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CARIEBIAN

Hq USASA, Caribbean ;
1

Fort Clayton, CZ ;
: Intelligence Branch‘

; Chiva Chivs, CZ Q

- -

(U) Lt Cc;l Chester V. Tuckarman, 01825992, AS(Armor), cownanded
USASA, Caribbean durinp the period under review, Hq, USASACARIE was
.roloca'ted froe Fort Kobbe, CZ to Fort Claytet, CZ on 6 Dec 81.

Maaim-d strength fipures for USASA, Caribbean, FY 1562‘. follows

1 Jul 61 30 Jun 62
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AFRICA

4THd USASA FIELD STATION, ASMARA, ETHIOPIA

(U) Colonel 'dillicam C. Newman, 0358874, AIS, commandad the station
during FY 1962, and was directly responsible to the Chief, USASA,
(U) The station was organized to include a Headquarters Company,
4th USASA Operations Cowmpany, 4th USASA Guard Company and Hud.icai Datach-
ment, US Army Hospital.
Manpoder
(U) Assigned strength figures for FY 1952 follow:

1 Jul 51 30 Jun 62
Off HO EK v Indig
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Lth USASAFS

Attached tnits:
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USN Comm Unit,
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accaptance test of the equipment was made. Rscommendations were made to

the US Army Strategic Communications Comaand that the site be accsptaed

without aexception.
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RECAPITULATION

USASA, EUROPE 10 UNITS

HUSCER () (1;

UNIT DESIGNATION

Hq USASA, Europe
507th USASA Group (Field Army)
318th USASA Battalion (Corps)
319th USASA Bartalion (Corps)
320th USAsA Battaton (EENEEIENERF
Cormpany A
Company B
182d USASA Operations Company (A)
1834 USASA Operations Company (A)
184th USASA Operations Cozmnany (A)

251st USASA Frocessing Company

600th USASA Company
77th USASA Special Operations Unit
78th USASA Special Operations Umit

2d Detachment, 410th USASA Special
Operations iUnit

102d USASA Security Deatachment
103d USA3SA Security Detachmant

4024 USASA Special Operations Detachment
(Airborne)

LOCATION !
Frankfurt, Germany
Bauxholder, Germany f
Herzogenaurach, Germany
Rothwesten, Germany

Bad Aibling, Germany

Bad Afbling, Germany

Bad Aibling, Germany
Herzopenaurach, Gcrmany
Herzogenaurach, Garmany
Rothwestan, Germany

Frankfurt, Germany

(Moved from Baumholder, Germany
6 Mar 62)

Vicenza, Italy

Frankfurt, Gerwany

Berlin, Germany

Frankfurt, Germany

Heldelberg, Germany

Orleans, France

Bad Tolz, GCer=many




UNIT DESIGNATION

5th USASA Field Station

Sth USASA Operatiocas Company
13th USASA Field Station

13th USASA Operations Company |

Hq USASA, Turkey/1Sth USASA Field
Station

15th USASA Operations Company

LOCATI.OI‘-'

Sinop, Turkey

Sinop, Turkey

Harrogate, England

Harropate, England

Ankara, Turkey

Ankara, Turkey
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RECAPITULATION

USASA, PACLFIC TD UNITS

UNIT DESIGNATION

Hq USASA, Pacific
508th USASA Group (Field Army)
Slst USASA Spacial Operations Command

3d USASA Operations Company
321st USASA Battallon (Corps)

Company A

Company 3
177th USASA Operations Company (A)
226th HZASA Operations Company (C)
75th I'SASA Special Operations Unit
21st USASA Special Operations Unit
82¢ USASA Snecial Operations Unit
83d USASA Spocial Operaticas Unit
USASA Communications Unit, Japan
louth USASA Security Detachment
400th USASA Speclal Operations Detachment
th USASA Field Station

9th USASA Operations Cowpany
12th USASA Field Station g

1lth USASA Operations Company

12th USASA Overations Company
luth USASA Field Station

14th USASA Gparations Company

LocATTON

|
1
B

Camp Zama, Tokyo, Japan

Yongdong-po, Korea

Sobe, Okinawa
Soba, Okinawa
Uijongbu, Xorea ;
Munsan, Korea .

Tongduchon, Korea

Pyong Taek, Korea

Kanghwa=-de, Korea

Taipei, Taiwan

Helemanc, Hawaii

Saigon, South Vi tnam
Banskok, Thailand

Tokyo, Japan

Sobe, Okinawa

Fort Buckner, Okinawa

Clark AF3, Philippine Islands
Clark AF3, Philippina Islands
Chitose, Japan

Chitese, Japan

Chitose, Japan

tiakata, Japan

19

Hakata, Japan
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INTRODUCTION

This publication consists of a series of lectures prepared and given to interns and other employees
by Mr. David G. Boak in 1966. Mr. Boak is uniquely qualifiad to discuse the history of U.S, COM-
SEC because he has participated significantly in most aspects of its modern development over the
past twenty years.

The purpose of these lectures was to present in an informal yet informative manner the funda.
mental concepts of Communications Security and to provide an insight into the strenghts and
weaknesses of selected manual systems, slectro-mechsnical end electronic crypto-squipments.
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FIRST LECTURE:  The Need for Communications Security

I will spend most of this first period belaboring some seemingly obvious points on the need for
communications security; why we're in this business, and what our objectives really are. 1t seems
obvious that we need to protect our communications because they consistently reveil our strengths,
weaknesses, disposition, plans, and intentions and if the oppesition intercepts them he can exploit
that information by attacking our weak points, avoiding our strengths, countering our plans, and
frustrating our intentions. . . something he can only do if he has advance knowledge of our situation.
But there's more to it than that. :

First, you'll note I said the opposition can do these things if he can intercept our communica-
tions. Let me first give you some facts about that supposition, You've all ssen the security cayveats
asserting that “the enemy is listening”, “the walls have ears”, and the like. One of my irreverent
friends, knowing where I work, insists on referring to me as “an electronic spy”, and popular paper-

back literaturs iz full of lurid stories about code-breakers and thieves in the night careening to Bu-
dapest on the Orient Express with stolen ciphers tattooed somewhere unmentionah t is the "

ude n sites, mobile orms (alr and gea), and satellite surveillance; and that
they have sn extensive covert collection operation. All in all, a truly formidable opponent. So the
first “if” underlying our argument for the need for COMSEC (Communications Security) is more
than a postulate—a deliberate, large, competent force has besen identified whose mission is the
exploitation of U.S. communications through their interception and analysis.
1t is important to understand at the outset why the Soviet Union (as well as all other major
countries} is willing to make an investment of this kind. Beeause, of course, they find it worthwhile.
Sometimes, in the security business, you feel like a jackass having run around clutching defense
secrets to your bosom only to find a detailed expose in Missiles and Rockets or the Washington Post
or find it to be the subject of open conversations at a cocktail party or a coffee bar. There are, in fact,
80 many things that we cannot hide in an open society—at least in peace time—that you will some.
times encouter quite serious and thoughtful skepticiam on the value or practicability of trying to
hide anything ... particularly if the techniques you apply to hide information—like cryptography
~—entail money, loss of time, and constraints on action.
~ What then, is unique about communications intelligence? What does it provide that our moun-
tains of literature and news do not similarily reveal? How can it match the output of a bevy of
professional spies or in-place defectors buying or stealing actual documents, blueprints, plans?
(“In-place defector”—a guy with a bona fide job in some place like the Department of Defense, the
Department of State, this Agency, or in the contractual world who feeds intelligence to a foreign
power.) It turns out that there is something special about communications intelligence, and it
provides the justification for our own large expenditures as well as those of other coumtries: in a
nutshell, its special value lies in the fact that this kind of intelligence is generally accurate, reliable,
authentic, continuous, and most important of all, timely, The more deeply you become familiar
with classified governmental operations, the more aware you will become of the superficiality and
inaccuracy that is liable to charscterize speculative journalism. After all, if we've done our job, we

- have reduced them to speculation—to the seizing of and elaboration on rumors, and to drawing con-

clusions based on very few hard facts, This is by no means intended as an indictrent of the fourth
estate—it is merely illustrative of why Soviet intelligence would rather have the contents of & mes.
sage signed by a government official on a given subject or activity than a controlled news ralsase or
journalistic guess on the same subject. Similarly, the outputs of agents are lishle to be fragmentary,
sporadic, and slow; and there are risks entailed in the transmission of intelligence 50 acquired.
[Conventional SIGINT (Signals Intelligence) activity, of course, entails no risk whatever. ]

their collection facilities in-
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! Let me track back again: I have said that there is a large and profitable intercept activity di-
“N-irected against us. This does not mean, however, that the Soviets or anybady else can intercept all
our communications . . . that is, all of them at once; nor does it necessarily follow that all of them are
worth intercepting. (The Army has a teletypewriter link to Arlington Cemetary through which they
coordinate funeral arrangements and the like. Clearly a very low priority in our master plans for
securing communications.) It does mean that this hostile SIGINT activity has to be selective, pick
the communications entities carrying intelligence of most value or—and it’s not necessarily the

faced with the problem not simply of securing communications, but with the much more difficult
problem of deciding which communications to secure, in what time frame, and with what degree of
security. Our COMSEC resources are far from infinite; not only are there constraints on the money,
people, and equipment we can apply but also—as you will see later on—there are some important
limitations oo our technology. We don't have that secure two-way wtist radio, for example,

In talking of our objectives, we can postulate an idegi—total security for all official U.S. Govern-
ment communications; but given the limitations I have mentioned, our more realistic objectives
are to develop and apply our COMSEC resorces in such 8 way as to assure that we.provide for our

- customers a net sdvantage vis-a-vis their opposite numbers. This means that we have to devise
systems for particular applications that the opposition will find not necessarily unbdreakable but
too costly to attack because the attack will consume too much of his resources and too much time.
Here, we have enormous variation—most of our big, modern electronic cryptosystems are designed
to resist a full scale “maximum effort” analysis for many, many years; we are willing to invest a big
expensive hunk of complicated hardware to assure such resistance when the underlying communi-
cations are of high intelligence value. At the other end of the specrum we may be willing to supply
8 mere slip of paper designed only to provide security to a tactical communication for a few min-
utes or hours because the communication has no value beyond that time ... an artillery spotter

{ ames a target; once the shell lands, hopefully on the coordinates specified. he couldn't care less
“-about the resistance to cryptanalysis of the coded transmission he used 1o call for that strike.

Now, if the opposition brought to bear the full weight of their analytic resources they may be able
to solve that code, predict that target, and warn the troops in question. But can they afford it? Col-
lectively, the National Security Agency attempts to provide the commander with intelligence
about the opposition (through SIGINT) while protecting his own communications against compa-
rable exploitation—and thus provide the net advantage I spoke of. I'll state our practical objectives
in COMSEC once more: not absolute security for all communications because this is too expensive
and in some instances, may result.in a net disadvantage; but sufficient security for each type of
communications to make its exploitation uneconomical to the opposition and to make the recovery
of intelligence cost more than its worth to him. Don’t forget for a moment that some TOP SECRET

messages may have close to infinite worth, though; and for these, we provide systems with resist-

ance that you can talk of in terms of centuries of time and galaxies of energy to effect solution.

The reason [ have spent this time on these general notions is the hope of providing you a perspec-
tive on the nature of the business we’re in and some insights on why we make the kinds of choices
we do among the many systems and techniques I'll be talking to you about during the rest of the
week. I happened to start out in this business as a cryptanalyst and a designer of specialized man.
ual systems not long after World War I1. It seemed to me in those days that the job was a simplistic
one—purely a ‘matter of examining existing or proposed systems and, if you found anything wrong,
fix it or throw the blighter out—period. In this enlightened spirit, I devised many a gloriously im.
practical system and was confused and dismayed when these magnificent products were some-
times rejected in favor of some clearly inferior—that is, less secure system merely because the
alternative was simpler, or faster, or cheaper; or merely because it would work.

Those of you who are cryptanalysts will find yourselves in an environment that is necessarily
cautious, conservative, and with security per se a truly paramount consideration. This, I assert, is

_healthy because you, a mere handful, are tasked with outthinking an oppasing analytic force of -

{  rhap$s 100 times your number who are just as dedicated to finding flaws in these systems as you

10 —seerer— A ORIGINAL

same thing—pick the targets most swiftly exploitable. Conversely. we in the COMSEC business are
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must be to assuring none slipped by. But do not loge sight of the real world whers your ultimata
product must be used, and beware of security features so intricate, elaborate, complex, difficult,
and expensive that cur customers throw up their hands and keep on communicating in the clear—
you have to judge not only the abstract probabilities of success of & given attack, but the likelthood
that the opposition will be willing to commit his finite resources to it.

I hope you non-eryptanalysts smiling in our midst will recognize that we’re playing with a two- -

edged sword—you are or ought to be in an environment where there is an enthusiasm for introducing
to the field as many cryptosystems as posxible at the least cost and with the fewest security con-
straints inhibiting their universal application. But don't kid yourselves: against the allegation that
the COMSEC people of the National Security Agency—we're the villains—are quote pricing secu-
ity out of the market unquote—is the fact that there is this monolithic opposing force that we can

best delight by introducing systems which aré not quite or not nearly as good as we think they are. -

From this, we can conclude that, to carry out our job we have to do two things: first we have to
provide systems which are cryptographically sound; and second, we have to insure that these sys-
tems can and will be used for the purpese intended. .

If we fail in the first instance, we will have failed those customers who rely on our security judg-
ments and put them in a disadvantageous pesition with respect to their opposition. But if we fail to

get the systems used—no matter how secure they are—we are protecting nothing but our profession-

al reputation. :

Now that the general remarks about why we're in this business and what our objectives are are
out of the way, we can turn to the meat of this course~—my purpese, as much as anything, is to ex-
pose you to some concepts and teach you & new lgnguage, the vocsbulary of the peculiar business
you're in. To this end I will try to fix in your minds a number of rather basic notions or appreaches
that are applied in cryptography as well 25 a number of specific techniques as they have evolved
over the past two decades.

There’s a fair amount of literature—like the Friedman lectures—which is worth your time and
which will trace the art of cryptography or ciphering back to Caesar or therabouts. I'll skip the first
couple of millennis and such schemes ac shaving a slave’s head, writing a message on his shining
pate, letting the hair grow back and dispatching him to Thermopylae or where have you. I'll also
skip quite modern techniques of setret writing—secret inks, microphotography, and open letters
with hidden meanings {(called “innocent text” systems)-—merely because their use is quantitatively
negligible in the U.S. COMSEC scheme of things, and this Agency has practically. nothing to do
with them. What we will be addressing are the basic techniques and systems widely used in the
protection of U.S. communications and which we are charged to evaluate, praduce, or support.

All of our systems have one obvious objective: to provide a means for converting intelligible in-
formation into something unintelligible to an unauthorized recipient. We have discovered very few
basic ways to do this efficiently. Some of the best ways of doing it have a fatal flaw; that is, that
while it may be impossible for the hostile cryptanalyst ta recover the underlying message because
of the processing given it, neither can the intended recipient recover it because the process used
could not be duplicated! On occasion there has been considerabls wry amusement and chagrin on
the part of some real professionals who have invented sophisticated encryption schemes only to find
they were irreversible—with the result that not only the eryptanalyst was frustrated in recovering
the plain text, 5o was the addressee. The inventor of & cryptosystem must not only find a means for
rendering informution unintelligible, he must use a process which is logical and reproducible at the
receiving end. All of you know already that we use things called “keys” which ahsolutely deter-
mine the specific encryption process, It follows from what I have just said that we alirays produce
at least two of them, one for the sender, one for the recipient. Through its application, and only
through its application, the recipient is able to reverse, unseramble, or otherwise undo the encryp-
tion process,

" The techniques that we have found useful so far amount to only two: first substitution of some-

thing meaningless for our meaningful text {our plain language); and second; transposition—keeping -

our original meaningful text, but jumbling the positions of our words or letters or digits so they no
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, longer make sense. This latter technique is so fraught with security difficulties—it’s nothing but
... ancy anagramming—that for all practical purposes you can toss it out of your lexicon ‘of modern
.S, mgmhyg

We are left with one very large family of systems in which the basic technique involves the sub-
stitution of one value for another. These range from systems whose security stems from a few letters,
words, or digits memorized in somebady’s bead, through a variety of printed materials that permit
encryption by use of paper and pencil, to the fancy electronic computer-like gadgets about which
you have by now probably heard most. The first category of these systems we're going to talk about
is manual! systems and the first of these is codes. Professional cryptographers have been talking
about codes, using them, attacking them, and solving them for many years, The traditional defini-
tion of them is: Code: A substitution eryptosystem in which the plaintext elements are primarily
words, phrases, or sentences, and the code equivalents (called “code groups”) typically consist of
letters or digits (or both) in otherwise meaningless combinations of identical length."—JUNE 71—
Basic Cryptologic Glossary. o

This definition provides a convenient way for differentisting a “code” from any other substitu-
tion system—all the other systems, which we call “ciphers”, have a fixed relationship between
the cipher value and its underlying meaning—each plaintext letter is always represented by one or
two or some other specific number of cipher characters. Incidentally, we use “character” as a generic
term to cover numbers or letters or digits or combinations of them. Let’s look at a coupie of codes:

1. The simplest kind, called a *“one-part code™, simply lists the piaintext meanings alphabeti-

cally (so that you can find thém quickly) and some corresponding code groups (usually alphabet.
ized also):

BRIGADE. . ...... e e, . ABT
~ COORDINATE(S) . <« v oo veven .. e e AXQ
DIRECT ARTILLERY FIREAT—— .. ................ CDL
ENGAGEENEMY AT ... ..oovvonnannnnnn, GGP
...... et ettiiiiiiiain.u... HLD
................... ceiieiii....  IMB

There will usually be some numbers and perhaps an alphabet in such a code so that you can
specify time and map coordinates and quentities and the like, and so that vou can spell out words,
especially place names, that could not be anticipated when the code was printed. Such a code has
lots of appeal at very low echelons where only a very few stereotyped words, phrases, or directions
are. necessary to accomplish the mission. They are popular because they are simple, easy to use,
and relatively fast. The security of such systems, however, is very, very low-—aftar a handful of
messages have been sent, the analyst can reconstruct the probable exact meanings of most of the

code groups. We therefore take a dim view of them, and sanction their use only for very limited ap-
plications. )

2. The kind of code we do use in very large quantities is more complicated, larger, and more
secure. It is called a *“two-part code': it is printed in two sections, one for encoding and the other for
decoding:

ENCODE * DECODE
BRIGADE ... ............. CDL  ABT ...eeee
COORDINATE(S)............AXQ AXQ ...COORDINATE(S)

DIRECT ARTILLERY FIRE AT_JMB  CDL ...BRIGADE
ENGAGE ENEMY AT, ........ GGP  GGP ...ENGAGE ENEMY AT
————— vieevsese. . HLD HLD .. oeeee
\ T ABT JMB ...DIRECT ARTILLERY FIRE AT. _._
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The main thing that has been done here is to break up the aﬁ':habetia! relationship between

EQ 1.4.(c)

the plaintext meanings and the sequence of code groups associated with them—that is, the code
groups are ssigned in a truly random fashion, not in an orderly ane. This complicates the erypt-
analyst’s job; but he can still get into the system rather quickly when ths code is used repeatedly.
As & result, a number of tricks are used to refins these codes and limit their vulnersbility. The first
trick is to provide more than one cods group to represent the mare commonly tsed words and phrages
in the code vocabulary—we call these extra groups “variants™ and in the larger codes in use today it
is not uncommon to have as many as a half-dozen of these variants assigned to each of the high
frequency (i.e., commonly used) plaintext values. Here’s an excerpt from & code actually in use

today showing some variants:

You probably know that “monoalphabetic substitution systems™ were gimple systems in which
the same plaintext value was always represented by the same cipher or code value—repeats in the
plain text would show up as repeated patterns in the ciphsr text, so lovely words like “RECONNAIS-
SANCE" convert to, say, .

RECONN AISSA NCE ... duck soup! it says here.
SDEGBB XMILX BED

" Well, with an ordinary code, that's exactly the problem. It is essentislly a moncalphabetic sys-
. tem with a few variants thrown in, but with most repeated things in the transmitted code showing
up as repesated items. This means, where we have to use codes (and later on, I'll show you why we
have to in Auge quantities), we have to do some things more fundamental than throwing in & few
stumbling blocks like variants for the cryptanalyst, There are two techniques which ars basic to
our business and which we apply not only to codes but to almost all our keying materiala, These are
crucial to the secure management of cur systems. These techuiques are called supersession and
compartmentation. They provide us a means for limiting the volume of traffic that will be encrypted
in any given key or code; the effect of this limitation is to reducs the likelihood of succesasful erypt-
analysis or of physical loss of that material; and further to reduce the scope of any loss that does
m‘ .
SUPERSESSION is simply the replacement of a code or other keying material from time to time
with new material. Most keys and codes are replaced each 24 hours; a few codes are replaced as fre-
quently as'each six hours; a few others remain effactive for three days or more, We have these differing

supersession rates becauss of the different ways in which the materisls may be used. Holders of |

some systems may send only one message 3 day—everything else being equal, his system will have
much greater resistance to cryptanalysis than that of 2 heavy volume user and his system will not
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—SECRET-NOFORN—
" " quire replacement as often. The regular replacement rate of material each six hours or 24 hours
. oy three days or what have you is called the “normal supersession rate”™ of the material in question.
“Emergency supersession” is the term used when material is replaced prematurely because it may
have been physically lost.

Once again, the purpose of pericdic supersession of keying material and codes is to limit the
amount of traffic encrypted in any one system and thus to reduce the likelihood of successful crypta.
nalysis or of physical loss; and to limit the effect of loss when it does occur, The resistance to crypta.
nalysis is effected by reducing the amount of material the cryptanalyst has to work on and by
reducing the time he has available to him to get at current traffic.

COMPARTMENTATION is another means for achieving control over the amount of classified
information entrusted to a specific cryptosystem. Rather than being geared to time, as in the case
of supersession, it is geared to communications entities, with only those units that have to inter.
communicate holding copies of any particular key or code. These communications entities in turn
tend to be grouped by geography, service, and particular operational mission or specialty, Thus,
the Army artillery unit based in the Pacific area would not be issued the same code being used by
a similar unit in Europe—the vocabularies and procedures might be identical, but each would have
unique code values so that loss of a code in the Pacific area would have no effect op the security of
messages being sent in the Seventh Army in Europe, and vice versa. Of coutse some systems, parti-
cularly some machine systems, are designed specifically for intercommunication between two and
only two holders—between point A and point B, and that’s all. In such a case, the question of “com-
partmentation” doesn’t really arise—the system is inherently limited to a compartment ar “net” of
two. But this is rarely the case with ordinary codes; and some of them must have a truly worldwide
distribution. So our use of compartmentation is much more flexible and less arbitrary than our use
of supersession; occasionally we will set some absoluta upper limit on the number of holders per-

_ Tssible in a given system because cryptanalysis shows that when that number is exceeded, the

\. ¢ to break the system is worth the hostile effort; but in general, it is the minimum needs, for
intercommunication that govern the size (or, as we call it, the copy count} of a particular key list
or code.

Now 1 have said that compartmentation and supersession are techniques basic to our whole
business across the spectrum of systems we use. Their effect is to split our security systems into
literally thousands of separate, frequently changing, independent entities. This means, of course,
that the notion of “breaking the U.S. code” is sheer nonsense—the only event that could approach
such catastrophic proportions for U.S. COMSEC would be covert (that is, undiscovered) penetration

The reason I've injected these concepts of compartmentation and supersssiond,iﬁto the middle
of this discussion of codes, although they have little to do with the structure of codes themselves, is
that, despite our variants, and tricks to limjt traffic volume, and controls over operational proce-
dures, codes as a class remain by far the wegkest systems we use; and these techniques of splitting
them into separate entities and throwing them out as often as possible are essential to obtaining
even the limited short-term security for which most of them areintended. .-

Having said, in effect, that codes as a class are not much good, let-me point out that there are
specialized paper and pencil systems which more or less conform to the definition of “code” but
which are highly secure. Before I do this, let me retumn to the definition of code we started from, and
“agest an alternative definition which more nearly pin-points how they really differ from other
\_ .pniques of encryption. You remembar we said the thing that makes a code unique is the fact that

14 _sgerzr—
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the code values can represent underlying values of different lengths—to recognize this is important
to the eryptanalyst and that js the feature that stands out for him. But there is something even
mhﬁemduxﬂqmtoncodz:Mh&nhnmtnchmdegmp—mtqmmwhbhw
you—stands for something that has intrinsic meaning, ie., each underlying element of plain text
is cogmitive; It is usually a word or a phrase or a whole sentencs. In every other system of encryption,
this is not so; the individual cipher value stands only for an arbitrary symbol, meaningless in itaalf—
like some binary digit or a letter of the alphabet. So I find, when examining a code, that QXB means
“FIRE A GUN,” or “REGROUP AT THE CROSSROADS," or “QUARTERBACK SNEAK,” or
what-have-you. In & cipher system, QXB might mean “X" oz “L” or “001" or something else mean-
ingless in itself. I've touched on this partly because the new cryptologic glossary has defined & code
in terms of the meaning—~or mesningfulness—of the underlying textual elements. I wouldn't push the
distinction too far—it gets hazy when you are spelling with & code; get around it by admitting that, °
during the spelling process, you are in fact retaining & one-to-one relationship between the size of
the underlying values and those being substituted for them—you are, for the moment, “encipher-
ing™ in the code.

The “One-Time" Concept.—I have said that at the heart of & code’s insecurity is the fact that it
is essentially & monoalphabetic process where the same code group always stands for the same
underlying plaintext value. The way to lick this, of course, is to devise o system where eack code

LT T

value is used once and only once. Repeats don’t show up because there aren’t any, and we have
effectively robbed the eryptanalyst of his “entering wedge” into the cryptosystem. Lat's look at
several such systems:
ARTILLERY: ABD BRIGADE: MJX

QVM ¥AN

CXD RDF

EVL QLW

Qst

---------

b AY N
= ate.

e ~ Well! This thing looks like nodning more than one of those ordinary codes we talked about, but
P with a set of variants assigned to each item of the vocabulary. Right. But suppose I make a rule that

......

~ each time you use a variant, you check it off or cross it out, and must not use it again? By this
simple expedient, I have given you a one-time system—s system which is for all practical purposes
immune to cryptanalysis, perfectly secure? Sounds nice, and vou might wonder why we have not
adopted it for universal use. Well, let's ook at some of the constraints inherent in this simple
procedure: '
Right now, if I have a very large vocabulary in a standard two-part code, it may run up to 32 pages
. or more. (The largest is 64 pages). If I have to insert say & half-dozen code values for every plaintext
- entry, my code book gets ta be about 200 pages long, rather awkward to jam in the most voluminous
of fatigue pockets, and » most difficult thing to thumb through~—jumping back and forth, mind
you—as you do your encoding or decoding process, So, limitation number one: we have to confine
the technique to codes of quite small vocabularies.

Suppose my *“‘compartment” (my net size) is 20 holders for this code. How does any given user
know which values other holders in the net bave used? He doesn’t. He doesn't unless everybody
listens to everybody else all the time, and that doesn't often happen. And this is really the killing
limitation on most one-time systems of this kind..You wind up saying only one holder can send
messages in the code, and all other cupies are labelled “RECEIVE ONLY". We call this method of
communications “Broadcast” and it has rather narrow applications. Alternatively, we can provide
each of our 20 holders with a8 SEND code and 19 RECEIVE codes—but try to visualize some guyinan
operational snvironment scrambling through 19 books to find the right one for a given incoming
message; and look at the logistics to support such & system: it turns out that the number of books
you need is the square of the number of holders you want to serve in this way—400 books for a 20-
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. " Now we're beginning to get something more manageable: We still have the constraint of needing

"2 small net size or, alternatively, a larger net but with only one or a few senders of information. But
it's a dandy where the form of the messages themselves permit this terrible inflexibility. We use a
few of them, but machines are the things we're moving towards to meet most of the requirements
of this type. ‘

In comparing this one-time system and the last one I showed you, I think you'll begin to see a
number of characteristics emerge for these specialized codes: first off, they are relatively secure: 1
say relatively, because there is more to communications security than resistance to cryptanalysis—
and while these systems meet that first test—cryptanalysis—admirably, from the transmission
security point of view, they’re pretty bad; but we’ll be talking about that on another day. Secondly:
they are inflexible, rigidly confined with respect to the variety of intelligence they can convey.
Thirdly: they are built for speed; they are by far the fastest means of communicating securely with.
out a machine. Finally, they are extremely specialized, narrow in their application, and limited
in the size of communications network they can serve efficiently. Being specialized, by the way,
and tailored to particular needs, they fly in the face of efforts to standardize our materials—a very

~necessary movement in a business where we have to make hundreds of codes, distribute them all
. er the world, replace most of them daily and, as a result. wind up with a total copy count
‘numbering, at the moment, about 3 million each year.
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The business of standardizing om the one band, for the sake of ecomomy, simplicity, and
manageability and of uniquely tailoring systems for maximum efficiency in some particular appli-

cation, is one of the many conflicting or contradictory themes in our business; just as maximum

security may conflict with speed or something else.
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SEVENTH LECTURE: Ciphony Equipment and Other Specialized Systems

Ciphony Equipment.—You have already had a preview of some of the problems of voice en-
cryption in the discussion of the KO-6. Since by far the greatest weakness in U.S. COMSEC today
stems from the fact that almost all of cur voica communications are sent in the clear, the business
of finding economical secure ways to secure voice transmissions remains & burning iasue and is
consuming a good part of our current COMSEC R&D effort.

We have to go back to World War I for a look at our first veice encryption equipment:

%:"“ e
" AR

f"- >
I~

-

.o,
T T

This looks like a whole communications centez or laboratory or something: but it's all one
cipher machine. It was called SIGSALLY. If you counted the air-conditioners that had to go with i,

" it weighed something like 53 tors. It was used over the transatlantic cable for communication

between Washington and London. It used vacuum tubes by the thousands, and had a primitive
vocoder. It was hardly the answer to the dream of universal ciphony, and was dismantled soon after
the war ended. .

The next ciphony system to come along was called the AFSAY-816. It was designed to operate
over microwave links—actually, just one link—between the Naval Security Station and Ardington
Hall. Since there was plenty of bandwidth to play with (50 KHz). there wers no constraints on the
number of digits that could be used to convert speech into digital form. The technique used was
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called Pulse Code Modulation (PCM): conceptually, it involves sampling the amplitude (size) of
an intelligence signal, such as one’s voice, at fixed intervals of time determined by a high frequency
pulse train, then transmitting the values thus obtained in some sort of binary or baudot code. The
following illustration portrays these relationships: '

6 =
_PULSE CONE WIOULATION.

o

L -

INTRLIIURNCS (ANALOG)

ANMPLITUDE
'™
1

The AFSAY-816 used a primitive vacuum tube key generator with bank after bank of shift
registers _ . . and, for the first time, we were able to put cut more key than we could use. So we used
it to provide for encryption of several channels of speech simultaneously. Speech quality was good,
reliability was spotty, and security, especially in its last years was marginal since it was in about
that time frame that we began to be able to postulate practical high-speed computer techniques as
a cryptanalytical tool. We hastened to replace the equipment with one called the KY-11, The KY-

11 was the fitst relatively modern key generator of the breed I described in the KW-25.

At any rate, we lived on borrowed time with the AFSAY-816 and on the hope that, because its
transmitted signal was fast, complex, and directional, hostile interception and recording would be
impracticable.

Don’t think for a minute that the same rationale isn't used today for unsecured circuits that
happen to use sophisticated transmission techniques. A favorite ploy of the manufacturers of for-
ward tropospheric and ionospheric scatter transmission systems, for example, is to advertise them
13 inherently secure because of their directivity and because they are beamed over the horizon and
theoretically bounce down in only one place. However, because of atmosplieric anomalies: it is
impossible to predict with certainty what the state of the ionosphere will be at any particular

¥ 0 ment. It is because of these anomalies that the reflaction of the transmitted signal from the
idnesphere is subject to considerable variation and, conssquently, subject to interception at an
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unintended location. As a matter of fact, thers was a “permanently” anomalous situation over parts
of Southeast Asia that caused VHF communications to double their expected rangs.

The general attitude of this Agency is that no deliberate transmission is free from the possibility
of hostile interception. The thought is that there is really s contradiction in terms of the notion of
an uninterceptible transmission: for, if there wers such, the intended recipient, your own distant
receiver, could not pick it up. )

Despite all of this, it is clear that some transmissions are considerably mers difficult and costly
to intercept than others and some of them carrying information of low intalligence value may not he
worth that cost to the potential hestile interceptor. These factors have a lot to do with the priorities
we establish for providing cryptosystems to various kinds of communications entities.

But, in the case of voice, which is our subject, it has not been any rationale of non-intercept-
ibility which has slowed us down, it is the set of terrifically diffcult technical barriers in the way of
getting such equipment in light, cheap, efficient, secure form, either for strategic high-lavel links,
as in the case of all the ciphony equipments I've mentioned so far, or for tactical circuits that we
will, in due course, cover.

Still, with the advent of the KY-11, it appeared that we had at least one part of the ciphony
problem relatively well in hand: that was for fixed-plant, short-range operations where plenty of
bandwidth was available for transmission. These fixed-plant, wide-band equipments—all of them—
not only could provide secure good quality voice, but had enough room to permit the encryption of
several channels of voice with the same key generator. But just as in the case of telstypewriter secu-
rity devices, there was a need to move ciphony equipment out of the cry'p;oqeqtc and nearer to the
environment where the actual user could have more ready access. In the case of the teletypewriter
encryption systems. you will recall, the move was into the communications center where all the
ancillary devices and communications terminal equipment and punched message tapes and mes.
sage forms were readily available. In the case of ciphony, the real user was the individual who picks
up the handset and talks—not some professional cryptographer or communicator—but people like
you and me and generals and admirals and presidents. So the next need we faced was to provide an
equipment which could be remote from both cryptocenter and communications center, and used
right in the offices where the actual business of government and strategic military affairs is con-
ducted. This called for machinery that was smaller and packaged differently than any of the ciphony
equipment we have talked about thus far. SIGSALLY you remember, weighed 55 tons: the next
system weighed a lot less but still needed 6 bays of equipment. The KY-11 was smaller still,
amounting to a couple of racks of equipment configured for communications center usa. None of .
them were at all suitable for installation in somebody's office. :

The resultant product was called the TSEC/KY-1. The most striking feature it had, in contrast
to its predecessor ciphony devices, was that it was neatly packaged in a single cabinet about two-
thirds as tall and somewhat fatter than an ordinary safe. Because it was built not to be in a cTypto-
center or a classified communications centar where there are puards and controls on access to
prevent theft of equipment and their supporting materials, this KY-1 cabinet was in fact a three-
combination safe that contained the whole ksy generator, the power supply, the digitalizing voice
preparation components—everything except the handset which sits on top.

So, for the first time since World War II with the SIGNIN, we found ourselves building physical
protective measures into the equipment itself. The safe is not a particularly good one—hardly any
are—but it is adequate to prevent really easy access to the classified components and keying data
contained inside, Micrawave links or special wire lines were used ta transmit its 50 KHz cipher text,

and it had the capacity to link up to 50 holders through some kind
of switchboard in m common xey. Thé fifst network was-used- here-in-Washington and served key

officials of government—the President, the Secretary of Defense, the Secretary of State, the DirecEO 1.4. (c)

tor, Central Intelligence Agency, and some others. We soon found that the equipmenf needed to be
instailed not only in key government offices, but in the private residences of key oﬁcmls.as well, sa
that they could consult securely in times of crisis night or day. I think the first such residence was
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is perhaps as good as a place as any to go off on another of the tangents that seem to char-
acterize these lectures. As we have been following the svolution of U.S. cryptography, 1 have talked
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quite uaually of new equipments coming into our inventory and old ones &diu away. In retrospect,
the demise of the obsolescent, inefficient, and nmaeuxosystem: seems natural, essy, inevitable, and
relatively painless. But the fact of the matter is that it is usually quite diffcult to get the users to
relinquish any equipment onee it is solidly entrenched in their inventories—especially if it works
well, as in the case of the KY-1; but even if it doesn’t, 23 in the case of the K<W-9. The reluctance to
junk old systems stems from a number of causes, I think. First of all, they represent a large invest-
ment; secondly, the users have developed a supporting logistic base for the systems, have trained
personnel to operate and maintain it—they've used it. Finally, the introduction of a new system is
a slow and difficult business requiring new budgetary and procurement action, new training, the
establishment of a new logistics base, and—inereasingly these days—a costly installation job to
match the new system to the facility and communications system in which it is to be used. Because
of these pmhlems. our “equipment retirement program” is & halting one, and only when there are
very grave security shortcomings can we mua.lly demand that a system be retired on some specific
date. Well, back to ciphony systems.

With all these developments, we are still talking about equipment: that weighs several hundred
pounds, is quite expensive, and which is limited to specialized and costly communications links.
Except in the case of the KO-6, these links are relatively short range.

So, at the same time these wide-band fixed-plant equipments are being developed, we were

. workmg on something better than the KO-6 to satisfy long-range, narrow-band communications
requirements, something that could, hopefully, be used on ordinary telephone lines or on KF radio
circuits overseas. (Ma Bell's telephone system, you understand, has a bandwidth of only 3 KHz—
and still has & few quick and dirty WW I links in the mid-west with only a 1500 hertz bandwidth.
This situation, as I have said, sharply limits the number of digits we can use ta describe speech to
be encrypted on such circuits with a consequent loes of quality of intelligibility.)

The equipment which evolved is called the KY-9,
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The KY-9 used a vocoder as did its narrow-band predecessors, but a more sophisticated one
than had been developed thus far, It was the first of the vocoders to use transistors instead of vac-
uum tubes, so that the equipment could be reduced to a single cabinet. But transistors were in their
infancy; and the ones that went into the KY-9 were hand-made and expensive. Again the equipment
was packaged into a safe so that it could be located in an office-type environment. Well, we were
getting there: we could use an ordinary telsphone line with the KY-9, but the speech still sounds
arﬁﬁcinlandntninedbectuseofthntvocoder.and...yon..'mmt...speak...very...slowly
... and ... distinctly and you must still push to talk. And besides all that, this bear initially cost
on the order of $40,000 per terminal which put it strictly in the loxury category. About 260 KY-9's
are in use for high-level, long-haul voice security communications. The majority of the KY-8 sub.
scribers are now being provided this secure capability through use of the Automatie Secure Voice
Communications (AUTOSEVOCOM) system: however, it is anticipated that the equipment will

" 'main in use at least through FY-74. Beyond FY-74, the equipment may be declared excess and

"+ .atored for cantingency purposes.
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The best and newest Jong-haul voice equipment uses none other than our multi-purpose friend,
the KG-13. Nobody came along with a nice vocoding speech digitalizer to hook into this key gen.
erator, and there’s really not much call to process spesch this way unless you're going to encrypt it,
%0 we wound up—agein—having to build some of the ancillary equipment ourselves. This equip-
ment is called the HY-2—remember, the H stands for ancillory, the Y for speech encryption. So the
combination referred to as the KG~13/HY-2 is the aystem we are now counting on 1o serve the long-

haul voice requirement,
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Again, a vocoder was used. and this sounds the best yet, although it still can’t match the voice
quality that wide-band systems have. This package is not in a safs. and is not suitable for office
inatallation, but it seems to satisfy most of the other long-haul requirements well and does so fairly

‘heaply for the first time. :

Before we talk about tactical voice security equipment, there is a subject related to the hig fixed-
plant voice equipments we ought to talk about. That’s the subject of “approved” circuits. Way back
with the KO-6. we were having difficulty getting officials to leave their offices and walk to a cTypto-
center to use a secure phone. The solution lay in carrving the system or at least the telephone hand-
set (which is all he really needs or cares about) to him. This involved running a wire line from an
office to the cryptocenter or secure communications center. The difficulty with this solution is two-
fold: in the first place there was and is a long-standing Executive Order of the President governing
the way classified information may be handled, transmitted, and stored: and in the cage of TOP
SECRET information, this order forbids electrical transmission except in encrypted form. Of course,
the informations in the clear, not encrypted, until it reaches the cryvptomachine, and this meant
that any time one placed that handset remote from the machine. the user, by “law™ had to be re.
stricted to conversations no higher than SECRET. This is difficult to legislate and control, and
reduces the usefulness of the whole system. The second difficulty in this situation stems from the
security reasoning lying behind that Executive Order. The reasoning was, and is, thst it is extrema.
ly difficult to assure that no one will tap any subscriber line such as this, if it §s not confined to a
very carefully controlled area like a cryptocenter or classified communications center. It means that
if you are to use these subscriber lines in some government instaliation. the whole building or com.
plex of buildings must be extremely well guarded, access carefully controlled, or personnel cleared
or escorted all the time. Controls such as we have here are simply not feasible in a facility such as
the Pentagon or on a typical military post: yet it is in just such anvironmenta that thesa protected wire-
lines may be needed, c, ,

Some special rules govern communications used to support SIGINT operations, and these
rules have been interpreted to permit TOP SECRET traffic such as we use on the grey phone system
here—provided certain physical and electronic safeguards are enforced, The JCS applied the zame
sort of criteria in staffing an action which permitted TOP SECRET information to be passed in the
¢ *ar over wire lines when certain rigid criteria are met. Until this action went through, we were un-
k.ole to make full use of the ciphony capability we now have in systems such as the KG~13/HY-2,
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and subscribers were held to SECRET unless they were essentially co-located with the crypto-
equipment itsealf. :

. Tactical Ciphony.~MC's for tactical ciphony equipment—be they broad-band, narrow-band,
or somewhere in between—have existed since before this Agency was crented But the difficulties
were terrifie. To have tactical usage on field telephones and radio telephones and military vehicles
and, especially, in aircraft, the equipment had to be truly light, small, and rugged; and had to be

'
% compatible ‘with a large variety of tactical communications systems most of which are not com-

WAL

4
l

patible among themselves. In the case of aircraft requirements, there’s an old saying that the Air
Force will reject any system unless it has no weight, occupies no space, is free, and adds lift to
aircraft. We were about ready to believe this in the late fifties when we had gotten g tactical ciphony
device, the KY-8, down to about 2/3 of a cubic foot, and it was still not accepted, mainly because it
tock up too much room. The ironic part of this sad story is that the eryptologic partion of the hard-
ware uses only a modest amount of space: its power supplies and the digitalizers for speech that
use up the room. The Air Force did give that small equipment, the KY-8, a good try in high perform-
ance aircraft like F-~100's: it worked fairly well, but sometimes reduced the effective range of their
radios about 5%, & degradation of their basic communications capability they simply could not
afford, Besides, the problem of lack of space proved very real and they had to rip out one of their
fire-control radars to make room for the test equipment.

Then the Army decided it could use the KY-8, mounting it in jeeps and other wheeled vehicles
where space was not 8o critical as in aircraft. We had attempted to make a ground tactical ciphony
equipment for Army, called the KY-4, but it didn't pan out; and the Army had independently
tried to develop a tactical voice device that was equally unsuccessful. So Army bought & batch of

A

=== KY-8's and they and the Marines became the principal users, even though it was really originally
{ F designed for aircraft.
; There’s another point about the KY-8. I've made it sound as if over-choosy users have been the

only cause for its slowness in coming and limited use. That's not quite the case. There were some
security problems—the compromising emanation business again—that slowed down our produe.
tion for some time: we finally got going full blast on this equipment by cancelling out most of the
delaying features in the contract associated with the radiation problem, accepting this possible
security weakness as s calculated risk, and placing some restrictions on where the equipment
could be used to minimize thae risk.

Today we have a family of compatible, tactical. speech security equipments known as NES- =
TOR—the KY-8/28/38, The KY-8 is used in vehicular and afloat applications; the KY-28 is the
airborne version: and the KY-38 is the portable or man-pack model. There are currently about
27,000 NESTOR equipments in the U.S. inventory. No further procurement of NESTOR equip-
ments is planned because the VINSON equipment is intended to satisfy future requirements for
wide-band tactical voice security.
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theopmuonﬂpomtofvxw,:he ect ol & system such as anyrece:munp:

up a transmission in mid-stream just as KW-37 receivers can, but without the ohbnnu c]nch and ™
- mechanisms. . | .

]

We have now covered the major equipments and principles in use mday. The hxg syatems are: .

Far Literal Traffie: The KL-7/47 :

For Teletypewriter Tmﬁc. The KW-26, KW-37, KW-7 FO
For Ciphony: The KY-3, KY-8, KY-9 (KG-IS/HY—Z
For Multi-purpose: The KG-3/KG-13

We have also talked of a number of electro-mechanical equipments that are dead or dying:
one-time tape systems, and the KO-6 with its geared timing mechanism being most representative.
The variety of systems which have evolved has stemmed from needs for more éfficiency, speed,
security and the like: but, more fundamentally, from (1) the need to encrypt different kinds of in-

formation—Iliteral traffie. TTY, data, facsimile, TV, and voice, (2} the need to suit encryption sys- -

tems to a variety of communications means—wire lines, narrow-band and hmad-band radio cir-
. 1its, single-channel and multiplex communications, tactical and ﬁxed-plant communications
tacilities; and (3) the need to suit these systems to a variety of physical environments. ;

Specialized Systems.—There are two other types of systems now in the inventory beyond those
I have described that I want to touch on briefly. I have left them till last because they are among
the most specialized and have as yet seen relstively little use in comparison with the b:g systems
we have talked about. The first of these is the KG-24, designed for the encryption of TV signals—
civision we call it. With the requirement for encrypting TV signals, we found qurselves faced with
the problem of generating key at extremely high speeds, even by computer standards. So fqr the
fastest system I have described to you was the old AFSAY-816 with a bit-rate of 320 KHz~but this
took six bays of equipment and had security, operational, and maintenance problems almost from
the outset. Among the modern systems, the KG-3/13, with bit rates up to 100 kilobits was the fastest.
But, as you know, with your home TV set, you tune to megahertz instead of kilohertz and it takes
xmlhons of bits each second to dascribe and transmit these TV signals, The KG-24 does it, and'in

But there are only § (V-1) and 7 (V-2) models in existence, and further procurement
is not planned. The main thing wrong with it is simply that it costs much too much.

The second type of modern specialized system I want to talk about is the family of equipment
designed specifically to go into space vehicles. There were some obvious and some not-so-obvious
dificulties that had to be met in the design of thess equipments. One obvious problem was to make
them small snough, and this requirement gave a big push to our general work in the micro-minia-
turization of hardware. The second problem was also inherent in space technology—that was the

i for extreme reliability. For unmanned surveillance satallices. if the system fails, you can't call
2 maintenance man.- So we were faced with more rigid specifications and quality controls than we
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bad ever seen before. The third problem has to do with the extraordinary compléxity of satellits
systems as & whole. We have found it next to impossible to provide decent crypto-equipment for
our customers without a very full understanding of the whole communications and operations com.
plex in which they are to aperate. With our limited manpower, this has proven dificult enough to do
with modern conventional communications systems and switching complexes on the ground but,
for the space requirements, we had to educate cur people to speak and understand the language of
. this new technology; and we have a little group who live and breathe this problem to the exclusion
of nearly everything else.

And finally. we had to throw a lot of our basic methodology out the window, Evezy machine I
have talked to you about so far, without exception, is built to have some of jts variables changed at
least once each day, and some of them more often. Everyane of them is classified and accountable:
can you imagine how a crypto-custodian, charyed with the specific responsibility of vouching for
the whereabouts of a classified machine or classified key felt upon watching one of his precious items
go recketing off into space? Of course, we decided that we ought to “‘drop” accountability at the time
of loss, although “Lift” accountability might have been a more appropriate term. In any event,
here's one of these key generators we use in space: ’
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& What we built into it was a principle that would put out a key that would not repeat itself fora e
.- very long period of time——weeks or months or years, whatever was required. Actually, with many pl‘ e
these new key generators, the matter of assuring a very long unrepeated sequence or, as we au it,. =
a long cycle, is not so difficult. Even something as the KO-6 with its geared timing mechanism —_—
and just six metal disks would run full tilt for something like 33 years before the disks would reach 3
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t might occur—that business of su sion and com

 J&ir original uhgmnent agnn. and the daily change of its key was incorparated xnunly to hmt tha‘-n.

[Bo far, these things are working well—one technical security problem has Been en
countered. . .

We have several such systems now. We don’t talk about them very much because the whole
question of surveillance satellites is a very sensitive one and, of course, that's what these are uzed
for.

Before moving on, there are a few more things you ought to know about the nomenclature sys-
tem and the equipment development cycle we have touched on from time to time already. The first
point is that the TSEC nomenclature we have is not assigned to an equipment until it has been
worked on by R&D for same time and they have done feasibility studies and have, perhaps, hang-
. raade all or portions of it toﬁgure out the circuitry or mechanical linkages to see if the thing will
work. These very early versions are called *bread-board” models, and are likely to bear little or no
resemblance to the final product. R&D assigns cover names to these projects in order to identify
them conveniently—the only clue to the nature of the beast involved is contained in the first letter
of what ever name they assign. The letters generally correspond to the equipment-type designator
in the TSEC scheme—with “W” standing for TTY, “Y" for ciphony, ete. So, in the early R&D stage,
“YACKMAN?" stood for a voice equipment; “WALLER” for a TTY equipment, “GATLING"™ for a

J generator, etc.

When it looks like a development is going to come to fruition, TSEC nomenclature is assigned.
and suffires are added to the basie designators to indicate the stage reached in each model: these
can involve experimental modeis (designsted X), development models (designated D), test models
{T), pre-production models (P), and finally, with the first full seale production model, no suffix at
all.

So there could have been versions of the KW-26 successively called: W-; KW-26-X; KW-26-D;
KW-26-T; KW-26-P, and the first operational equipment called merely KW-26. But, in fact, when
some of the early models come out well enough, some of these stages may be skipped; in fact, most
of them were with the KW-26, and it has been increasingly the trend to skip as many as possible to
save time and money.

But this tortuous path of nomenclating does not end, even here. After the equipment gets into .

production, more often than not, some modifications need to be made to it and, when this cceurs,
we need some means of differentiating them, mainly for maintenance and logistical reasons, and
the suffixes A, B, C, ete., are assigned. So, in fact, we now have four operationsl versions of the KW-
26; the KW-~26-A, the KW-26-B, KW-26-C, and KW-26-D.
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TENTH LECTURE: TEMPEST

In 1962, an officer assigned to a very small intelligence detachmient in Japan'was performing
the routine duty of inspecting the ares around his kittle cryprocenter. As required he was examin.
ing & zone 200 ft. in radius to see if there was any “clandestine technical surveillancs™. Across the
street, perhaps a hundred feet away, was a hospital controlled by the Japanese govemment, He
sauntered past a kind of carport jutting out from cne side of the building and, up under the eaves,
noticed a peculiar thing—a carefully concealed dipole antenna, horizontally polarized, ‘with wires
leading through the solid cinderblock wall to which the carport abutted. He moseyed back to his
headquarters, then quickly notified the counter-intelligence people and fired off a report of this
“fnd” to Army Security Agency, who, in tum, notified NSA. He was directed to sxamine this
antenna in detail and perhaps recover it, but although the CIC had attempted to keep the carport
under surveillance that night, the antenna had mysteriously dissppeared when they checked the
next day. Up on the roof of the hespital was a forest of Yagi's, TV-antennas, gll pointing towards
Tokyo in the normal fashion, except one. e was gimed right at the {].S. tocenter,

y, Dack in , when Lhe ets published & rather comprehensive set af standards for
the suppression of radio frequency interference, were those standards much more stringent for their
teletypewriters and other communications equipment than for such things as diathermy machines,
industrial motors, and the like, even though the teleprinters were much quieter in the first place?

Behind these events and questions lies a very long hisrory beginning with the diacovery of a
possible threat, the slow recognition- of a laxge number of variations of that threat and, lumbering
along & few months or a few years afterwards, a set of countermeasures to reduce or eliminate each
new weakness that has been revealed. I am going to devote several hours to this story, because
your exposure to this problem may be only peripheral in your other courses, becauss it has consider.
able impact on most of our cryptosystems, and becauss we view it as the most serious technical
security problem we currently face in the COMSEC worid.

First, let me state the general nature of the problem as briefly as I can, then I will attampt
something of a chronology for you. In brief: any time a machine is used to process classified infor.
mation electrically, the various switches, contacts, relays, and other components in that machine
may emit radio frequency or acoustic energy. These emissions, like tiny radio broadcasts, may
radiate through free space for considerable distances—a half mile or more in some cases. Or they

-may be induced on nearby conductars like signal lines, power lines, telephones lines, or water pipes
and be conducted along those paths for some distance—and here we may be talking of & mile or
mors. ,

When these emissions can be intercepted and recorded, it is fraquently pessible to analyze

- them and recover the intelligence that was heing processed by the source equipment. The phenom.
enon affects not only cipher machines but any information-processing equipment—teleprinters,
duplicating equipment, intercomms, facsimile, computers—yocu name it. But it has special signifi-
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A~ance for cryptomachines because it. may reveal not only the plain text of individual messages

being processed, but also that carefully guarded information about the internal machine processes
being governed by those precious keys of ours. Thus, concejvably, the machine could be radiating
information which could lead to the reconstruction of our key lists—and that is absolutely the woest
thing that can happen to us. :

Now, let's go back to the beginning. During WW 11, the backbone systems for Army and Navy
secure TTY communications were one-time tapes and the primitive rotor key generator then called
SIGTOT. Bell Telephone rented and sold the military a mixing device called a 131-B2 and this

combined with tape or SIGTOT key with plain text to effect encryption. They had one of these
" mixers working in one of their laboratories and, quite by accident, noted that each time the machine

stepped, a spike would appear on an oscilloscope in a distant part of the lab. They examined these
spikes more carefully and found, to their real dismay, that they could read the plain text of the
message being enciphered by the machine. Bell Telephone was kind enough to give us some of their
records of those days, and the memoranda and reports of conferences that ensued after this dis-
covery are fascinating. They had sold the equipment to the military with the assurance that it was
secure, but it wasn't. The only thing they could do was to tell the Signal Corps about it, which they
did. There they met the charter members of a club of skeptics (still flourishing!} which could not
believe that these tiny pips could reslly be exploited under practicsl field conditions, They are
alleged to have said something like: *“Don’t you realize there’s a war on? We can’t bring our crypto-
graphic operations to a screeching halt based on a dubious and esotsric lsbarstory phenomenon. If
this is really dangerous, prove it.” The Bell engineers were placed in a building on Varick Street in
New York. Across the street and about 80 feet away was Signal Corps’ Varick Street cryptocenter,
The Engineers recorded signals for about an hour. Three or four hours later, they produced about
76% of the plain text that waa being processed—a fast performance, by the way, that has rarely

" * een equalled. (Although, to get ahead of the story for a moment, in some circumstances now-a-
\-uays, either radiated or conducted signals can be picked up, amplified, and used to drive a tsle-

typewriter directly thus printing out the compromising information in real time.)

The Signal Corps was more than somewhat shook at this display and directed Bell Labs to ex-
plore this phenomenon in depth and provide meodifications to the 131~B2 mixer to suppress the
danger. In a matter of six months or so, Bell Labs kad identified thres separate phenomena and
three basic suppression measures that might be used. The first two phenomena were the space

radiated and conducted signals I have described to you; the third phenomenon was magnetic felds. -

Maybe you remember from high scheol physics having to learn about left hand rule of thumb and
right hand rule of thumb. and it had to da with the fact that a magnetic field is created around a
wire every time current fows, Weil, » prime source of radiation in an old-fashioned mizing device
is a bank of magnet-actuated relays that open and close to.form the elements of teletypewriter
characters being processed. The magnetic fields surrounding those magnets -expand and collapsa
each time they operate, 3o a proper antenna (usually some kind of loop, I think) nearby can detect
each operation of each relay and thus recover the characters being processed. The bad thing about
magnetic fields is that they exist in various strengths for virtually all the circuitry we use and are
extremely difficult to suppress. The goed thing about them is that they “attenuats” or decay rapidly.
Even strong fields disappear in 30 feet or so, so they comprise a threat only in special circumstances
where a hostile intercept activity can get quite close to us. .
The three bagic supreasion measures Bell Labs sugpested were:

1. Shielding (for radiation through space and magnetic fislds),
2. " Filtering (for conducted signals on power lines, signal lines, ete),
3. Masking (for sither space radiated or conducted signals. but mostly for space).

The trouble with these solutions, whether used singly or in combination, all stems from the

_same thing: that is the fact that, quite typically, these compromising emanations may occur over,

_ 'sery large portion of the frequency spectrum, having been seen from near d.c. all the way up to the
“gigacycle range (and that's & lot of cycles). Furthermore, 5 copies of the same machine may each
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exhibit different characteristics, radiating at diferent frequencies and with different amplitudes.
And even the same machine may change from day to day as humidity changes or as contacts be.
come pitted, or as other components age. This means that any shielding used must form an effective
barrier against a large variety of signals, and this proves difficult. Similarly, the filter has to he a
nearly perfect ons and they become bip, heavy, and expensive. Furthermore, on signal lines for
example, how do you get your legitimate cipher signal through without compromising signals
squeezing through with them?

Masking, which is the notion of deliberately cresting = lot of ambient electrical noise to over-
ride, jam, smear out or otherwise hide the offending signals, has its problems too. It's véry difficult
to make a masking device which will consistently cover the whole spectrum, and the idea of delib-
erately generating relatively high amplitude interference does not sit too well with folks like IRAC
(The Interdepartmental Radio Advisory Committee) of the Office of Telecommunications {(OTP) who
don’t like the idea of creating herring bone patterns in nearby TV pictures or interrupting legitimate
signals like sircraft beacons.

Bell Labs went ahead and modified & mixer, calling it the 131-Al. In it they used both shielding
and filtering techniques. Signal Corps took one look at it and turned thumbs down. The trouble was,
to.contain the offending signals, Bell had to virtually encapsulate the machine. Instead of & modi-
fication kit that could be sent to the field, the machines would have to be sent back and rehshilitat-
ed. The encapsulation gave problems of heat dissipation, made maintenance extremely difficult,

‘and hampered operations by limiting access to the various controls.

Instead of buying this monster; the Signal Corps pecple resorted to the only other solution they
could think of. They went out and warned commanders of the problem, advised them to control
a zone about 100 feet in diameter around their communications canter to prevent covert intarception,
and let it go at that. And the cryptologic community as a whole let it go at that for the next seven
yeara or so. The war ended; most of the people involved went back to civilian life; the files were
retired, dispersed, and destrayed. The whole problem was plain forgotten. Then, in 1951, the pro-
blem was, for all practical purposes, rediscovered by CIA when they were toying with the same old
131-B2 mizer. They reported having read plain text about a quarter mile down the signal line and
asked if we were interested. Of course, we wers, Some power line and signal line filters were built
and immediately installed on these equipments and they did the job pretty well as far as conducted
signals were concerned. Space radiation continued unabated. however, and the first of manpy
“radiation™ policies was issued in the form of a letter (AFSA Serial: 000404, Nov. 19537) to all
SIGINT activities requiring them to either:

1. Control a zone 200 feet in all directions around their cryptocenters (the ides of preventing
interceptors from getting close enough to detect space radiation easily), or
" 2. Operate at least 10 TTY devices simultaneously (the idea of masking; putting out such a
profusion of signals that interception and analysis would be difficult), or
3. Geta waiver based on operational necessity,

And the SIGINT community conformed as best it could; and general service communicators

"adopted similar rules in some instances. The 200 feet figure, by the way, waa quite arhitrary, It was

not based on any empirical svidence that beyond such distance interception was impractical.
Rather, it was the biggest security zone we believed the majarity of stations could reasonably comply
with and we knew that, with instrumentation then available, successful exploitation at that range
was a dam sight more dificult than at closer distances and, in some environments not practical at
all.

At the same time we wers scurrying around trying to cope with the 131-B2 mixer, we thought it
would be prudent to examine every other cipher machine we had to see whether the same problem
existed. For, way back in the late 40’s, Mr. Ryon Page and one of his pecple were walking past the
cryptocenter at Arlington Hall and had heard the rotor machines inside clunking away, He wondered
what the effect would be on the security of those systems if someane were able to determine which
rotors or how many rotors were stepping during a typical sneryption process. In due course, some
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\assetsments were made on what the effect would be. The assessments concluded that it would be
bad, and they were filed away for futurs reference. Now, it appeared that there might be & way for
an interceptor to recover this kind of dats. So, painstakingly, we began looking at our cryptographic
inventory. Everything tested radiated and radiated rather prolifically. In examining the rotor
machines, it was noted the voltage an their power lines tended to fluctusts as & function of the
numbers of rotors moving, and so & fourth phenomencn, called power line modulation, was dis-
covered through which it was poasible to correlate tiny surges and drops in power with rotor motion
and certain other machine functions. .

Progress in examining the machines and developing suppression messures was very slow. In

those daya, S2 did not have any people or facilities to work on this problem; no fancy radio receivers

ar recording devices, no big screen rooms and other laboratory aids, and such things as we obtained
we begged from the SIGINT people at Ft. Meade. In due course, they got overloaded, and they could
no longer divert their SIGINT resources to our COMSEC problems. So R&D began to pick up a share
of the burden, and we began to build up a capability in S2. The Services were called in, and a rudi-
mentary joint program for investigative and corrective action got underway. The Navy, particularly,
brought considerable resources to bear on the problem.

By 1955, a number of possible techniques for suppreasing the phenomena had been tried: filtering
techniques were refined somewhat; teletypewriter devices were modified so that all tha relays oper-
ated at once so that only a single spike was produced with each character, instead of five amaller
spikes representing each baud—but the size of the spike changed with esch character produced
and the analysts could still read it quickly, A “balanced” 10-wire systemn was tried which would
cause each radiated signal to appear identical, but to achieve and maintain such balance proved
impractical. Hydraulic techniques were tried to get away from electricity, but were abandoned as
too cumbersome; experiments were made with different types of batteries and motor generators

3 lick the power line problem—none too successfully. The business of discovering new TEMPEST
threats, of refining techniques and instrumentation for detscting, recording, and analyzing these
signals progresséd more swiftly than the art of suppressing them. With eack new trick reporzad to
the bosses for extracting intelligence from cryptomachines and their ancillaries, the engineers and
analysts got the complaint: “Why don't you: guys stop going onward and upward, and try going
downward and backward for a while~<cure a few of the ills we already know about. instead of finding
endless new ones.” I guess it’s a characteristic of our business that the attack is more exciting than

/‘\

the defense. There’s something more glamorous, perhaps, about finding a way to read one of these .

signals a thousand miles away than to go through the plain drudgery and hard work necessary to
suppress that whacking great spike first seen in 1943.

At any rate, when they turned over the next rock, they found the acoustical problem under it.
Phenomenon #5. Of course, you will recall Mr. Page and his people speculating about it way back
in 1949 or so, but since the elsctromagnetic phenomena were 30 much mare prevalent and seemed

. to go g0 much farther, it was some years before we got arcund to a hard look at what sonic and uitra-
sonic emissiona from mechanical and electromechanical machines might have in store.

We found that most acoustical emanations are diffcult or impossible to exploit as soon as you
place your microphonic device outside of the room in which the source equipment is located: you
need a direct shat at the target machine; a piece of paper insertad between, say an cffending key-
board, and the pickup device is usually enough to prevent suificiently accurate recordings to permit
exploitation, Shotgun microphones—the kind used to pick up 8 quartarback’s signals in ¢ huddle—
and large parabolic antennas are effective at hundreds of fest if, again, you can see the equipment.
But in geperal, the acoustical threat is confined to those installations where the covert interceptor
bas been able to get some kind of microphone in the same room with your infarmation-processing
device—some kind of microphone like an ordinary telsphone that has been bugged or le® off the
hook. One interesting discovery was that, when the room is “soundprocfed” with ordinary acousti-
cal title, the job of exploitation is easier becauss the soundproofing cuts down reflected and reverhey.,

" ing sound, and thus provides cleaner signals. A disturbing discovery wes that ordinary micro-

” phones, probably planted for the purpose of picking up conversations in a cryptocenter, could detect

-
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:'achine ff with enouf fielif to frmit zloiiﬁgpa"ﬂ;:d such micr&phonea'wm discovered
® example ol an acoustical mtercep owed vou is from an actual test of the little

keyboard of the KL~15. You will note that each individual key produces a unique “signature”. Since
(before it died) the KL-15 was expected to be used in conjunction with telephonic communications,
this test was made by placing the machine a few feet from a gray phone handset at Ft. Meade and

making the recording in the laboratory at Nebraska Avenue from another handset. So that’s really

a recording taken at a range of about 25 miles, and the signals were encrypted and decrypted in the
gray phone system, to boot. :

The last but not least of the TEMPEST phenomena which concerns us is referred to ‘ag cipher
signal modulation or, more accurately, as cipher signal anomolies. An anomaly, 28 you may know,
is a peculiarity or variation from the expected norm. The theory is this: supposa, when & crypto-
system is hooked to a radio transmitter for on-line operation, compromising radiation or conducted
signals get to the transmitter right along with the cipher text and, instead of just sending the cipher
text, the transmitter picks up the little compromising emissions as well and sends them out full
blast. They would then “hitchhike” on the cipher transmission, modulating the carrier, and would
theoretically travel as far as the cipher text does. Alternatively, suppose the compromising emana-
tions cause some tiny variations or irregularities in the cipher characters themselves, “modulate”

them, change their shape or timing or amplitude? Then, possibly, anyone intercepting the cipher

text (and anyone can) can examine the structure of the cipher signals minutely (perhaps by dis-
playing and photographing them on the face of an oscilloscope) and correlate these irregularities or
anomalies with the plain text that was being processed way back at the source of the transmission.
This process is called “fine structure analysis”. Clearly, if this phenomencn proves to be at all
prevalent in our system, its implications for COMSEC are profound. No longer are we talking about
signals which can, at best, be exploited at perhaps a mile or two away and, more likely, at a few
hundred feet or less. No longer does the hostile interceptor have to engage in what is really an ex-
tremely difficult and often dangerous business, i.e.. getting covertly established close to our
installations, working with equipment that must be fairly small and portable so that his receivers
are unlikely to be ultra-sensitive, and his recording devices far less than ideal. Rather, he may sit
home in a full-scale laboratory with the most sophisticated equipment he can assemble and, with
pleaty of time and no danger carry out his attack. But. so far. we seem to be all right. For several
years, we have had SIGINT stations collecting samples of U.S. cipher transmissions containing
possible anomalies and forwarding them here for detailed examination. We have no proven case of

operational traffic jeopardized this way.|

1 believe we've talked enough about the difficulties we Ince.

In late 1956, the Navy Research Laboratory, which had been working an.the problem of sup-
pressing compromising emanations for some years, came up with the first-‘big breakthrough in a
suppression technique. The device they produced was called the NRL -Keyer, and it was highly
gsuccessful. After being confronted with the shortcomings of shields and filters and maskers, they
said, “Can we find a way of eliminating these offending signals at their source? Instead of trying to
bottle up, filter out, shield, mask, or encapsulate these signals, why not reduce their amplitudes so

‘much that they just can’t go very far in the first place? Can we make these critical companents

operate at one or two volts instead of 60 or 120, and use power measured in microamps ingtead of
milliamps?” They could, and did. NSA quickly adopted this low-level keying technique and
immediately produced several hundred one-time tage mirers using this circuitry, together with
some nominal shielding and filtering. The equipment was tested, and components that pre-
viously radiated signals which were theoretically exploitable at a half mile or 50 could no longer be
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detected at all beyond 20 feet. The next equipment built, the KW-26, snd every subsequent erypto-
equipment produced by this Agency contained these circuits, and a great stride had been made.

But we weren't cut of the woods yet: the communicators insisted that the reduced voltages
would give reduced reliability in their equipments, and that whils satisfactory operation could be
demonstrated in a simple setup with the crypto-machine and its input-cutput devices located
close by, if the anciliaries were placed at some distance (“remoted™ they call it), or if a multiplicity
of ancillaries had to be operated simultaneously from a single keyer, ar if the low level aignals had to
be patched through various switchboard arrangements, operation would be unsatisfactory. The

upshot was that in the KW-26 and a number of other NSA machines, an “option™ was provided— .

so that either high-level radiating signals could be used or low-level keying adopted. In the end,
almost all of the installations were made without full suppression. Even the CRITICOM natwork,
the key intelligence reporting sysiem over which NSA exercises the most technical and operational
control, was engineered without full-scale, low-level keying,

The next difcuity we found in the corrective action program was the great difference in cost
and efficiency between developing new relatively clean equipment by incorporating good suppression
features in the basic design, and in retrofitting the tens of thousands of equipments—particularly
the ancillaries such as teletypewriters—which we do not build curselves but, rather, acquire from
commercial sources. For, in addition to the need for low-lavel keyers, some shielding and filtering
- is still normally required; circuits have to be laid out very carefully with as much separation or

isolation as possible between those which process plain text and those which lead to the cutside
world—this is the concapt known as Red/Black separation, with the red circuits being those carrving
classified plain text, and the other circuits being black. Finally, grounding had to be very carefully
arranged, with all the red circuits sharing a common ground and with that ground isolated from any
athers. To accomplish this task in an already established installation is extremely difficult and
. ostly, and Tll talk about it in more detail later when I cover the basic plans, policies, standards,
and criteria which have now been adopted.

By 18958, we had enough knowledge of the problem, pessible solutions in hand, and organiza-
tions embruiled to make it possible to develop some broad policies with respect to TEMPEST.
The MCEB (Military Communications Electronics Board) operating under the JCS, formulated
and adopted such policy—called a Joint policy because all the Services subscribed to it. It estab-
liched some important points:

1. As an objective, the Military would not use equipment to pracess classified information if it
radiated beyond the normal limits of physical cantrol around a typical installation.

2. Fifty feet was established as the normal limit of control. The choice of this figure was some-
what arbitrary; but some figures had to be chosen since equipment designers needed to have some
upper limit of acceptable radiation to work against. )

3. NAG-1, a document produced by S2, was accepted as the standard of measurement that
desigmers and testers were to use to determine whether the fifty-foot limit was met. This document
specifies the kinds of measurements to ba made, the sensitivity of the measuring instruments to be
uged, the specific procedures to be followed in making measurements, and the heart of the docu-
ment sets forth a series of curves against which the equipment tester must compare his results: if
these curves are excesded, radiated signals (or conductad signals, ste.) can be expected to be detect-
able beyond 50 feet, and added suppression is necessary,

4. The classification of various aspects of the TEMPEST problem was specified.

Docurnents like these are important. It was more than an assembly of duck-billed platitudes;
it set the course that the Military would follow, and laid the groundwork for more dstailed policies
which would eventusily he adopted nationally. It had wesknesses, of course. It said uothing about
money, for example; and the best intentions are meaningless without budgetary action to support

- *hem. And it sat no time frame for accomplishing the objective. And it provided no priorities for

\_ .ction, ar factors to be used in determining which equipments, systems, and installations were to .

be mada to conform first.
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The next year, 1959, the policy was adopted by the Canadians and UK, and thus became a
Combined policy. This gave it a little more status, and assured that there would be a consistent
planning in systems used for Combined communications. In that same year, the first National
COMSEC Plan waa written. In it, there was a section dealing with compromising emanations. This
document was the first attempt to establish some specific responsibilities among various agencies of -
Government with respect to TEMPEST, and to lay out an orderly program of investigative and
corrective action. Based on their capabilities and interest, six organizations were identified to carry
out the bulk of the work. These were ourselves, Navy, Army, Air Force, CIA, and Stats. The plan
also called for some central coordinating body to help manage the overall effort. It was also in this
plan that, for the first time, there were really explicit statements made indicating that- the TEM-
PEST problem was not confined to communications security equipment and its ancillaries, that it
extended to any equipment used to process classified information, including computers. S

And 50, it was in about this time frame that the word began to leak out to people outside the =
COMSEC and SIGINT fields, to other agencies of government, and to the manufacturing world.

You may remember from your briefings on the overall arganization of this Agency, that there is
something called the U.S. Communications Security Board, and that very broad policy direction
for all COMSEC matters in the government stems from the Board. It consists of a chairman from
the Dept. of Defense through whom the Directar, NSA reports to the Secretary of Defense, and

==
members from NSA, Army, Navy, Air Force, State, CIA, FBI, AEC, Treasury and Transportation. ==

I

i

This Board meets irregularly, it does its business mainly by circulating proposed policy papers
among its members and having them vote for adoption. The USCSB met in 1960 to contemplate
this TEMPEST problem, and established ita first and only permanent committee to cope with it.
This committee is referred to as SCOCE (Special Committee on Compromising Emanations) and
has, to date, always been chaired by a member of the S Organization.

The ink was hardly dry on the committee’s charter before it got up to its ears in difficulty. The mr==
counterpart of USCSB in the intelligence world is called USIB—the U.S. Intellizence Board. Unlike -
USCSB, it meets regularly and has a structure of permanent committees to work on various aspects
of their business. One part of their business, of course, consists of the rapid processing, by cormputer ey
tachniques, of a great deal of intelligence, and they had been contemplating the adoption of some e
standardized input-output devices of which the archetype it an automatic electric typewriter

_called Flexowriter which can type, punch tapes or cards, and produce page copy, and which is a
very strong radiator. In a rare action, the Intelligence Board appealed to the COMSEC Board for
policy direction regarding the use of these devices and, of course, this was immediately tumed over
to the fedgling Special Committee. The committes arranged to have some Flexowriters and similar
equipments tested. They were found, as a class, to be the stzongest emitters of space radiation of
any equipment in wide use for the processing of classified information. While, as I have mentioned,
typical unsuppressed teletypewriters and mixzers are ordinarily quite dificult to exploit much be-
yond 200 feet through free space, actual field tests to Flexowriters showed them to be readable as far
out as 3,200 feet and, typically, at more than 1000 feet, even when they were operated in a very
noisy electrical environment. . . . '

One such test was conducted at the Naval Security Station. (By the way, in case I haven't
mentioned this already, the S Organization was located at the Naval Security Station, Washington
D.C. umtil May 1968 when we moved here to Ft. Meade.) Mobile test equipment had been acquired,
ineluding a rolling laboratory which we refer ta a3 “the Van”. In 53, a device called Justouwriter was
being used to set up maintenance manuals. Our van started out cloee to the building and gathered

_in a great potpourri of signals emitting from the tape factory and the dozens of the machines operat.
‘ing in S3. As they moved out, most of the signals began to fade. But not the Justowriter. By the
time they got out to the gas station on the far side of the parking lot—that’s about 600 feet—moet of
the other signals bad disappesared, but they could still read the Justowriter. They eatimated that
the signals were strong enough to have continued out as far as American University grounds three
blocks away. (Ths sclution in this case, was to install a shielded enclosure—a subject 1 will cover
subsequently.) '
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In any event, the Committee submitted a series of recommendations to the USCSB which
subsequently became known as the Flexowriter Policy. The Board sdopted it and it upset avery-
body. Here's why: as the first point, the Committee recommended that the existing Flexowriters
not be used to process classified information at all in any overseas environment; that it be limited
to the processing of CONFIDENTIAL information in the United States, and then only if a 400-foot
security zone could be maintained arcund it. Exceptions could be mads if the equipment could be
placed in an approved shielded enclosure, or as usual, if waivers based on operational necessity were
granted by the heads of the departments and ageneies concerned.

The Committee also recommended that both a *quick-Ax" program and a long-range, corrsctive

action program be carried out. It was recommended that the Navy be made Executive Agent to
develop a new equipment which would meet the standards of NAG-1 and, grudgingly, DDR&E
gave Navy some funds (about a quarter of what they asked for) to carry out that development.
Meanwhile, manufacturers were coaxed to develop some interim suppression measures for their
product lines, and the Committee published two lists: one containing equipments which were for-
bidden, the other specifying acceptable interim devices. This policy is still in force; but most users
have been unable to afford the fixes, and have choeen to cease operations altogether, e.g., CIA, or
to operate under waivers on a calculated risk basis, e.g., most SIGINT sites. )

While the Committee was still reeling from the repercussions and recriminations for having
sponscred an onerous and impractical policy which made it more difficult for operational people to
do their job, it grasped an even thornier nettle. It undertook to take the old toothless Joint and
Combined policies and convert them into a strong National policy which: :

1. Would be binding on all departments and agenties of government, 1ot just the military.

2. Would establish NAG-1 as a standard of acceptance for fature government proctirement of
. bardware (NAG-1, by the way, was converted to Federal Standard. (FS-222) to facilitate its wide
" ‘istribution and use.) ’

3. Would establish a deadline for eliminating unsuppressed equipment from government in-
ventories,

By now the governmental effort bad changed from a haphazard, halting set of uncoordinated
activities mainly aimed at cryprologic problems, to a multi-million dollar program aimed at the
full range of information-processing equipment we use. Symposia had been held in Industrial
forums to educate manufacturers about the nature of the probiem and the Government's inten-

tions 10 corzect it. Work had been parcelled out to different agencies according to their areas of .

prime interest and competence; the SIGINT community had become interested in possibilities
for gathering intelligence through TEMPEST exploitation. It, nonetheless, took the Committse
two full years to complete the new National policy and eoordinate it with some 22 differsnt agencies.
Before it could have any real effect it had to be implemented, The implementing directive—5200.19~—
was signed by Secretary McNamara in December, 1984. Bureaucracy is wenderful. Before its specific
provisions could be carried out, the various departments and agencies had ta implement the im.
plementing directive within their own organizations. These implementing documents began drib-
bling in throughout 1965, and it is my sad duty to report that NSA’s own implementation did not
take effect until June, 1966.

All this makes the picture seam more gloomy than it is. These implementing documents are,
in the final analysis, formalities, The fact of the matter is that most organizations, our own included,
have been carrying out the intent of these policies to the best of our technical and budgstary abilities
for some years.

While all this was going on in the policy Seld, much was happening in the technical area. First,
lot me cover the matter of shielded enclosures. To do so, I have to go back to about 1956 when ths
National Security Council got aroused over the irritating fact that various counter-intelligence
peopls, particularly in the Department of Stats, kept stumbling acrom hidden microphones in

-*heir residences and offices overseas. They created a Technical Surveillance Countermessures-

. sommittee under the Chairmanship of State and with the Services, FBI, CIA, and NSA slso:

represented. This group was charged with finding out ali they could about these listening devices,
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chniques, electronic devices to locate microphones buried
in walls, and whlt-hlve-you. Each June, in their report to the NSC; they would dutifully confess
that the state-of-the-art of hiding surveillance devices exceeded our ability to find them. About the
only way tobe sureanf —Jvas“clean™ would be to-take itapart inch-by-inch whishi we soulda’t ™ ==
afford, and wlnch might prove fruitless anyhow, since hosf»eountry labor had to he used to put it /

lllll%ﬂlilllﬂﬂllllﬂlﬂllllllﬂlﬂl\ﬁi

Hill}ﬂlfﬂllﬂ

I lﬂ

- lan fntelhgence pmonnel. During thess years, |,
NSA's main interest in and input to. (e LD e hind to do with the sanctity of eryptocenters in* .
these vulnerable overseas. instailations, and we campaigned for rooms that would be not oniy A
sound-proaf but- proof agninst compromising electromagnetic emanations as well.
1oped a donference room mde of plastic which was 8ubbed the “fish-bowl™an soma 0

sm are in use behind the . CIA ;made the first enclosure which was both-*sound-
proof” and electrically shield enclosure went over like—and apparently wexghed about as
much as—a lead balloon. It was mcknmed ths “Meat Locke:” and the consensus was that nobody
wouldwmenttoworkmsuchasteelbox,thattheyneededmndmmddmpecorthey'dget
claustrophobia or something, Ironically, though, it turned out that some of the.people who were
against this technique for aesthetic reasons spent their days in sub-sub buement areas with cinder- -
block walls and no windows within 50yards

The really sttractive thing ebout the enclosures, fmm the security pomt. of view, was the fact e
that they provided not only the best means, but the only means we had come across to provide really ——
complete TEMPEST protection in those environments where a large-scale intercept effort could be
mounted at close range. So, desmte aesthetic problems., and weight, and cost, and maintenance,
and enormous difficuities in mnallatxon, we campaigned, very stmngly for their use in what we called
“critical™ locations, with at the top of the list.

So again, in the matter of Standards, NSA took the Iead. pubhshmg two specifications (65~5
and 65-6) one deseribing “fuily™ sluelded. enclosures with- ‘both RF and acoustic protection; the
other de-:nbmg a cheaper enclosprenm nrotect ion only. And by threats, pleas, “proofs”
and persuaxion, we convinced the ‘CLA, and the Services, to pracure a hand-
ful of these expensive, unwieldy SCFEN TOOM? [stallation in their most vulne
One of the first, thank goodness, went MQ fact, two of them: one for th
code room as they call it, and one for ayp S0;
highest levels of government required us to produce damage reports on the microphone hnds there,
ws were able with lmught faces and good conscience to report that, in our best judgment, crypto-

ili%

JﬂiﬁmﬂlﬂlﬂﬂmﬂﬂlﬂﬂlllI%Illllh |

But none of us was claiming that this suppression messure was suitable for any wide-scale
application—it's just too cramped, inflexible, and expensive. We have managed to have them
msmllednotnn]ymovmmmstalhtxom where mmpbymcaﬂyaxpmed but also in & few loca-

: where the information being processed is of unusual sensitivity, Thus, the .
— equired more-than-50 of theny to hovse cotifiiiters ind thair ancillaries
W I IREVY VOIOER® OF REstricted Data must be processed; we have one here in S3 to protect most
" of our key and code generation equipment—a $134,000 investmeant, by the wny—wlnch you may
gee when you tour our production facilities. The Navy has one of comparable size at the Naval Se.
curity Station for its computers. (But they have the door open most of the time.) At Operations
Building No. 1, on tha other hand, we don't have one—instead, we use careful snviremmental
controls, inspecting the whole area around ths Operations Building periodically, and using mobile
equipment to examine the actual radiation detectabla in the area.
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- 4 Inabout 1962, two more related aspects of the TEMPEST problem began to be fully recognized.
First, there was the growing recognition of the inadequacies of suppression effort which were being
made piece-meal, one equipment at a time, without relating that equipment to the complex of
ancillaries and wiring in which it might work. We called this the “system” problem. We needed &
way to test, evaluate, and suppress overall secure communications complexes, because radiation
and conduction difficulties stem not only from the inherent characteristics of individual pieces of
machinery but also from the way they are connected to other machines—the proximity and con-
ductivity and grounding armangements of all the associated wiring often determined whether a
system as & Whole was safe. And 50, one of the first systems that we tried to avaluate in this way was
the COMLOGNET system-of the Army. This system, using the KG-13, was intended principally
for handling logistics data and involved a number of switches, and data transceivers, and informa-
tion storage units, and control consoles. Using the sharpest COMSEC teeth we have, our authority
for reviewing and approving cryptoprinciples, and their associated rules, regulations, and procedures
of use, we insisted that the system as a whole be made safe from the TEMPEST point of view before
we would authorize traffic of all classifications to be processed. This brought enough pressure to
bear on the system designers for them to set up a prototype complex at Ft. Monmouth and test the
whole thing on the spot. They found and corrected a number of weaknesses before the “gystem”
approval was given. A second means we have adopted, in the case of smaller systems, like a KW-7
being used with a teletypewriter and a transmitter distributor, is to pick a relatively small number
of most likely configurations to be used and test each 35 a package. We clean up these basic packages
as much as is needed and then approve them. If a user wants to use some less common arrangement
of ancillaries, he must first test it. So, in the case of KW-7, we took the three most common tele-
printers—the MOD-28 line of Teletype Corporation, the Kleinschmidt (an Army faverite), and the
MITE teleprinter; authorized the use of any of these three combinations and provided the specific

( stallation instructions necessary to assure that they would be radiation-free when used. We did
the same thing with the little KY-8, this time listing “approved” radio sets with which it could be
safely used.

Adequate systems testing for the larger complexes continues to be a problem—one with which
S4, 52, DCA, and the Special Committee are all occupied.

The second and related problem that reared its head in about 1962 is the matter of RED/BLACK
separation that I mentioned. Over the years, it had become increasingly evident that rather specific
and detailed standards, materials, and procedures had to be used in laying out or modifying an
installation if TEMPEST problems were to be avoided, and the larger the installation, the more
difficult proper installation became—with switching centers perhaps the most difficult case of all.
For some years, NSA has been making a really hard effort to get other organizations to display
initiative and commit resources to the TEMPEST problem. We simply could not do it all ourselves.
So we were pleased to cooperate with DCA when it decided to tackle the question of installation
standards and criteria for the Defense Communications System (DCS). It was needed for all three
Services; the Services, in fact, actually operate DCS. Virtually every strategic Department of De-
fense circuit is involved—more than 50,000 in ail. DCA felt that this system would clearly be
unmanageable unless the Services could standardize some of their equipment, communications
procedures, signalling techniques, and the like. General Starbird, who directed DCA, was also con-
vinced that TEMPEST is a serious problem, and desired the Services to use a common approach
in DCS installations with respect to that problem. Thus, DCA began to write a very large installa-
tion standard comprising & number of volumes, and laying out in great detail how various circuits
and equipments were to be installed. NSA personnel assisted in the technical inputs to this docu-
ment called DCA Circular 175-6A. A Joint Study Group was formed under DCA chairmanship to
coordinate the installation problem as well as & number of other TEMPEST tasks affecting the
Defense Communications System and the National Communications System (NCS) which inter- _
""' nnects strategic civil organizations along with the Defense Dapartment. In developing the instal-
“ation standards, the study group and DCA took a rather hard line, and specified tough requirements

for isolating all the RED cizcuits, equipments, and areas from the BLACK ones, i.e., assuring
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physical and electrical separation between those cireuits carrying classified information in the clear,
and those carrying only unclassified information (like cipher signals, control- signals, power, and
ordinary telephone lines). In addition to shielding end filtering, this called for the use of conduits
and o&:n. in existing installations, drastic rearrangement of all the equipment and wiring was
involved. '

You will remember that the Department of Defense had directed that extensive TEMPEST
corrective action be taken, I said that the Directive specified NAG-1 (FS~222) s a standard of ac-
ceptance for new equipment. It also mentioned a number of ather documents as being applicable,
and particularly, this very same DCA Circular I've just been deseribing.

As this whole program gathered steam, the monetary implicationa benn to look stagpering; the

capability of the government accomplishing all the corrective action implied in a ressonable time -

seemed doubtful: furthermore, we wers beginning to see that there wers subtle inter-relationships
between different kinds of countermeasures; and that some of these countermeasures, in particular
situations, might he quite superfluous when some of the other countermeasures were rigidly applied.
Remember, by now we had been telling people to shield, to filtar, to place things in conduit,to
ground properly, to separate circuits, to mse low-lavel keying, to provide security zones and some-
times, to use shielded enclosures. It toock us & while to realize some fairly obvious things, for
example, if you have done a very good job of suppressing space radiation, you may not need very
much filtering of the signal line because there's no signal to induce itself on it; or you may not
need to put that line in conduitfortheumemm.lfmhlveputalineinconduit, which is a
kind of shielding, then perhaps you don't have to separate it very far from other lines because the
conduit itself has achieved the isolation you seek. And 50 forth. We had elrearly realized that some
installations, inherently, have fewer TEMPEST problems than others. The interception of space
radiation from an equipment located in a missile silo or SAC's underground command center does
not seem practicsble; so perhaps the expensive space radiation suppressions ought not be applied
there, Similarly, the suppression measurss necessary in an airborne platform or in a ship at sea are
quite different from those needed in a communications center in Germeny. '

The upshot was that, in 1965, NSA undertook to examine all the standards and techniques of
suppression that had besn published, to relate them to one ancther, and to provide some guidelines
on how the security intent of the “national policy” and its implementing directives could be mat
through & judicious and selective application of the various suppression measures as a function of
installation, environment, traffic sensitivity, and equipment being used. These guidelines were
published as NSA Circular 0-9 and have been extremely well received.

In December 1970, the U.S. TEMPEST community introduced new TEMPEST laboratory test
standards for non-cryptographic equipments. Test procedures for compromising _coustical and
electromagnetic émanations were addressed in two separate documents. These laboratory test
standards were prepared by SCOCE and superseded FS-222. They were approved by the USCSB
and promulgated as Information Memoranda under the National COMSEC/EMSEC Issuance
System. NACSEM 5100 is the Compromising Emanations Labhoratory Test Standard for Electro-
magnetic Emanations and NACSEM 5103 is ths Compromising Emanations Laboratory Test
Standard for /..custic Emanations. These documents are intended only to provide for standardized
testing procedures among U.S. Government Departments and Agencies. They were in no way in-
tended to establish standardized TEMPEST suppression Emits for all U.S. Government Depart-
ments and Agencies. Under the terms of the USCSB's National Policy on Compromising Emana.
tions (USCSB 4-4), U.S. Government Departments and Agencies are responsible for establishing

: their own TEMPEST programs to determine the degree of TEMPEST suppression which should be

applied to their information-processing equipments.

In January 1971, NSA published KAG-30A/TSEC, Compromising Emanations Standnrd. for
Cryptographic Equipments. This standard represented our first effort to establish standardized
testing procedures and limits for controlling the level of compromising emanations from cxypto-
graphic equipments,
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¢ DCA Circular 175-6A was superseded by DCA Circular 300~175~1 in 1969, which in-turn was
" Treplaced by MIL HDBK 232 on 14 November 1972,

Before I summarize the TEMPEST situation and give you my personal conclusions about its
security implications, I should make it clear that thers are a number of topics in this field which
comprise additional problems for us beyond those I've talked about at length. There are, for
example, about a half-dozen phenomena beyond the eight I described to you; but those eight were
the most important ones. I have hardly touched on the role of industry or on the program designed
to train manufacturers and mobilize their resources to work on the probiem. I have mentioned on-
site empirical testing of operating installations only in the case of Fort Meade—actually, each of
the Services has a modest capability for checking out specific installations and this “mobile test
program” is & valuable asset to our work in correcting existing difficulties. For example, the Air
Force, Navy, and ourselves have completed a joint survey of the whole signal environment of the
island of Guam. As you know, B52 and many Navy operations stage there. As you may not know, a
Soviet SIGINT trawler has loitered just off-shore for many months. Are the Soviets simply gathering
plain language communications, or are they able to exploit compromising emanations?

Another problem area is the matter of providing guidelines for the design of complete new
government buildings in which they expect to use a good deal of equipment for processing classified
information. How do we anticipate the TEMPEST problems that may arise and stipulate economi-
cal means for reducing them in the design and layout of the building itself? We consult with the
architects for new federal office buildings, suggesting grounding systems and cable paths that will
minimize TEMPEST suppression cost when they decide to install equipment.

Finally, equipment designers face some specific technical diffculties when certain kinds of
circuits have to be used, or when the system must generate or handle pulses at a very high bit rate.
These difficulties stem from the fact that these pulses are characterized by very fast “rise-times".

( ‘hey peak sharply, and are difficult to suppress. When this is coupled with the fact that on, say,
“a typical printed circuit board, there just isn’t room to get this physical separation between lots of
wires and components that ought to be isolated from one another. then mutual shielding or electri-
cal “‘de-coupling” is very difficult. R&D has published various design guides to help minimize these
problems, but they continue to add cost and time to our developments. With crypto-equipment,
problems can be particularly acute because, almost by definition, any cryptomachine forms an
interface between RED (classified) signals, and BLACK (unclessified) ones, for you deliver plain
text to it, and send cipher text out of it—so the notion of RED/BLACK signal separation gets hazy -
in the crucial machinery where one type of signal is actually converted to the other.

SUMMARY )

We have discussed eight separate phenomena and a host of associated problems. We have
identified a number of countermeasures now being applied, the main ones being the use of low-level
keying, shielding, filtering, grounding, isolation, and physical protective measures, We have traced a
program over a period of more than 20 years, with almost all the advances having been made in the
last decade, and a coherent national program having emerged only in the past few years. My own
estimate of the overall situation is as follows:

1. We should be neither panicked nor complacent about the problem.

2. ‘Such evidence as we have been able to assemble suggests that a few of our installations,
but very few of them, are probably under attack right new. Our own experience in recovering actual
intelligence from U.S. installations under field conditions suggests that hostile success, if any, is
fragmentary, achieved at great cost and-—in most environments—with considerable risk.

3. There remain a number of more economical ways for hostile SIGINT to recover intalligence
from U.S. communications entities. These include physical recovery of key, subversion, and
interception and analysis of large volumes of information transmitted in the clear., But during the
next five years or 5o, as our COMSEC program makes greater and greater inroads on these other -

-aknesses, and especially as we reduce the amount of useful plain Ianguage available to hostile
'SIGINT, it is logical to assume that that hostile effort will be driven to other means for acquiring
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