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Valois and myseif{‘ [
Q By the two of yoﬁ"and he served approzimatcly onz year,

more or less?

A That is a guesé, yes. I am not sure of thc tine.
MR, BENNETT: That's all I have.

MR. MCDONALD: No further questlons.

)

-

ahd 23. . A | ‘
| THE CLERK: iGoveEnm?ﬁﬁiéfsgﬁibiﬁ Number 25, 27, 28
and 29, markéd.forlidentificaﬁiéﬁ. o
DIRECT EXAMINATION
BY @R, DOUGLASS;
0 i, Crowéli} how are ydu embldyed?
A Eapleoyed at the Naéibnal‘Secﬁrity Agency.
Q How long have you been at NSA?

A In July, 24 years.

76

THE COURT: Thank you. You can ‘step cdown. Aftar vou

1eave don't dlSCUSS yoﬁr testzmony Wlth any other witness.
L g,MR;~DOUGL§31 hfyqpr %éﬁb}‘ ;gg‘goygrpment calls @r.

-wllllaﬁ Crowell..'?:¥ ﬁx;;- ziw&kfﬂ'i,;r‘x'

WILLIAM CPG?ELL, Governnénﬁﬂs w1tnegs, sworn.

THB CLERK- ‘Take the-ﬁltﬁébé stand " Please state

= r_.ﬁ,-,.,ﬂmﬁJn .

your full name and‘spell your rull ﬁame-for thb record.,

THE WITNESS. Wllllam Der;y Crowell.

MR. DOUGLASS-' Your Honor},béfore we becin 1 will
have marked for.1Qent1ficati6n Govéfﬁmeﬁiﬁs Number 27, 29, 25
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Q 24 years?
A Jes.
Q fo you bzgan in 186272
A That is correct.

Q0 During your tenure at YSA have you held a security
clearance?

A Yes, I have held z top secret clearnate along with accsss
to special compartmented information.

Q What is your current positioﬁ?

A I am chief of the operations analysis grbup ét NSA and
charged with the collection analysis and reporting of
informatioﬁ derived from Soviet signals.

Q0 That is the Soviet Union?

A : That is correct.

Q Fcughly, how many employees do you supervis2 or are you
responsible for in that position?

A In the operaticns at NSA and the worlé-wide collections
operation several thousand.

0  And would you ‘give the jury a rough idea of the amount of
noney that is invelved in the bﬁdget for that?

L Several hundred million-dollar per year.

0 licw could you explain to the jury generally wvhat are ;he
nigsicins of NSA? And I underztand for demonstrative purgozes
you have a graphic that assists that demonstration?

A Hay I?
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Q Yes, We have & graph I believa that has been markeé for
identification as government's 29 for demonstrative purposes |
only. |

IR, BEMIETT: I don't have I any problem if he vancs
to move their admission now. Either way.

iR, DOUGLASS: I don't intend tc offer them at zil.
Just for cemonstrative purposes. I believe there is a pointer
that you might want to use there.

A National Security Agency has three major missions:

One of those is to provide for techniques and
ecuipment for securing computer systems against illegal and
unauthorized access, both systems and the information within
the computers.

The second mission is the computer -- I am sorry
the communications security mission. Again, to provide the
techriques and the eguirment to protect U.S. communications
and the information in those communications from unauthorized
countries and intercept of our communications.

The third missions it the signals intelligence
missicn which is to intgrceét and expleit foreign
electromagnetic radio radar and cther transmissions, and it is
in this mission that we attempt to produce the intelligence
from thos2 signais for use by the leaders of the military, the
the country, and other intelligence agencies.

a Iz there an an abbreviation vsually vsa2d to describs the
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noticed from that end of the jury box it is difficult to read.
With Your Honor's permission I may move this further in this

direction.

Q

A

started from, with apologize to the jury on the far end.

Q

responegiitle for is involved in the SIGINT mission, is that

correct, the Signals Intelligence MMission?

A

)]

-
a2

Q

Operation the military activities of the Soviet Union?

A

0

~1
e

VYes, SIGINT. And you will probably hear me refer to it a
times.

SIGIUT?

Tasg,

“R. DOUGLRASS: Thank you, lir. Crowell. Yeur Honor, I

THE COURT: Yes.
Mr. Crowell, can you see the whele jury from there?
Mot guite.

{IR. DOUZLASS: Your Honor, I will go back to where I

Yew, lir. Crowvell, the particular group at FSA that you are

That is correct.
And that wvould bz targeted at the Soviet Union?
Correct.

Is 2 principal focus of that Signals Intelligenca

t ig one of the principal focusses.

tiow is MSA a division of the Department of Defense?
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Q and it is headquartered at the old Ft. lleade?

B Yes.

D

And who is the director of MNSA?
A The director is Lt. General William Odom.
Q That is an army d¢eneral?
. Yag, three stars.
e Is a2 security clearance required for 'emplovinent at NSA?
A  Absolutely. 2All of our personnel must possess & top
secret clearance, and in addition they all must of access to
the special compartmented informatibn in communications
intelligence.
Q Are there security indoctrinaticn prdgrams that accompanﬁ
the obtaining of those security clearances that are to be
emgloyed at NSA?
A Yes,
0 Tould vou explain to the jury what the indoctrinaticn
programs entail?
:

MR. BENNETT: Object to this, Your Hanor. The
security oaths of ‘Mr. Pelton are in evidence already.

THE CbURT: Qverruled. -
A The security indoctrination includes both verbal
instruction on signals intelligence, opesrztions, and its'

vulnerapilities and fragility. It includes written oaths that

ja]

are taken to protect that informaticn and to pravent
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disclosures that wvould damage the effectivene
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Intelligence Operation.
Q PAre there certain physical security measures that are

taken in the arez of Ft. lMeade as well?

A Our buildings in Ft. leade are surrounded by fences, they

are protccted by Federal Protective Service guards, we have a
computer controlled badge entry points in addition to the
guards, and there are within the facility epeciel areas in
which only selected people may enter.

0 Mow, lir, Crowell, turning to your own background, would
you tell us do you have a college degree?

a Yes, I have a bachelors degree from Louisianna State
University.

Q0 When did vou obtain that degree?

A : In 1952.

 Ané in what field is that?

A Political science.

Q _Did you also about that time engage in work yourself as an|
electronics technician?

A  Prior to entering the National Security Agency I had
experience as an electronics technician in several other
engineering systens.

Q  You entered 3k, I believe, you indicated previously in

1052, is that correct?
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Q flould you describe to the jury some of the positions that
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you have held at NSA since that time that relate to signals
intelligence?

2 Yeg, From 1969 until 1573 I was a special assistant in
the oSfice of the director of HSA, in 1973 and until 75 I ves
a staff cfficer in the organization at the, in the
organization that I now head, that is, the organization
concerreé with Soviet signals. In that position I ran several
collection analysis and reporting projects, special projects.
From 1975 until 1977 I was the députy cﬁief, but for.ﬁuch of
that time acting chief because of the illness of the chief, of
an orcanization concerned with signa;s intelligence operations
in the intelligence counter-intelligence arena.

Q@ that is counter-intelligence?

A ‘ That is the area of intelligence work in which you attempt
to find out zbout the operations of foreign agents.
c Please continue. Uere there other positions that you ha§e
neld relating to signals intelligence?

A From 1977 until 1980 I was the chief of the operations
staff for the orgdnization charged with the exploitation and
reporting of signals, of information from signals intelligence
on the Soviet military. From 1330 to 1982 I was deputy chiel,
and again acting chief bzcause there was no chief at the'time:
ef a research and development organization charged with the
develorment of tacticzl signals intelligence systems.

g TThat is tacticael m2an?

-~
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A In this context it means primarily mobile systems,
aircratft, ground mobile systems; and ships, that could be used
to ccllect signals.

0  2And following that position any other positions r=zlating
to signals intelligence?

)3 From 1683 until 19685 I was chief of another operations
analysis group concerned with electronic ‘intelligence, that
is, intelligence derived from radar signals, telemetry
intelligence, and signals analysis of new signals.

Q And fbllowing that you assuned your current position?

2 in 1985, approximately mid-1985, July 1985,

Q Is it accurate t6 say, Mr. Crowell, that in your present-
position you are the chief of the United States Signals
Ingelligence effort targeted at the Soviet Union?

A I believe that is correct, ves.

Q Have you had occasion in your present position and in yoﬁr
previous positions to teach or brief classes in the area of
United States Signals Intelligence?

A I have regularly briefed some of our senior cryptologic
courses, these are courses that train our senior and middle
level tecﬁnical directors anc executives, including peocple
from other intelligence agencies in signals intelligence{ and
I have also briefed other grouvs in othzr parts of the

govermienk, State Departmant and CIA and other agencies.
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it was & classified briefing?
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That is correct.
They are not available and open to the public?

They are not open to the public.

e ¥ 0

In your present position have you had occasicn to brief
high ranking officials in the United States Government
regarding the Signals Intellicence activities of the United
States taﬁgeted at the Soviet Union? '
A Yes. I regqularly brief many different officials within
the government. 1ithin the Department of Defense I briefed
Secretary Wineberger and other officials below him. 1ithin
the CIA I briefed Mr. Casey and nany of his deputies, and many
other officials below them. And I have briefed maﬁy militarf
sénior officers who are commanders in chief 6f operating
forzes or other high level military positions.

MR, DOUGLASS: At this time, Your Honor, I would
proffer Mr. Crovell as an expert in the United States Signals

Intelligence directed at the Soviet Union. ,

MR. BEMNMETT: Ho objection.

THEZ COURT: Do you have any guestions on voir dire?

iR. BEMNETT: 1lo.

TIE COURT: Let me just explain very briefly, members
of the jury, the witness has just been qualified as an expert.
The only cdifference between an eupert and a lay witnhess is
that the expert iz permitted to express opinione and the

reasons for the ¢oiniens he nay have. Go ahead.
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MR, DCUGLASS: Thank’ you, Your Eonor.

Your Honor, I am going to asx Mr. Crowell to core
tovard of the jury here for a moment, and since he will ke out
of the witness stand for a few ninutes I think it may make
gince to éc what I was proposing before, which iz to move
this.

Yow, Hr. Crewell, I think I will' ask you to bring the
pointrt and come up in this direction.

0 I would like for yoﬁ, if you could, Mr. Crcwell, to
explain to the jury to aid the understanding of the Signais
Intelligence process, and I will ask first if that is high
enough?

MR. DOUGLASS: And, Your Honor, since you are
blaéked, this is Goﬁernment's Exhibit tumber 27, for
identificaticn and denonstrative purposes.

THE COURT: Thank you.

Q lir. Crowell; I would like you to exzplain to begin wi;h to
the jury scﬁe of the basic terminology and basic facts about
how military organizations comnunicate with oae another?

A 17ell, T will dividz this into three distinct parts. The
first part is the type of comnunications that people may want
to use., Ilost of you are familiar with telephones. How nmore
pevple are femiliar with Teletype. There are additional othec

types of communication such as facsimile, which send pictures,

]

ana otner types.
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In adcéition there are the means of communications.
There are many different vays in which you can communicate,
Thay are: PRadio, the radio can be relayed tarough something
else such &s through a communications satellite, or even as
you vere s5nown on Tuesdéy during the playing of the tagpes,
they can be relayed on & beam of light zs5 was done in the
courtroom here on Tuasday._ '

The final category within the systen ¢f comnunicating
in military circles is to determine the kinds or method of
securing of the communications. There are many choices there.
You can choose not to secure the communications, talk in open
voice, you can use offline equipment, that is, equipment in |
which you write your message, and then you do somathing to it
wiéh pen and paper, or with other means, to trznsform it into
an unintelligible systeﬁ, or you can use a machine, and
electrenic machine in these days, that will.on line, that is,
as the transmission occurs incrypt those cemmunications, turn
then into meaningless streams of data, or az many of you have
heard scramble the data.

Q@ Are there many difference kinds of systems that would do
that?

B Yes, there are quite a large number of mzans and methods
of incrypting data.

Q@  BAnc wourld the different types of systems produce differcnt

tupes of signals?
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A Yes.

Q Are there 2lso means and methods that are employed in
military organizations to make it difficult to collect the
cignals actually collected?

& Yps. For example, the fregquency that you choose for ther
methoé of transmission can have a very very, can make the job
of intercepting the signals very difficult. ow I will give
you an example, most of you have_heard a EF radio, a high
frequency radio as in short wave. Those signals because they
bounce back and forth from the ionosphere back to the earth
can travel very long distances, can travel around the werld
depending on the frequency and the time of day.

Similar in the VHF, very high frequency, or the UHI
ulgra hich f£reguency range Go not travel very long distances
on earth because they travel in straighit lines and they
peretrate the ionosphere. So, for example, if you were to try
to listen to a TV broadcast from Chicago when you are ig
Washington, D.C. it won't work. &and that's why Channel 2 in
one place can be reused as Channel 2 or Channel & or whatever
in another place and not be interfered.

In addition, you can narrow the beam width using
different kinds of antennas, yoﬁ can nake the signal har@ to
£ind simoly because it was not easilﬁ identified or it is very
short or what have you.

Sc there are nany different vays of making this job
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of intercepting of the signal extremely difficult, and nany (oki
these ways are totally exclusive as to whether or not the
signal is incryptive or not.

2 Yhat do vou mean by the term communicaticns link as you
have discuesed in communicating?

A In the simpiist terms it is one person or terminal
communicating with another terminal. In actual fact it can be
more conmplicated than that. There can be many intermediate
terminals, there can be many conversations between two point;
with some of those conversations being sent to intermediate
rlaces zlong the path, but essentially it is two points
talking to each other.

Q And, lr. Crowell, you began to describe earlier the
intglligence process that involves the interceptibn of such
signals and attempts to abstract data from them, is that
correct?

& That is correct. Essentiglly, the inteliigence job is to
put yourself in a ﬁosition to be able to intercept, to
collect, the energy betyeen the two terminal points,
regardless of ths means of transmission, whether it is light,
radio waves, or any of the other means that I talked about.
Proximity cr, in other words, getting to vhere you can co;lect
the signals ic a very important part ¢f the process.
liow there are a number of elements of the Signals

acellicznco wrocess, and I unéerstand, lr. Crowell, you have
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a2 graph to assist in the explanation of that.

iP. DOUGLASS: And, Your Honor, for identification
purposes that's govermment's 28, for idengification.

TER COURT: VYes,
N And using that, if vou would, ir. Crowell, I would like %o
ask ycu tc explain to the jury the general elements that go
into the Signals Intelligence process?
A Vhat I will try to do is you can walk you through the
précess from the beginning to the end. Bdt notice it is a
never ending process. The first part of the process is the
collection of recuirenents, that is, the £inding out what
information the U.S. Govermment, its military, its policy
makers, and other intelligence ageﬁcies need. This is an
iméortant step, becausg at any given moment there are hundreds
of thousands of transmissions on the air, and it is too
expensive to collect all of them. §So you need to know what
you are going after.

The requirenents are‘stated in terms of informatio;.
Between the reguirements and ccllection then you must take the
stes of selection of which of these requirements you balicve
you can satisfy by collecting signals, radars communications
signals and other kinds of signals. That is based on & gumber
of factors: One is are the signalé out there; another is il
they are out there can you collect them; another is if you can

collact toen can vyou euplcit them.
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Collection iz the act of actually bringing the
signals in through an antenna and a receiver to a device that
can detect those and can allow you to listen or to record
then. In nany many caszes the sicnals are collected and
recorded so thzt the feollowing process can occur,
Q I might interrupt you for just a moment, Mr. Crowell. For
demonstrative purpose as wpll I believe we have a photograph,
and, that is, Government's Exhibit Number 25, I show that to
the Court.

Since we only have one easel i guzss I will be the other
easel. Will you explain to the jury what is depicted in the
rhotograph, Government's Exhibit Mumber 25? |
A  The photograph Gepicts intercept operations actually undér
wa; at a SIGINT site somewhere in the field. Hilitary
personnel there are operating radios and listening to signals
and trying to identify those signals, and the ones that we afe
interested in we collect them or put them oh tape, or ag I
will explain next to forward tham on to cfher centers for the
ccllection process.

G lir. Crowell, aiso for identification Government's Exhibit

iunber 26.

3

THE CLLBX: Governnent's Izhibit Mumber 26, marked
for identificatiocn.

0 To aid¢ in your demonstration of what Signals Intelligence

]

e

[0}

iz all about nave rerared a tope?

|\,:

Lis
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A VYes, I have.

(]

And that is Government's Exhibit llumber 267

A Yes.

{de ]

And doas that contain some samples of what signals would
sound like as of the peint at which they are interceptad?

A There are four samples on the tape of signals just as
these people would hear as they were conducting the intercept
operation.

MR. DOUGLASS: Your Eonor, at this time I wbuld
propose to play that tape.

THE CLERK: Do you want to admit that in evidence,
the tape?

MR. DOUGLASS: Again, for demonstrative purposes.

Mr. Crowell, as soon as we solve our technical
problemes we will play the tape.

(The tape was played.)

THE WITHESS: TFirst signal is a manual orse signal,
and if you have used a short wave radio you have probably
heard many of thegez.

(The tzpe was played.)

THE TTITIIESS: The second signal is a radio printer.
e call it a Peletype, and that was 2 single channel Telqtype:
one signal one Teletvpe operation going on between twe points.
You want me top explain it before of the next one

cones up? I can o that. The next signal that will cone up
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is a multi-channel printer, that is, several printer streams
all operzating on the same signal, so that ybu can send many
different pieces of information simultaneously on the same

signal.

0

Ind, lir. Crowell, just to aid the understanding of that,
the =ignal that the jurors will be about to hear would be ona
that would be transmitted from some Ferminal where scmeone
might be typing information in a written or computerized form
that would@ come out the other end in a written or computerizéd
display form?
AR That is absolutely correct.
(The tape was played.)
B As ybu can see there is a distinctive difference and the
ope}ators are charged with going out after that kind of signal
can learn to appreciate that aifference.
The next one it a facsimile signal, that is, a signal
wvhich is used to transmit pictures from one place to another.
In the old days we called it wireless photo. MNow we call it;
fecsinile, v

(The tape was played.)

in

TIE WITHESS: It is one of my faverite signals. It
hes a vory distinctive character,

MR. DOUGLASS: It sounds a little like knocking on a
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A If you would, at this point, continue, I believc we were
at the peoint where you vere discussing the collection process?
A People that are depicted in this picture perform selection
operations. There are many different kinds of collection
operaticns but essentially the job is to cepture those kinds.
of signals, either on taps or electronic form in which they

can transmitted to another center for process.

]

‘nere is a step, of course, that I just mentiched is
forwarding the signals. Mot all signals have to be fo:war@eq
somewhere else. In some cases at the point of collection they
can do their own processing so there is no forwarding
collection. A lot of the signals have to be processed at the
processing center, such as the center at the MSA. At that
po{nt there is a step of turning the raw signal, which you
have heard, into & form in which it can be analyzed. »And if
you take the Teletype az an example it turns that series of
tones that you have heard into alphabetic characters so that
it can b2 load at at anzlyzed.

The next part of the piocess is & very important
part, that is, the analysis of the information derived from
the sicnals to determince whether it has intelligence data.

But I want you to be sure you understand is that that analysis
process involves scveral steps and it involves several
different kinds of analysis.

One of those we call traffic analwsis, that is,
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essentially to look at the external characteristics of a
signal and determine a couple of factors: ithere it was sent
fronm, and that can be done through a number of different
neans, including things like direction finders, which you
prebably heard of; if possibla who sent it, that is not always
possible; and by looking at the signal for 2 leng time
determining what is happening with that signal.

The £irst thing you know is if vou ¢ot the signal you
know that that person is doing something, they are
comnunicating. If they communicate for a lohg time they are
déing a lot of something, and if they nove around during the
time they are communicating they are in military terms
maneuvering, that is, they are moving from one pcinﬁ to
anéther and that is essentially a novement 6f forces if you
have a lot of those signals,

The second kind of analysis is cryptanalysis, that
is, the process of attempting to in lay terms break the
signal, that is, to take an incryptic signal and return it to
an intelligible form. That is a very difficult process. It
is not required that that process occur for you to get valua
from signals that are transmitted, but obviously if vou are
succeesful there is acdded value.

And the final part ¢i the analysis process vwhat ws
call intelligence researcn analysis, that is, taking the bits

and pieces of infermaticn £ron all of tie sigaals that wer:z
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collected in scrne given period of time and putting those
pieces together =0 that they form a moscic of an intelligence

signal repczt. For example, several signals occurring at th

rk
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sane tine mzy nean that there is a unit active. If there

e

s a
nove it nmezans that that unit is maneuvering, and fitting alll
that together is the analysis process.

The f£inal act is reporting that data, that means
turning the data into 2z form that the peorle can read and
understand instead of this gibberish that I have just beeﬁ
going through, making it sound like data that was regquired
instead of like a bunch of signals. And the very important
ingrediant in reporting is timeliness. It does no good to
report 2 nilitary unit move to a border, for example, five
oaﬁg agdo. ©On other intelligence reguirenents though old dGata
may be veluable. &néd, for example, the weapons that that unit
uses raybe valuable for a.long time, & year or two vears later
can be a factor.

0 Thank you. I think at this point vou can return to the

witnesz stand. -

14

will asii you, Iir, Crowell, are you aware of an
unclassified cuzmple, scmething that is available to tne
general puclic, that would sunmmarize or analogize the sicnals

intellicence rozess?

A I thinr o very good analegy, one that a lot of privace
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re interested in todyy is
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collection, if you will, of satelite TV sicnals. Scne tinme
ago companies involved in forwarding television programs f£rca
the centsr whare they were made to all of tke TV stations
arocund the country decided to use satelitzs to forwcrd thoce:
and there has grown up in the back yards of E&meriza literally
thousands of dishes, these large circular things that
essentially are being useé by private citizens, if you will,
to intercept or to collect signals that were not originally
intended, certainly not being broadcast specifically for then.

To analogize the incryption process, recently many of
those private citizens have been surprised to see their
favorite movie appearing on the screen in a somewhat
unintelligible and unrecognizable form. In other words,
scr;mbled signals. And some enterprizinc private citizens
have worked very Giligently to attempt to make thosg pictures
and th2 werds with them intelligible. And that is the analcgy
to exploitation, if vou will, one kind of exploitation.

I think that is a pretty fair exanple of the whole
process that I was' taiking about.
2 Mow now is it, Iir. Crewell, that this Signals Intelligernce
process that you have just described is-of value to the
raticnal defense of the United States?
A The information that we collect is first of all directly
from the pecple that we were trying to undsrstand in terms of

ition ¢f their forces, thne

th

ly oy g 1 3 - o ogs b i~ 2w
thely military posture, tne <1spo
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activities of those forces, the training of’those forcecs, znd
the weapons that they use. The information is also in mcst
casezs very timely and, therefors, can bs used for warning of
U.S. military forces of changes in the targets state cf
readiness. It is alsc very useful Zfor making a threat
essessrent of the future preparations of militeary forces for
future use.

Q Could you provide us with some samples of the sort of
value that the Signals Intelligence procesé can provide to the
United States military forces.

HR. BEIRIETT: Objection, I think it should be related
to the specific projects involved in his this case.

THE COURT: Overruled. |
3 :I will give you two historical examples of the value of
cignals intelligence to U.8. military opefations. In day of
1942 as a result of U.S. ability to decipher the Japanese
naval operations Code J!25, the U.S. SIGINT avthorities at
that time werc able to provide to Admiral YNesbit a complete
nlan for Admiral Yamanoto's invasion of Ft. liorsby (phonetic)
in Mew Giunea. General Nesbit was able to position hics rather
meak forces in the Floral (phonetic) Sea, and essentically
thwart the invasicn of the Janapesge of Ft. lorsby,

The £ellowing nonth he was &slso able to uss sinilar
infornmation about the plans of the Jepanese to invade or to

destroy the U.S. Tlest, rather, at {lidway to glan a
I




RS ]

[T

(8,4

o

10

11

12

strategy and his naval operations, and it was at that point
that he virtually destroyed with a much inferior force,
virtually broke the back, if you will, of the Japanace fleet,
and from that time on the Japanese were in & defensive posture
for the remainder of Werld VTar II.
0 YNow is the value of that kinds of Signels Intelligence to
the military organization diminished when' the nature of our
Signals Intelligence Operations becomes known to the target
nation?
4  Absolutely. And it doesn't have to be bomplete details
either. For example, just a very short time after the battle
of Midway a correspondent, a work correspondent for the |
Chicago Tribune forwarded a dispatch vhich was printed -~
: M. BENUETT: I object to this as hearsay.

TEE WITYESS: It is documented.

MR, DOUGLASS: Nr. Crowell.
) Hr. Crowell, the\éuestion would be: Can you provide us an|’

exanple of that type of diminiched value?

HR. DIWRIETS

I-J

&nad I still have the same objection.
Me i3 relating an ocut of Court incident without a foundation,
without enabling me to test on cross—examination this
declarant.

Ti:E COURT: Overruled.
A  To continue the example, the information that was

vublished stroncly hinted that the suzcess of tae U.S.
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operations in the Battle of llidway were related to our ability
to read the Japanase codes, specifically, the Japanese laval
Operations Code. dJust a few days before this wvas revealed the
Japanese had changed their code, as they necrmally dicé before a
major cperation, znd they usually left these codes in
cperation for six months or zore. 2t about this same time the
U.E8. began a major operation in the invasion of Guadal Canal.
In Rugust the Japanese changed the Cﬁde Jli25  --

HE. BEMHETY: Your Honor, just so I ﬁon't have Fo‘get
up and down may'I have a continuing objection to thié épecific
crxample in this entire area right hare?

TAE COURT: Yes.

HMR. BEFNEZT: Thank you.

L :And oy the end of September they had chanced virtually &1l
of the codes that were then in use by their military forces in
the Pacific. Thoudh, there is not a definite proof that the
Japanese used the infermation, it certainly gave thex an
opportunity to know that they were vulnerable. And it was
unirecedented that' they would change all of their
comnunications codes se¢ repidly after a2 regular change.

2 Yow, Kr. Crowell, you were presant in the courtroom for
tha testimony of lir. Donald Bzcon and Iir. Hubert Atwater
ecrlier in this case, is that correct?

A That is correct.

=1 - 2. 1 Vaaen y - Ner ey Eat.c k] .
C And you are perizcily Eamiliar by virtus of your
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employment in WSA to the project which for purposes of this

case we call Project A?

A Y¥ee, I an.

0 Is that a Signals Intelligence Project of the United

Stzctes turgeted at the Soviet Union?

Q@ Is that project classified?

A Yes, it is classified top secret. And comgpartment,

0 And would you define for the jury when it means a project
is classified top secret?

A  According to Executive Order 12-355 the transfer of this
information or the unauthorized disclosure bf vhich could
cause extensive and grave damage to the nationél security.

0 :Hould you tell the jury gensrally the nature of that

projact?

b

A It was a set of eguipment used to collect the

transnissions of a particular communications link.

L

A particular 1link?
A That 1s correct.

o And that vould involve Soviet comnunications, is that

hat preject depleyed as of January 15, 1986072

A Yas, it was.
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information to the United States?
!, BENIETT: Objection. Leading.
THZ CCURT: Sustained.
C e of that time dic¢ it provide information?
A2 It provided information.
G Generally, what value was that information?

2 It wae information that cave

[ =4
(5]

an insic¢nt into military
forces, the relative sizes, their plans for maneuvers, or
training, and a considerable amount of information about their
overall carpabilities.

00 ilow you were in the courtroom the other day when lir. Bacon
and Mr. Atwater testified about particular positions that ilr.
Pelton had neld at 1S4, is that correct?

A :mhht is correct.

Q Anc¢ hy virtue of your employment in iiSA in the group

targeted the Soviet Union are you also of your own experiencs2

[

familiar with the nature of the job of individuwals whe would
held sinilar positions?

A Yes, I am. I have helcd such positions in my own time in

SAa and I am now superviser to people in those positions.
G- Mow, iir. Crowell, in vour opinicn, woulcd a reasonable
rerson having occupied the positionz that &r. Pelton occuzied,

ave rezasdn to believe that the disclesure of the infornction

¥

s2rsdin n3ve reason to

-
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disclosure of that location would be useé te the advantage of
the Sovie: Union and to the harm of the Uniteld States?

117, BENNZT™T: Objection both tec form and suzstance
and can we azproacn the Eench?

Ly
L.

L]

CCURT: Ves.

(The following proceedings werz had at the Banch out

(473
-
L a2
~—

cf the hearing of the jury with the defendant ries

R. BEWMNETT: First, just to make sure the record is
crystal clear, could Mr. Douglass, can I have the guestion so
that I can pierce it part by part?

'R. DOUGLASS: Sure. The guestion was: In his
ocinion, would an individual having occupied the posgition ilr.
Pslton occﬁpied have reason to believe that disclosure of the
1o£ation of thé collection system Project & would be used to
the injury of the United States and to the peneiit of tae
Sovist Union.

i:D. DENNETY: I don't think it is the same question
that he posed. It is not the same question that he posed.
and I would like to I agk the reporter to read it back.

IR, DOUGLASS: I will esk it the way I just asked it

I, BIMIETT: The guestion you posed includzd
reazscnanle person. S0 veu are dropping that from it?
[iR. DOUGLASS: Take your picl,

= ey . - - Tn e e b £ 3
. BEITEYT: Tnot vace pezrb of ik,
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First, let me put on the record my objectiongs as to

th

]

sudctance of the area, this is a matter tha:t we discussed,
as Your denor will remember, in chambers late last Friday, as
tc one of the areas that I knew would te up cening., As Your
Honor will remeader we talked first aXocut the 232 znd then two
other areas, one which I understand the goverrment, Stucky,
(bhonetic) is not pursuing.

'In, DOUGLZESS: llo.

iIR. BOMMETT: That is sort of moot.

This was whether or not this eipert vould have bean
allowed to render an ulitimate opinion in the area of
potential damage. Based on my objection that, first of all,
as Your Honor is aware the essential elenents of this crime,
thgt is, Counts 2, 3 ané 4, of the indictment, b2ing espionage
charge, 79%, do not éa2al with and do not nave as an elenent
potential cdamage. The quastion is state of mind of the
defendant, whether or not he knew or had reason to believe, or|

intended, or had reason to believe that it would injure the

[

Unitced ftates, or aid a foreign nation.

So you are allewing the jﬁry £o hear expert testiimony
¢cn a ron—~elensnt of the crime which, we submii, would o2
extramely orajudicial under Rule 403, outweighs ite probative

zcausa there is 2 nultitude of cther evidence in this

<
1]
[
o
15
Ty

cace £rom Bacon, from Atwater, frem the defendant's alizgad

sts, fren th2 ancunt of worn2y that ne allessdly
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received, that any reasonable juror could coaclude without thc
aid of expert teztimony, which is is one of the bases that you
have to rezci under 700 hundred series of the Dules of
Dvidence, would it appreciably aid the jury. They don't nzel
this to mcke & determination as to whether or not the
defendant knew, or would have hal reason to pelieve, that it
would have injured the Cnited States, or aided a foreaign
ration.

The firet way' I suggest Your Honor has to analyze it,
and I am not, believe me, T am not trying to, don't mezn to
lecture you, but I think you have to analyze it £irst under
700, whether or not it would ba helpful to the jury, to 2

layman reaching & determination., 3In this case, in the light

L7

f.

ofzall the other evidence that has gone on before this an
toe, zs=zunming that it meets that tesk, and it would be the
sudject matter of euxpert testinmony, which I agree on this
evidence it would be permitted if aliowed to render the
ovinion,

Then vou have vhether or not uader Rule 403 the
orejudice outwelains the proiative valus. 2&nd there I focus on
v argument, in £aet, that if it is not an essential clement
o the crime that it would be extremely prejudical to thg
efendant, zince the defense hore ig the defendant's stebs ¢
mind and not whether or net it would potentially injure.

low that

myr sneaific chiecticn te any opinicne in

-

fn

.
-
e
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any of these in this area. And I nave a separate objection vo
this question as phrassd with the use of the word Myouldl"
Because the test, if any, assuming thit you are going to allow
it at all, is nct 'would hut coulé, and also the rezasoncble
person. I thinl he franed it o little better on his, he

-

tine, I thinl: he franed it

y 3
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e
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all richt t
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bettor th2 sscond time here at the Bench. I object te the use
of the terw reasonatble rersen, and on wveuld as copposed to
could as to form.

And ny main objection, I don't want to appear that I
want to backelide and agree to & change or anything else, wy
main objection is to the substance of the area.

1%, DOUGLAS3: Your Honor, I guess I an a little
surprised at the objection to the phrasing of the guesticn

a

beczuse I thought I took it ocut of

-

ir. Dennett's Proposed Juiy

Instructicns on this alement of the crime. The issue, as Nr.

-

Dennett says, is whether thce defendant, whan he dealivered suzh|
nfermation, had reaszon to believe that it would bé used to
the harm c¢f thg United Stztes, or to the benefit of the
Soviets. Tnat is the clement of the crime that we nmust prove,
and that z2re we are se2king to prove. &né¢ that is the

language that T certainly thought I phrased &

]
N
(1]

guestion in;

1.
I
[

and if I &idn't I will repnrase

o
Y

[
[y

£ to re
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It is directly relevant to that element of the crime wiica is
an elament that wo hovs Lo prove,
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Ind, as I indicated in chambers the other day, the
testimony with respect to the nature of the informaticn that's
ceixpromised, how and why one would have reason to neliave that
it would heve been danaging is, (A) goes directly teo an
elenent of the crize, and as £ar as I can tell from my review
of other transcripts in other espicnage cases it is absclubely

aré practice

R. BEUIETY: DBxcept, Your EHonor, now he isg
formulating it on a basis of admissibility that this expert
would be allecwed to give his opinion as to the defendant's
state of mind. That is literally the way he is phrasing it.
Im. DOUGLASS: Excuse me, Mr. Dennstt, if I didn't

addrezs the reason first. The jury instruction that Ir.

v

31nctL submitted indicates that the test is what a reasonable
parson in the defendant's position whether he would have
reazson to pelieve. 2And if I need to rephrase the question

that way I will be glad to phrase it that way.

res
|13
H

w

EMIETT: Yeour Honor, in regards te that, vou are
still a=ling for &n expert opinion, whether he usez tihe worc
reasonable person or whether he changes it to the way that he
ohrased it at the Bench later. He is calling for an uvlitimsco
opinicn by this witness on the ulitimate issue in thig case,
whicn is for thz jury, and that is vhather or nct ths

defendant new or hid reason to believe, that is enactly wnai

3 - - A 3 = - 3 - > -2 - < teq -
the rules, eoven on ozinion, sroaibit. It is in ¢ffzzc asiing
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them or telling them how to reach & verdict oh an essential

element of

Ll

the crine.

o counT I don't un

en expaert giving testinony on the

Jerstand the Rules to precluis

the ulitimate issue.

N, DENUETT: HBe is, I believe. And I

Ht
1D
(]
[
ct
G
W)
D
Lo

1IN, DOUCLASS: I can only state cn that issue, You

4

Honor, I arguad & casc

agoe. I was told in no uncertain terms by Judge Yinter there

was nothing wrong by an expert expressing an opinion on the
ulitimate issue.
THE COURT:

Ife will take a recess at this point.

iR, BIIWEYT: I have a very critical Rule.

THE COUET: ilhat number is it?

iR, DRWRYT: Imended Rule 704 (b).
m® COURT: I will take a look at it. I am going to

re2cess now.
(The followving proceedings were nad in open Court in
and nearing of the jury:}

Ehe

THE COURY: Illemberz of jury, we will recess until
2:00 o'2xock for lunch., I will ashi the witness £o retuin at

2:090 o'cloclk, and not to discuzsz the

cas2 witn anyong Baovesn

tinen.
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before the Pourth Circuit abourt a montch
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AETERNOON SESSION

THE COURT: GOOD AFTERNOON,

MR. BENNETT: GOOD AFTERNOON, YOUR HONOR,

MR. DOUGLASS: GOOD AFTERNOON.

THE COURT: WILL COUNSEL COME UP TO THE BENCH?

PROCEEDINGS AT THE BENCH

THE COURT: OVER THE LUNCH TIME I'VE TAKEN A LOOK
AT RULE 704(A) AND (B) OF THE ADV!SORY COMMITTEE NOTE AND
IT SEEMS TO ME THAT 704(B) DOES NOT PRECLUDE THE TYPE OF
EXPERT OPINION THAT THE GOVERNMENT WILL SEEK TO ELICIT.

MR. BENNETT: I MISSED THE LAST PART OF WHAT YOU
SAID.

THE COURT: I SAID 704(B) WOQULD NOT PRECLUDE THE
TYPE OF OPINION THE GOVERNMENT SEEKS TO ELICIT. I THINK,
IN‘A MATTER AS TECHNICAL AND COMPLEX, ANY HELP THE JURY
CAN GET IS BENEFICIAL, AND I HAVE FORGOTTEN THE PRECISE
WORDING.

MR. DOUGLASS: YOUR HONOR, I USED THE TERM WOULD
A REASONABLE PERSON; THAT 1S AN OBJECTIVE TEST, AND I
WOULD INTEND TO USE IT IN THAT FASHION, WHICH I THINK
WOULD COMPORT WITH THE RULE, WOULD A REASONABLE PERSON.

THE COURT: WELL, YOU HAD THAT IN YOUR INITIAL
QUESTION AND THEN YOU DROPPED IT.

MR, DOUGLASS: I'LL TAKE IT EITHER waY, 1I'LL

GIVE MR, BENNETT HIS CHQICE, IF HE PREFERS. 1 WOULD

REPORTED BY E, EDWARD RICHARDSON CSR RPR CP
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INTEND TO ASK THE QUESTION ALMOST ﬁRECISELY AS MR, BENNETT
WORDED HIS JURY INSTRUCTIONS, WOULD A REASONABLE PERSON,
HAVING OCCUPIED THE POSITION AT NSA AS OTHER WITNESSES
HAVE DESCRIBED AS MR, PELTON DID, WOULD SUCH A REASONABLE

PERSOM HAVE REASON TO BELIEVE THAT THIS SORT OF

- INFORMATION WOULD BE USED TO THE BENEFIT OF THE SOVIETS OR

TO THE DETRIMENT OF THE UNITED STATES.,

MR. BENNETT: WELL, YOUR HONOR, I UNDERSTAND WHAT
YOU HAVE JUST INDICATED AND I UNDERSTAND HOW HE WOULD
REPHRASE THE QUESTION. CONTINUAL REFERENCE TO MY JURY
INSTRUCTIONS, OF COURSE, IS IN THE CONTEXT OF THE CRIME ON
ESPIONAGE. MY JURY INSTRUCTIONS ARE THE ESSENTIAL
ELEMENTS OF THE CRIME ON ESPIONAGE. ONE ELEMENT OF WHICH
IS SPECIFIC INTENT, WHICH DEALS WITH THE QUESTION WHETHER
OR-NOT THE DEFENDANT INTENDED OR HAD REASON TO BELIEVE
THAT THE PASSAGE OF CLASSIFIED INFORMATION RELATING TO THE
NATIONAL DEFENSE WOULD INJURE THE UNITED STATES OR
ADVANTAGE A FOREIGN NATION. THAT'S THE CONTEXT OF MY JURY
INSTRUCTIONS,

NOW, AFTER HE REFORMULATED THE QUESTION, WHEN WE
GOT TO THE BENCH, IT STRUCK ME, IN REGARDS TQO 704(B), IT
SEEMS TO ME THAT THE QUESTION SHOULD BE NOf'THE
DEFENDANT'S STATE OF MIND THROUGH THIS EXPERT, BECAUSE
THIS EXPERT IS NOT AN EXPERT IN PSYCHIATRY OR PSYCHOLOGY

OR ANALYZING OTHER PEOPLE, BUT THE PROPER QUESTION, IF

REPORTED BY E. EDWARD RICHARDSON CSR RPR CP
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ANY, SHOULD BE DO YOU HAVE AN OPINiON WHETHER OR NOT
DISCLOSURE OF INFORMATION RELATING TO PROJECT A COULD
POTENTIALLY INJURE THE UNITED STATES AND OR AID A FOREIGN
NATION.

NOW, THE REASON WHY 1 COME BACK TO 704(B) IS IT
SEEMS TO ME THAT THAT 1S, EVEN THOUGH 1 UNDERSTAND YOUR
HONOR THINKS OR MAY THINK THAT THAT APPLIES ONLY TO
INSANITY OR DIMINISHED CAPACITY, OR THOSE AREAS, I WOULD
RESPECTFULLY DISAGREE AND INDICATE THAT THE LITERAL
LANGUAGE OF 704 COVERS THIS KIND OF TESTIMONY IN THIS
PARTICULAR CASE AND THEREFORE WOULD BE AN USURPATION OF
THE JURY FUNCTION.

THIS EXPERT IS NOT QUALIFIED ON THE MENTAL STATE
OF THE DEFENDANT. HE MAY BE QUALIFIED AS AN EXPERT ON
CIA, - I THINK IT IS COVERED BY 704(B) AND ALSO RULE 403,
AND 1 THINK, IF ANYTHING AT ALL, TH" GOVERNMENT SHOULD
ONLY BE ALLOWED TO ASK, AND I STILL HAVE MY SAME
OBJECTIONS ON 403 AND 704, AND THAT IS HIS ULTIMATE
OPINION, EVEN THE WAY 1 REWORDED IT, WHETHER OR NOT
DISCLOSURE RELATING TO PROJECT A COULD INJURE THE UNITED
STATES AND OR AID A FOREIGN NATION, BUT WITHOUT WAIVING
ANY OBJUECTION. 1IF THE GOVERMNMENT IS ALLOWED TO DO
ANYTHING. 1 THINK THAT'S THE GREATEST THAT THEY WOULD BE
ALLOWED TO DO.

THE OTHER RULE THAT I REALLY RELY ON IS 704, AND

REPORTED BY E., EDWARD RICHARDSON CSR RPR CP
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THAT 1S OPINIOMN ON ULTIMATE ISSUE. THIS IS OPINION ON THE
ULTIMATE ISSUE OF THE QUESTION OF THE DEFENDANT'S STATE OF
MIND, WHICH THIS EXPERT IS NOT QUALIFIED TO GIVE. HE IS
QUALIFIED TO TALK ABOUT NSA,

THE COURT: WELL, 704(A) MAKES IT PERFECTLY CLEAR
THAT WHETHER IT'S AN OPINION ON THE ULTIMATE ISSUE DOESN'T
MAKE ANY DIFFERENCE. IT'S NOT OBJECTIONABLE.

MR . DOUGLASS: YOUR HONOR, PERHAPS 1 COULD
SHORT-CIRCUIT THE MATTER., I HAVE NO OBJECTION TO ASKING
THE QUESTION IN THE FORM THAT MR; BENNETT PREFERS., I
WOULD BE GLAD TO ASK IT EIfHER WAY. IT DOESH'T MATTER TO
ME.

THE COURT: WELL, WHY DON'T WE TAKE MR,

BENNETT'S --

MR. DOUGLASS: AS LONG AS MR, BENNETT WILL GIVE
ME HIS NOTES, SO I CAN MAKE SURE T GET IT RIGHT.

MR. BENNETT: WELL, I WANT TO MAKE IT ABSOLUTELY
CLEAR, AND I THINK IT IS, IF IT'S NOT ALREADY, THAT MY
SUGGESTION ON THE REFORMULATION OF THE QUESTION 1S NOT IN
ANY WAY WAIVING AN OBJECTION ON ANY OF THE GROUNDS STATED
EITHER BEFORE WE LEFT FOR LUNCH OR NOW, OM MY OBJECTION IN
THIS AREA,

THE COURT: RIGHT.

MR. DOUGLASS: I WOULD JUST ASK MR. BENNETT TO

GIVE ME THE QUESTION ONE MORE TIME.

REPORTED BY E. EDWARD RICHARDSON CSR RPR CP
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MR. BENNETT: ©OO0 YOU HAVE AN OPINION, MR,

CROWELL, ==

MR. DOUGLASS: UH=HUH.

MR, BENNETT: =~ WHETHER OR NOT DISCLOSURE OF
INFORMATION RELATING TO PROJECT A .COULD POTENTIALLY INJURE
THE UNITED STATES OR AID A FOREIGN NATION,

MR. DOUGLASS: FINE.

MR. BENNETT: I STILL OBJECT TO THAT.

THE COURT: ALL RIGHT.

MR, DOUGLASS: I WILL GIVE THE QUESTION AS READ
BY MR. BENNETT AND OBJECTED TO BY MR. BENNETT.

(THEREUPON, THE JURY RETURNED TO THE COURTROOM AT
2:10 0'CLOCK P.M.,)

THEREUPON, =~

| WILLIAM PERRY CROWELL, JR.,
A WITNESS OF LAWFUL AGE, CALLED AS A WITNESS ON BEHALF OF
THE GOVERNMENT, HAVING BEEN PREVIOUSLY DULY SWORN, RESUMED
THE WITNESS STAND AND WAS EXAMINED AND TESTIFIED FURTHER
AS FOLLOWS:

THE COURT: GOOD AFTERNOON.

MR. DOUGLASS: MAY I PROCEED, YOUR HONOR?

THE COURT: YES, MR. DOUGLASS.

MR. DOUGLASS: THANK YOU, SIR.

DIRECT EXAMINATION (CONTINUED)

BY MR, DOUGLASS:
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Q.  MR. CROWELL, WE WERE TALKING ABOUT PROJECT A, AT THE
CONCLUSION BEFORE LUNCH, AND I WAS ABOUT TO ASK YOU FOR AN
OPINION, AND THAT OPINION WOULD BE AS FOLLOWS, MR.
CROWELL.

IN YOUR OPINION, WOULD THE DISCLOSURE TO THE
SOVIET UNION OF INFORMATION RELATING TO THE LOCATION OF
THE INTELLIGENCE COLLECTION SYSTEM WITH REGARD TG PROJECT
A, WOULD THE DISCLOSURE OF SUCH INFORMATION BE OF
POTENTIAL INJURY TO THE UNITED STATES OR POTENTIAL
ADVANTAGE TO THE SOVIET UNION?

MR. BENNETT: OBJECTION, FOR THE REASONS STATED,
AND ALSO FIRST I THINK ET SHOULD BE DO YOU HAVE AN
OPINION, AND THEN HAVE HIM STATE IT.

THE COURT: YES.

MR. DOUGLASS: FINE, YOUR HONOR. I WILL REPHRASE
IT.

BY MR, DOUGLASS:
Q. DO YOU HAVE AN OPINION WITH RESPECT TO THAT MATTER, .
MR. CROWELL?
A. YES, SIR., '
Q.  AND WHAT IS THAT OPINION?
A.  IN MY OPINION, IT WOULD DO DAMAGE TO THE INTERESTS
OF THE UNITED STATES.

MR. BENNETT: OBJECTION. THAT WAS NOT THE

QUESTION,

»
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1 THE QUESTION WAS WHETHER OR NOT IT COULD
2 POTENTIALLY INJURE THE UNITED STATES OR AID A FOREIGN
3 NATION. I WOULD ASK YOU TO DIRECT THE WITNESS TO PLEASE
4 ANSWER THE QUESTION, YOUR HONOR.
5 I'M SORRY, HE DOESN'T HAVE TO BE DIRECTED. I
6 THINK MY == DO YOU UNDERSTAND MY OBJECTION, SIR?
7 THE WITNESS: YES, SIR,
8 MR. BENNETT: THANK YOU.
9 BY MR. DOUGLASS:
10 Q.  AND, MR. CROWELL, ACCEPTING THE QUESTION AS
11 REPHRASED, THAT IS WHETHER THE DISCLOSURE OF SUCH
12 INFORMATION WOULD POTENTIALLY DAMAGE THE UNITED STATES OR
13 POTENTIALLY BE OF ADVANTAGE TO THE SOVIET UNION, DO YOQU
14 HAVE AN OPINION WITH RESPECT TO THAT?
15 | MR. BENNETT: OBJECTION, TO THE WORD WOULD. IT
16 SHOULD BE COULD, YOUR HONOR.
17 THE COURT: OVERRULED.
18 BY MR. DOUGLASS:
19 Q. DO YOU HAVE AN OPINIOM WITH RESPECT TO THAT MATTER?
20 A.  YES, 1 DO,
21 Q.  WHAT 1S THAT OPINION?
22 A.  THAT 1T WOULD.
23 Q.  AND WHY DO YOU HAVE THAT OPINION, SIR?
24 A.  THAT INFORMATION, TOGETHER WITH JUST THE FACT OF THE
25 PROJECT, WOULD BE SUFFICIENT TO ALLOW THE SOVIETS, WITH
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THEIR KNOVILEDGE OF THEIR OWN COMMUNICATION SYSTEMS, TO DO
DAMAGE TO THE PROJECT.
Q. WOULD SUCH INFORMATION PERMIT THEM TO IDENTIFY THE
COMMUNICATIONS -~

MR, BENNETT: OBJECTION, LEADING,

THE COURT: SUSTAINED.

BY MR. DOUGLASS:
Q. WHAT, IF ANY, PARTICULAR USE COULD THEY MAKE OF THAT
INFORMAT I ON?
A THEY COULD IDENTIFY THE PARTICULAR COMMUNICATIONS
LINK. THEY COULD TAKE ACTION WITH REGARD TO THAT LINK TO
CHANGE THE NATURE OF THE COMMUNICATIONS OR TO CHANGE THE
VALUE OF THE COMMUNICATIONS ON THERE.
Q. AND IF THE SOVIETS WERE TO TAKE SUCH MEASURES, NHAT,.
IF‘ANY, VALUE WOULD THAT BE TO THEM OR WHAT, IF ANY,
INJURY WOULD THAT CAUSE THE UNITED STATES?

MR, BENNETT: OBJECTION., IT CALLS FOR A
HYPOTHETICAL, IF THEY WOULD, IT CALLS FOR SPECULATION.

THE COURT: WELL, THE WITNESS IS AN EXPERT IN THE
FIELD AND [ THINK HE CAM ANSWER IT. OVERRULED.

BY MR, DOUGLASS:
Q. YOU MAY ANSWER THE QUESTION.
A, WOULD YOU MIND RESTATING THE QUESTION?
Q. SURE., IF THE SOVIETS WERE TC TAKE SUCH

COUNTERMEASURES ~=~ WELL, LET'S BEGIN BY EXPLAINING TERMS.
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1 WHAT WOULD YOU MEAN BY COUNTERMEASURES?

2 A.  THERE ARE A LARGE NUMBER OF DIFFERENT ACTIONS THAT

3 COULD BE TAKEN TO MAKE OUR SIGNALS INTELLIGENCE OPERATION
4 IN THIS PROJECT LESS EFFECTIVE, OR INEFFECTIVE. THAT

5 WOULD BE COUNTERMEASURES.

6 Q. I WILL HAVE TO ASK YOU TO SPEAK UP A LITTLE BIT.

7 MAYBE YOU WOULD WANT TO PULL THE MIKE UP A LITTLE BIT,

8 IF SUCH COUNTERMEASURES WERE TAKEN, HOW WOULD

9 THAT ADVANTAGE THE SOVIET UNION OR DISADVANTAGE THE UNITED
10 STATES? -' : : Ll
11 A. . IT WOULD DISADVANTAGE THE UNITED STATES IN THAT IT  *
12 WOULD DEPRIVE US OF THE INFORMATION ON MILITARY MATTERS

13 THAT HAD PREVIOUSLY BEEN AVAILABLE.

14 Q. NOW, MR. CROWELL, I BELIEVE I PUT BEFORE YOU WHAT'S
15 BEEN INTRODUCED INTO EVIDENCE AS GOVERNMENT'S EXHIBIT

16 NUMBER TEN, WHICH IS A MAP WHICH CONTAINS A SMALL INKED~IN
17 CIRCLE ON IT. DO YOU SEE THAT?
18 A.  YES.

19 Q.  ARE YOU FAMILIAR WITH THAT EXHIBIT?

20 A.  YES, I AM,

21 Q.  NOW, DOES THE INKED-IN CIRCLE ON THAT EXHIBIT

22 PRECISELY IDENTIFY THE LOCATION OF THE INTELLIGENCE

23 COLLECTION SYSTEM INVOLVED FOR PROJECT A?

24 A.  NO, IT DOES NOT.
25 Q.  DESPITE ANY ERROR IN IDENTIFYING THAT LOCATION, --
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MR, BENNETT: OBJECTION. OBJECTION, THAT IT'S AN

ERROR .,
MR. DOUGLASS: I'LL REPHRASE -~
MR, BENNETT: OBJECTION, THAT IT IS AN ERROR,
MR. DOUGLASS: I WILL REPHRASE THE QUESTION.
THE COURT: SUSTAINED.
MR, DOUGLASS: I WILL REPHRASE THE QUESTION.
BY MR. DOUGLASS:
Q. WOULD THE IDENTITY OF THE LOCATION, AS MARKED ON
THAT MAP, ALSO BE OF ADVANTAGE TO THE SOVIETS OR TO THE
DETRIMENT OF THE UNITED STATES?
A, THAT LOCATION, TOGETHER WITH JUST A VERY SMALL
DESCRIPTION OF THE NATURE OF THE PROJECT, WOULD
POTENTIALLY DAMAGE IT..
| MR. BENNETT: OBJECTION TO THE LAST PART, WITH

THE DESCRIPTION, YOUR HONOR. THAT LOCATION, PLUS A

DESCRIPTION OF IT. THAT'S NOT PART OF WHAT HE HAS

TESTIFIED TO.

THE COURT: SUSTAINED.

BY MR, DbUGLAss:
Q. MR. CROWELL, WOULD IT BE POSSIBLE TO INTELLIGENTLY
DISCUSS THIS PROJECT WITHOUT DISCLOSING THE NATURE OF THE
INFORMATION ABOUT THE IDENTITY OF THIS PROJECT THAT IN
CONJUNCTION WITH THAT LOCATION WOULD LEAD TO ADVANTAGE TO

A FOREIGN NATION OR DISADVANTAGE TO THE UNITED STATES?

11..;.'
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MR, BENNETT: OBJECTION, 'VAGUENESS. I CAN'T
UNDERSTAND THE QUESTION,
THE COURT: I DON'T UNDERSTAND IT EITHER.
MR, BENNETT: THANK YOU, YQUR HONOR,
THE COURT: SUSTAINED.

BY MR, DOUGLASS:

Q. WELL, IN ANSWERING THE PREVIOUS QUESTION, MR.

CROWELL, YOU INDICATED THAT THAT LOCATION, AS PROVIODED,

WITH EVEN A MINIMAL DESCRIPTION OF THE PROJECT, WOULD
BE =~ WOULD PROVIDE VALUABLE INFORMATION? |

MR, BENNETT: OBJECTION, YOUR HONOR.‘ YOU
SUSTAINED MY OBJECTION TO.THAT‘AND STRUCK THE ANSWER. HE
IS NOW FORMULATING THE SAME QUESTION.

THE COURT: AGAIN, I WILL SUSTAIN THE OBJECTION.

MR, BENNETT:. PARDON?

THE COURT: AND I AM AGAIN GOING TO SUSTAIN THE
OBJECTION,

~ MR. BENNETT: THANK YOQU,.

BY MR. DOUGLASS:

Q. WOULD IT BELPOSSIBLE, MR. CROWELL, TO HAVE ANY

DISCUSSION OF SUBSTANCE ABOUT THE PROJECT WITHOUT -- WOQULD
IT BE POSSIBLE TO HAVE ANY DISCUSSION ABOUT THE PROJECT TO

PROVIDE THE LOCATION AS MARKED ON THE MAP WITHOUT

PROVIDING THE MINIMAL DETAIL THAT WOULD BE NECESSARY TO

MAKE THAT LOCATION OF USE TO A FOREIGN COUNTRY?

12
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MR. BENNETT: OBJECTION. THAT CALLS FOR
SPECULATION ON THIS WITNESS. WOULD 1T BE POSSIBLE,

THE COURT: SUSTAINED.

BY MR. DOUGLASS:
Q.  MR. CROWELL, IN YOUR VIEW, WOULD ANY DISCUSSION OF
THE NATURE OF THIS PROJECT, BY NECESSITY, INCLUDE A

DESCRIPTION OF THE COMMUNICATIONS LINK THAT IS INVOLVED

HERE?

MR. BENNETT: OBJECTION, SAME BASIS, HE_IS JUST
REPHRASING --

MR, DOUGLASS: YOUR HONOR, MAY WE APPROACH THE
BENCH?

THE COURT: YES,
BROCEEOINGS AT THE BENCH
MR. DOUGLASS: YOUR HONOR, OBVIOUSLY WE'RE

DEALING IN AN AREA WHERE THE WITNESS CANNOT DESCRIBE TO

"THE JURY THE NATURE OF THE PARTICULAR COMMUNICATIONS LINK

WITH THIS QUESTION AND THIS IS A MATTER, OF COURSE, THAT
MR. BENNETT AND 1 HAVE DISCUSSED AND IS COVERED BY THE
STIPULATION.

IT SEEMS TO ME IT IS APPROPRIATE, IN LIGHT OF
THOSE RESTRICTIONS, THAT THE WITNESS IS ENTITLED TO GIVE.
AN OPINION THAT ANY DESCRIPTIOM, EVEN THE MOST MINUTE

DESCRIPTION OF THIS PROJECT, WOULD, BY NECESSITY, THE

13%]
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MINUTE YdU OPENED YOUR MOUTH, iDENTiFY THE PARTICULAR TYPE
OF LINK THAT iS iN QUESTiON HERE, BEFORE ONE COULD EVEN
TAKE THE NEXT STEP OF IDENTiFYING THE LOCATION.

IN ADDITION, YOUR HONOR, I THiNK THERE IS
TESTIMONY FROM SPECIAL AGE&T FAULKNER THAT MR, PELTON,
WHEN HE DESCRIBED THIS TO THE SOVIETS, HE SAID THAT HE
CHOSE 1T TO DESCRIBE TO THEM BECAUSE HE COULD DESCRIBE IT

TO THEM WITHOUT PROVIDING OR WITHOUT A GREAT DEAL OF

&

)

Y R P

TECHNICAL DISCUSSION, WHICH OBVIOUSLY SUGGESTS THAT WHAT |

WAS DISCUSSED WAS NOT MERELY THE LOCATiON BUT SOME
DESCRIPTION THAT WOULD, AT LEAST ON A MINIMAL BASIS,
IDENTIFY THE TYPE OF PROJECT THIS INVOLVED.

AND I AM ASKING THE WITNESS TO REACH AN OPINION
IN THAT AREA, OBVIOUSLY, WITHOUT IDENTIFYING IT TO THE
COURT AND JURY, THE NATURE OF THE éROJECT.

MR. BENMETT: MY MOST SIGNIFICANT RESPONSE IS
THAT THE GOVERNMENT CAN'T HAVE IT BOTH WAYS AND THAT IS
SHIELD FROM THE JURY AND DEFENSE COUNSEL, IN EFFECT, AND
THE PRESS AND EVERYBODY ELSE, ON THE GROUNDS OF NATIONAL
SECURITY, THE LOCA}ION, AND THEN ATTEMPT TO ASK QUESTIONS
TYING IN THE LOCATION TO OTHER ALLEGED INFORMATION
PROVIDED BY THE DE?ENDANT, BECAUSE THEN THEY ARE, IN
EFFECT, SAYING I CAN'T CROSS EXAMINE ON THAT BECAUSE OF
THIS CIPA INFORHATION. |

THEY WANT IT BOTH WAYS. THEY WANT THE CIPA

LA
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STIPULATION, WHICH HAS BEEN AGREED TO, BUT THEN, BECAUSE
OF THAT, BECAUSE OF THE EXACT LOCATION CANNOT BE
DISCLOSED, IN EFFECT, BE ABLE TO ASK THE QUESTION, WHICH I
SUBMIT IS INAPPROPRIATE ANYWAY BUT THEN I COULDN'T
POSSIBLY CROSS EXAMINE ON THAT IN THIS AREA WITHOUT
VIOLATING THE CIPA STIPULATION. THEY WANT TO GET THE
OPINION OUT, WITHOUT DISCLOSING THE LOCATION, BUT THEN TO
CUT OFF ANY AVENUE OF EFFECTIVE CROSS EXAMINATION, AND,
PLUS, THE QUESTION IS INAPPROPRIATE. IT'S JUST REPHRASING
IT THE WAY IT WAS BEFORE.

MR. DOUGLASS: WELL, THE RESTRICTIONS BASED UPON
THE CIPA STIPULATION ARE SPECIFIC RESTRICTIONS THAT WE
HAVE DISCUSSED PREVIOUSLY AND AGREED TO. I AM NOT ASKING
THIS WITNESS TO MAKE ANY STATEMENTS THAT WOULD AFFECT IN
ANY WAY THAT INFORMATION OR THAT WOULD IN ANY WAY RESTRICT
MR. BENNETT'S CROSS EXAMINATION. 1 DON'T THINK THE
PARTICULAR FACTS THAT WE HAVE AGREED NOT TO DIVULGE WOULD
CAUSE A PROBLEM WITH RESPECT TO CROSS EXAMINATION.

ALL I'M ASKING THE WITNESS TO SAY IS, AND HE
CERTAINLY IS OF THE OPINION THAT ONE COULD BARELY OPEN
ONE'S MOUTH ABOUT THIS PROJECT IN THE COURSE OF
IDENTIFYING THAT LOCATION AND SAY ANYTHING ABOUT THE
PROJECT WITHOUT PROVIDING A DEFINITION OF THE TYPE OF LINK
THAT IS IN QUESTION, AND THAT'S THE ONLY MINIMAL PIECE OF

INFORMATION YOU WOULD NEED IN CONJUNCTION WITH THAT
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LOCATION TO FIND THE SYSTEM,

THE‘COURT: MAYBE I'M MISINFORMED BUT IT SEEMS TO
ME A MUCH SIMPLER QUESTION COULD BE ASKED AND THAT WOULD
BE WHAT KIND OF INFORMATION WOULD A FOREIGN POVER NEED TO
HAVE IN ADDITION TO THE LOCATION TO CONSTITUTE A LIKELY
HARM TO THE UNITED STATES.

MR, DOUGLASS: I°'LL ASK THAT QUESTION.

MR. BENNETT: WELL, 1 THINK YOUR HONOR IS ON
POINT, BECAUSE I THINK THAT THEN GETS AWAY FROM THE AREA,

THE COURT: EVERY ONCE IN A WHILE I AM.

MR, BENNETT: NO, I DIDN'T MEAN TO IMPLY THAT YOU
WEREN'T OTHER TIMES. I HOPE YOU DIDN'T TAKE IT THAT WAY.

THE COURT:  NO.

BROCEEDINGS IN QOPEN COURT
THE COURT: GO AHEAD,
MR. DOUGLASS: THANK YOU, YOUR HONOR.

BY MR. DOUGLASS:

Q. KMR. CROWELL, WITHOUT DESCRIBING THE NATURE OF THE
COMMUNICATION SYSTEMS AT ISSUE HERE, WHAT, IF ANY,
INFORMATION, IN ADDITION TO THE LOCATION AS MARKED ON THAT
MAP, WOULD BE NECESSARY FOR A REPRESENTATIVE OF fHE SOVIET
UNION TO BE ABLE TO GLEAN USEFUL INFORMATION FROM THE
LOCATION AS MARKED?

A. EITHER AN UNDERSTANDING OF THE KIND OF EQUIPMENT

THAT WAS EMPLOYED OR KNOWLEDGE OF THE LINK USERS OR ANY

116
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1 TERMINAL IN THE LINK, i
2 Q.  AND BASED UPON YOUR EXPERIENCE IN THE SIGNALS 3
3 INTELLIGENCE BUSINESS PART OF THE SOVIET UNION, WOULD THE
4 NATURE OF THESE LINKS BE INFORMATION THAT WOULD BE
5 AVAILABLE TO THE SOVIETS?

6 A.  THEY CERTAINLY UNDERSTAND THEIR OWN COMMUNICATIONS

7 LINKS, YES,

8 Q.  ARE YOU FAMILIAR WITH THE PROJECT WHICH, FOR

9 .| PURPOSES OF THIS TRIAL, WE HAVE CALLED PROJECT B? ;
10 "A.  YES, I AM. . . S
11 Q.  AND WOULD YOU TELL THE JURY, IS THAT PROJECT . s
12 CLASSIFIED? | -
13 A.  YES, IT IS. IT'S CLASSIFIED. :
14 Q. AND AT WHAT LEVEL IS IT CLASSIFIED?

15 A. 1T IS A TOP SECRET PROJECT.

16 Q.  WOULD YOU DESCRIBE, IN GENERAL TERMS, WHAT THAT

17 PROJECT IS ABOUT?

18 A.  IT IS A MAJOR UPGRADE OF EQUIPMENT USED BY THE

19 NATIONAL SECURITY AGENCY FOR THE COLLECTION AND RAPID

20 FORWARDING OF INFORMATION, OF SIGNALS.

21 Q.  DOES THAT PROJECT HAVE ANYTHING TO DO WITH THE SPEED
22 OF OR THE TIMELINESS THAT SIGNALS ARE MADE AVAILABLE 70

23 THE ULTIMATE USERS?

24 MR, BENNETT: OBJECTION. LEADING.

25 THE COURT: SUSTAINED.
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BY MR, DOUGLASS:
Q. WHAT, lf ANY, ADVANTAGE IS THE RESULT OF THAT
PROJECT?
A. IT GREATLY INCREASES THE SPEED AT WHICH WE COULD
HANDLE SIGNALS ON ALL OF THIS INFORMATION,
Q. NOW, MR. CROWELL, IN YOUR OPINION, WOULD THE
DISCLOSURE OF INFORMATION RELATING TO THAT PROJECT BE OF
POTENTIAL INJURY TO THE UNITED STATES OR POTENTIALLY
ADVANTAGEOUS TO THE SOVIET UNION?

A. IN MY OPINION, YES. ; . o

LS

Q. WHY IS THAT TRUE?
A.  WELL, FIRST OF ALL, INFORMATION GIVEN TO THEM WHICH
WOULD ALLOW THEM TO KNOW THE SPEED WITH wn:cH WE CAN -
INTERCEPT ANb PROCESS SIGNALS WOULD ALLOW THEM TO BETTER - -
ASSESS OUR CAPABILITIES AGAINST THEIR COMMUNICATIONS.

IT WOULD ALLOW THEM TO MAKE DIFFERENT JUDGMENTS
AS 1 POINTED OUT TO THE JURY EARLIER WITH REGARD TO THE
VALUE OF CERTAIN KINDS OF COMMUNICATIONS INFORMATION, IN
THAT SOME INFORMATION HAS MORE VALUE IF IT IS TIMELY.
Q. NOW, MR. CROWELL, ARE YOU FAMILIAR WITH THE PROJECTS
WHICH FOR PURPOSES OF THIS TRIAL HAVE BEEN IDENTIFIED AS
PROJECT C AND D?
A. YES, I AM.

Q. AND ARE THOSE CLASSIFIED?

A. YES.
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Q. AND AT WHAT LEVE!. ARE THOSE éLASSIFIED?
A TOP SECRET AND COMPARTMENTED.
Q. WHAT 1S COMPARTMENTED?
A, COMPARTMENTATION IS A WAY OF RESTRICTING THE ACCESS
TO INFORMATION ABOUT SPECIFIC PROJUECTS TO A VERY LIMITED
NUMBER OF PEOPLE WHO MUST KNOW THAT INFORMATION IN ORDER
TO BE ABLE TO DO THEIR JOB.
Q. AND I DON'T BELIEVE I ASKED YOU BUT, IN FACT, IS
PROJECT A A COMPARTMENTED PROJECT AS WELL?
A. YES, IT WAS.
Q. NOW, GENERALLY, WHAT WERE PROJECTS C AND D?
A. PROJECT C AND D INVOLVED COLLECTION FROM UNDISCLOSED
LOCATIONS.
Q.. AND, IN YOUR OPiNION, MR. CROWELL, WOULD INFORMATION

RELATING TO THOSE UNDISCLOSED LOCATIONS BE OF POTENTIAL

19°%

INJURY TO THE UNITED STATES OR POTENTIAL ADVANTAGE TO THE .

SOVIET UNION, IF DISCLOSED TO THE SOVIET UNION?
A.  YES, IN MY OPINION, THEY WOULD BE.
Q.  AND FOR WHAT REASON?
A. [ - )

MR. BENNETT: YOUR HONOR, JUST FOR THE RECORD, I
ASSUME, BASED ON OUR BENCH CONFERENCE, YOU WOULD ALLOW ME
A CONTINUING OBJECTION TO THESE OPINION QUESTIONS COVERING

EACH PROJECT.

THE COURT: YES.
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MR, BENNETT: THANK YOU,

BY MR. DOUGLASS:
Q. YOU MAY ANSWER THE QUESTION. WHY WOULD THAT BE OF
ADVANTAGE?
A. WELL, IT WOULD ALLOW THEM TO UNDERSTAND THE CURRENT
NATURE, CURRENT AT THE TIME THEY GATHERED THE INFORMATION,
CURRENT NATURE OF THE CAPABILITY AT THOSE COLLECTION
FACILITIES.
Q. NOW, LET ME ASK YOU ANOTHER QUESTION IN THIS REGARD,
IF THERE WERE EVIDENCE IN THIS CASE INDICATING THAT SUCH
INFORMATION HAD BEEN MADE AVAILABLE TO THE SOVIETS BUT
THAT THEY DIDN'T APPEAR TO BE INTERESTED IN SUCH
INFORMATION, AND IF ONE WERE TO CdNCLUDE FROM THAT THAT
PERHAPS THEY EVEN HAD SUCH INFORMATION PREVIOUSLY, WOULD
THé PROVIDING OF SUCH INFORMATION TO THEM AT A SPECIFIC
TIME AND PLACE NEVERTHELESS BE OF VALUE TO THE SOVIETS OR
DETRIMENTAL TO THE UNITED STATES, NOTWITHSTANDING THE FACT
THAT THERE MAY HAVE BEEN PRIOR KNOWLEDGE?

. MR, BENNETT: OBJECTION, BECAUSE THE HYPOTHETICAL
DOES ASSUME FACTS NOT IN EVIDENCE, AMD THAT IS THAT THE
SOVIET UNION KNEW ABOUT IT FROM OTHER SOURCES.

THE COURT: SUSTAINED.
BY MR. DOUGLASS:
Q. MR. CROWELL, ARE YOU AWARE OF THE USE OF THE WORD

CONFIRMATION IN THE INTELLIGENCE COMMUNITY?

-
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1 A. YES.

2. Q.  AND WHAT IS THE MEANING OF THE TERM CONFIRMATION? :
3 A. ESSENTIALLY, WHEN INTELLIGENCE SOURCES ARE NOT

4 EITHER TOTALLY UNDERSTOOD IN TERMS OF THEIR RELIABILITY OR

5 THERE IS SOME WEAKNESS IN THE INFORMATION IN TERMS OF

6 DETAIL, CONFIRMATION IS A PROCESS OF BEING ABLE, FROM A

7 DIFFERENT SOURCE, TO CONFIRM SPECIFIC FACTS AND BE CERTAIN

8 OF THOSE FACTS FOR YOUR OWN INTELLIGENCE ASSESSMENT

) 9 . PURPOSES.

10 Q. SO IS IT ACCURATE TO SAY THEN THAT THERE IS A VALUE -
11 TO CONFIRMING INFORMATION RECEIVED AT A PARTICULAR POINT

12 IN TIME, EVEN THOUGH IT MAY SIMPLY CONFIRM SOMETHING THAf'—_
13 WAS PREVIOUSLY KNOWN?

14 A.  ABSOLUTELY.
15 MR. BENNETT: OBJECTION. EVEN THOUGH IT WOULD

16 CONFIRM SOMETHING PREVIOUSLY KNOWN. THAT HAS NOT BEEN

17 PROVEN,
18 THE COURT: I WILL SUSTAIN THE OBJECTION,
19 MR. BENNETT: COULD WE HAVE THE JURY DIRECTED TO

20 STRIKE HIS ANSWER, AND HAVE THE JURY DIRECTED NOT TO

21 CONSIDER IT?

22 THE COURT: YES, I WILL DIRECT THE JURY NOT TO

23 CONSIDER THE ANSWER.

24 BY MR. DOUGLASS:

25 Q.  MR. CROWELL, ARE YOU FAMILIAR WITH THE PROJECT
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WHICH, FOR PURPOSES OF THIS CASE, HAS BEEN REFERRED TO AS
PROJECT E? |
A.  YES, 1 AM,

Q.  AND, GENERALLY, WOULD YOU TELL THE JURY THE NATURE
OF PROJECT E?

A.  YES, IT WAS A PROJECT WHICH CONCERNED A SPECIFIC
SOVIET SIGNAL,

Q.  AND WAS THAT PROJECT CLASSIFIED?

A. IT WAS CLASSIFIED TOP SECRET AND IN 1979 WAS -~ OR,
I1'M SORRY, PRIOR TO 1979, HAD BEEN A COMPARTMENTED
PROJECT .

Q.  NOW, ARE YOU FAMILIAR WITH THE DOCUMENT CALLED THE
SIGNAL PARAMETERS FILE?

A.  YES, 1 AM,

Q.. AND I HAVE PLACED BEFORE YOU GOVERNMENT'S EXHIBIT
11. DO YOU RECOGNIZE THAT DOCUMENT?

A.  YES.

Q. 1S THAT A REDACTED FORM OF PARTS OF THE 1978 SIGNAL
PARAMETERS FILE?

A. YES, IT IS.

Q.  AND ARE YOU FAMILIAR WITH THE ORIGINAL VERSION, THE
TOTAL DOCUMENT, 1978 SIGNAL PARAMETER FILE?

A.  YES, I AM.

Q. 1S PROJECT E, THE SIGNAL INVOLVED IN PROJECT E, ONE

OF THE SIGNALS THAT IS INCORPORATED IN THAT TOTAL SIGNAL
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PARAMETERS FILE? |
A. YES.
Q.  NOW, WITH RESPECT TO THE SIGNAL PARAMETERS FILE, 1S
THAT DOCUMENT CLASSIFIED?
A.  YES, IT IS.
Q.  AND AT WHAT LEVEL IS IT CLASSIFIED?
A.  TOP SECRET.
Q. WHAT IS THE PURPOSE OF THE SIGNAL PARAMETERS FILE?
WHAT 'S THE OOCUMENT USED FOR?
A.  I1T'S A COMPENDIUM OR A COLLECTION OF TECHNICAL.
INFORMATION ABOUT THE SIGNALS, ABOUT MANY OF THE SOVIET
SIGNALS THAT THE U.S5. COLLECTS.

MR. DOUGLASS: NOW, MR. CROWELL, I WOULD ASK YOU
IF YOU COULD AT THIS FOiNT TO APPROACH THE JURY WITH THAT
DO&UMENT AND TURN TO THE THIRD PAGE OF IT AND DESCRIBE
CERTAIN ELEMENTS CONTAINED THEREIN, WITH YOUR HONOR'S
PERMISSION,

THE COURT: YES.

BY MR. DOUGLASS:
Q. NOW, MR. CRGWELL, THE THIRD PAGE OF THAT DOCUMENT
HAS BEEN REDACTED FROM THE ORIGINAL, IS THAT CORRECT?
A. THAT 1S CORRECT.
Q. AND WHAT IS ACTUALLY ON THE THIRD PAGE OF THAT
DOCUMENT WOULD MERELY BE THE HEADINGS THAT WQULD BE

CONTAINED ON THE ORIGINAL DOCUMENT, IS THAT CORRECT?

23 7
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1 A.  THAT IS CORRECT. .

2 Q.  THAT IS THE SUBSTANTIVE INFORMATION THAT WOULD

3 FOLLOW THOSE HEADINGS IN THE ORIGINAL DOCUMENT HAS BEEN

4 WIPED OFF, 1S THAT CORRECT?

5 A.  THAT IS CORRECT.

6 Q.  NOW, I WOULD ASK YOU TO DESCRIBE TO THE JURY WHAT

7 THOSE HEADINGS ARE, WHAT THEY MEAN?

8 A.  THE FIRST HEADING IS COVER NAME AND THAT IS A NAME

9 GIVEN TO A SIGNAL OR A KNICKNAME, IF YOU WILL, FOR OUR USE
10 INTERNALLY. ‘
11 THE SECOND IS THE CLASSIFICATION AND THAT IS A

12 MORE DETAILED ARBITRARY DESIGNATER GIVEN TO THE SIGNAL SO -
13 THAT WE CAN KEEP TRACK OF IT IN OUR COLLECTING PROCESSES
14 AND IN OUR COMPUTER SYSTEMS.

15 THE THIRD 1S THE FREQUENCY RANGE. THAT IS

16 USUALLY STATED IN TERMS THAT I'VE DISCUSSED EARLIER OF

17 VHF, UHF, VERY HIGH FREQUENCY, ULTRA HIGH FREQUENCY, OR

18 HF /. HIGH FREQUENCY, OR OTHER FREQUENCY RANGES.

19 % 1HE MODULATION REFERS 70 THE MANNER IN WHICH THE
20 INFORMATION IS APPLIED TO THE SIGNAL AND I THINK MOST OF
21 YOU ARE FAMILIAR WITH THE TERM FM IN TERMS OF RADIO

22 STATIONS. FM IS A FORM OF MODULATION. IT IS FREQUENCY

23 MODULATION., THAT IS INFORMATION IS PROVIDED BY VARYING .
24 FREQUENCIES ,

25 AM 1S ANOTHER WAY IN WHICH INFORMATION CAN BE PUT
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ON A SIGNAL, THAT IS AMPLITUDE MODULATION; THAT IS
CHANGING THE INTENSITY OR AMPLITUDE OF THE SIGNAL.

THE SIGNAL TYPE 1S A DESCRIPTION OF THE SIGNAL IN
GENERAL TERMS, AS I'VE DESCRIBED TO YOU EARLIER, TELETYPE,
VOICE, FACSIMILE, AND SO ON, THE USER IS WHO USES THE
SIGNAL, ARMY, NAVY, OTHER KINDS OF USER DESIGNATIONS.

THE EXTERNAL PARAMETERS ARE A DESCRIPTION OF THE
COMMON FEATURES OF THE SIGNAL THAT CAN BE USED TO
DISCRIMINATE 1T FROM SIGNALS OF THE SAME TYPE.

SdiThAT —~ AND WHEN YOU HEARD THE TAPE EARLIER,
IT'S A WAY ~~ ANOTHER WAY OF VERBALLY DESCRIBING HOW THE
SIGNAL APPEARS.

THE INTERNAL PARAMETERS ARE A DESCRIPTION o? THE
INTERNAL STRUCTURE OF THE SIGNALS, INCLUDING A VERY
GE&ERAL DESCRIPTION OF THE FORM OF ENCRYPTION, IF THERE IS
ANY, ON THE SIGNAL. |
Q. THANK YOU, MR. CROWELL. YOU MAY RETURN TO YOUR
SEAT. NOW, THE SIGNALS THAT ARE LISTED IN THE COMPLETE
DOCUMENT, THE 1978 SIGNAL PARAMETERS FILE, ARE SOVIET
SIGNALS, IS THAT CORRECT?
A. THAT IS CORRECT.
Q. NOW, MR. CROWELL, IN YOUR OPINION, WOULD INFORMATION
AS CONTAINED IN THAT DOCUMENT, IF DISCLOSED TO THE SOVIET
UNION, BE POTENTIALLY INJURICUS TO THE UNITED STATES OR

POTENTIALLY ADVANTAGEOUS TO THE SOVIET UNION?
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1 A.  IN MY OPINION, YES.
2 Q.  AND WHY IS THAT?
3 A.  FIRST OF ALL, IT WOULD REVEAL THE VERY FACT THAT WE
4 CAN COLLECT A PARTICULAR SIGNAL. SIMILARLY, IT REVEALS TO
5 SOME EXTENT THAT THERE MAY BE SIGNALS THAT ARE DIFFICULT
6 FOR US TO COLLECT IN THE DESCRIPTIVE DATA, AND THE
7 ACCURACY OF THAT DATA.
8 IT REVEALS TO -- IT REVEALS THE DEGREE OF
B KNOWLEDGE WE HAVE OF THAT SIGNAL. AND IT ALSO CAN REVEAL
10 THE PRIORITY THAT WE ATTACH TO THE SIGNALS, i
11 Q. AND OF WHAT VALUE WOULD THAT SORT OF INFORMATION BE
12 TO THE SOVIET UNION?
13 A.  WELL, THE FACT THAT WE CAN COLLECT AND ALL OF THE
14 OTHER FEATURES THAT 1'VE DESCRIBED ALLOW THEM TO MAKE A - -
15 VERY GOOD ASSESSMENT OF OUR SIGNALS INTELLIGENCE
16 CAPABILITY AGAINST SPECIFIC SIGNALS, AND IT ALSO ALLOWS
17 THEM TO IDENTIFY OUR WEAKNESSES.
18 IT WOULD ALLOW THEM TO CAPITALIZE ON OUR
19 WEAKNESSES, IF THERE ARE PARTICULAR SIGNALS THAT THEY
20 BELIEVE WOULD BE MORE EFFECTIVE AGAINST OUR COLLECTION
21 CAPABILITY.
22 IT WOULD ALSO ALLOW THEM TO MAKE CHANGES IN THOSE
23 SIGNALS IF THEY BELIEVED THAT THEY WERE SUBJECT TO SOME
24 LEVEL OF EXPLOITATION.
25 Q.  IN ADDITION TO IDENTIFYING THE FACT THAT PARTICULAR
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SIGNALS WERE COLLECTED, OR THE PRIdRIfY THAT WOULD BE
ATTACHED TO PARTICULAR SIGNALS, ARE THERE OTHER REASONS
WHY THAT INFORMATION WOULD BE POTENTIALLY ADVANTAGEOQOUS ==
OF POTENTIAL ADVANTAGE TO THE SOVIETS, OR POTENTIALLY OF
HARM TO THE UNITED STATES.

MR. BENNETT: OBJECTION. 1 THINK HE HAS ASKED
AND ANSWERED THAT.

THE COURT: OVERRULED.

THE WITNESS: I BELIEVE THAT IF WE GO BACK TO
SOMETHING THAT I SAID EARLIER ABOUT WE REALLY ARE NOT ABLE
TO COLLECT ALL OF THE SIGNALS, KNOWING —-- BECAUSE WE DON'T
HAVE ENOUGH RESOURCES TO DO IT.

KNOWING ABOUT OUR CAPABILITIES, AND kNOWING WHERE
OUR PRIORITIES ARE.REALLY ALLOW THE SOVIETS TO BE VERY, IF-
YOG WILL, COST EFFECTIVE IMN MAKING ADJUSTMENTS TO THEtR
COMMUNICATIONS IN RESPONSE TO THE THREAT WE POSE TO THEM.
Q. ARE THERE ECONOMIC COSTS TO THE UNITED STATES ~-
WELL, WOULD AN ECONOMIC COST TO THE UNITED STATES 5E A
POTENTIAL INJURY OR HARM THAT WOULD FLOW FROM THE
DISCLOSURE OF THAT TYPE OF INFORMATION?

MR. BENNETT: OBJECTION, LEADING.

THE COURT: SUSTAINED.

BY MR. DOUGLASS:

Q. IN ADDITION TO THE MATTERS WHICH YOU PREVIOQUSLY

DISCUSSED, ARE THERE ANY OTHER AREAS OF POTENTIAL IMJURY

-
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1 OR POTENTIAL ADVANTAGE THAT WOULD FLOW FROM THE DISCLOSURE
2 OF SUCH INFORMATION? .
3 A. AS I -~ WELL, THE ANSWER IS YES. J
4 Q. WHAT ARE THEY?
5 A. THEY ARE THE FACT THAT MANY OF THE CAPABILITIES THAT
6 WE HAVE INVESTED IN TO COLLECT SIGNALS LIKE THIS ARE
7 EXTREMELY COSTLY, AND MANY OF THEM COULD BE RENDERED
g INEFFECTIVE.

’ 9 MR. DOUGLASS: THANK YOU, MR. CROWELL. I HAVE NO
10 FURTHER QUESTIONS OF THIS WITNESS. 5
11 ‘ THE COURT: MR. BENNETT.

12 'GROSS EXAMINATION
13 BY MR; BENNETT:
14 Q. MR. CROWELL, WHO DETERMINES THE CLASSIFICATION
k 15 STATUS OF INFORMATION, DOCUMENTS, OR PROJECTS AT NSA?
16 A. CLASSIFICATION AUTHORITIES WITHIN EACH ORGANIZATION..‘
17 Q. SO THEY HAVE A SEPARATE CLASSIFICATION AUTHORITY
18 WITHIN NSA, CORRECT?
19 A. THERE ARE-MANY CLASSIFICATION AUTHORITIES THAT ARE
20 ASSIGNED TO EACH OF THE ORGANIZATIONS.
21 Q. AND YOU HAVE A WORKING KNOWLEDGE, DO YOU NOT, OF HOW
22 THE SECURITY CLASSIFICATIONS ARE ASSIGNED TO VARIOUS
23 CATEGORIES OF INFORMATION?
24 A. YES, 1 DO.
25 Q. AND YOU ARE AWARE, ARE YOU NOT, THAT THE UNITED
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1 STATES GOVERNMENT HAS OFTEN BEEN CRITICIZED BY THE MEDIA

2 FOR CLASSIFICATION OF -- FOR CLASSIFYING TOO MUCH MATERIAL . °
3 IN THEIR EFFORT TO KEEP IT FROM THE PUBLIC,

4 MR. DOUGLASS: OBJECTION, YOUR HONOR.

5 THE COURT: OVERRULED,

6 BY MR, BENNETT:

7 Q. ARE YOU AWARE OF THAT, SIR?

8 A. I HAVE READ SUCH STORIES.

9 Q. AND HEARD ABOUT IT TOO, HAVE YOU NOT, IN ADDITION TO
10 READING IT?

11 A. I HAVE READ IT IN THE MEDIA, YES.

12 Q. AND THAT WOULD INCLUDE OVERCLASSIFYING DOCUMENTS,

13 CORRECT, AND OVERCLASSIFYING INFORMATION; CRITICISM FROM
14 THE FOURTH ESTATE, SO TO SPEAK, THE MEDIA, THE PRESS?
15 A.' YES.
16 Q. IN FACT, ISN'T THERE A TENDENCY WITHIN THE

17 GOVERNMENT TO USE AN ESPECIALLY HIGH CLASSIFICATION SYSTEM
18 TO RESTRICT THE NUMBER OF PEOPLE EXPOSED TO PROJECTS?
19 A. THE PURPOSE OF RESTRICTING THE NUMBER OF PEOPLE

20 EXPOSED TO PROJECTS IS TO PROTECT THE INFORMATION ABOUT

21 THOSE PROJECTS IN THE INTEREST OF NATIONAL SECURITY.

22 Q. BUT THERE IS, IS THERE NOT, =- I DON'T THINK THAT ~
23 QUITE THE QUESTION I ASKED, SIR. LET ME TRY IT AGAIN.
24 IS THERE NOT A TENDENCY WITHIN THE GOVERNMENT,
25 THE UNITED STATES GOVERNMENT, TO USE AN ESPECIALLY HIGH
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1 CLASSIFICATION ON VARIOUS PROJECTS OR INFORMATION TO

2 RESTRICT THE NUMBER OF PEOPLE EXPOSED TO A SENSITIVE

3 PROJECT?

4 A.  TENDENCY IS THE WORD THAT'S HANGING ME UP. I DO NOT

5 BELIEVE THERE IS A TENDENCY. I BELIEVE THAT DOES OCCUR.

6 Q. DOES OCCUR. AND THERE IS A HIGH AMOUNT OF SECRECY

7 AT NSA, CORRECT?

8 A.  THAT IS CORRECT.

9 Q. IN FACT, EMPLOYEES THAT WORK THERE ARE TOLD TO

10 INDICATE THAT THEY WORK FOR DOD AND NOT NSA, CORRECT? - :
11 A.  YES.

12 Q. ON JOB APPLICATIONS OR LOAN APPLICATIONS AND ‘
13 ELSEWHERE? ' X
14 A.  NO, YOU ARE INCORRECT.

15 Q. PARDON?

16 A. YOU ARE INCORRECT.

17 Q. ' IN WHAT RESPECT ARE THEY TOLD TO INDICATE THEY WORK
18 FOR DOD AND NOT NSA?

19 A. IN THEIR GENERAL DEALINGS IN THE COMMUNITY.

20 Q. GENERAL DEALINGS,

21 A. BUT NOT IN FINANCIAL MATTERS OR OTHER MATTERS THAT

22 REQUIRE A MATTER OF RECORD.

23 Q. NOW, YOU HAVE INDICATED THAT THE CLASSIFICATION TOP

24 SECRET APPLIES TO INFORMATION WHICH, IF DISCLOSED, COULD

25 BE EXPECTED TO CAUSE EXCEPTIONALLY GRAVE DAMAGE TO THE
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NATIONAL SECURITY, CQRRECT? .
A. YES.
Q. YOU WOULD AGREE, WOULD YOU NOT, THAT NOT EVERY
DOCUMENT IN THIS GOVERNMENT OR PIECE OF INFORMATION OR
PROJECT WHICH 1S CLASSIFIED TOP SECRET WOULD, IF
DISCLOSED, CAUSE EXCEPTIONALLY GRAVE DAMAGE TO THE UNITED
STATES, CORRECT?
A WELL, I WOULD AGREE THAT NOT -~ 1 GUESS I WOULD HAVE
TO AGREE WITH THAT, YES. .
Q. S0 IS THAT NOT SAYING, IN EFFECT, THAT THERE IS SOME
INFORMATION CLASSIFIED TOP SECRET WHICH, IF DISCLOSED,

WOULD NOT CAUSE EXCEPTIONALLY GRAVE DAMAGE TO THE UNITED

STATES?
A. A VERY SMALL AMOUNT, YES.
Q. . BUT AN AMOUNT, CORRECT?
A, SOME ‘AMOUNT- |
Q. IN SHORT THEN, SOME DOCUMENTS OR PROJECTS ARE
OVERCLASSIFIED, CORRECT?
A. I BELIEVE THAT THAT 1S NOT TRUE, IN TERMS OF THE
DOCUMENTS THAT WE ATTEMPT TO PROTECT -- ATTEMPT TO
CLASSIFY.

THE GENERAL GUIDEL INES ARE TO MAKE SURE THAT DATA
THAT COULD LEAD TO THE TRUE NATURE OF PROdECfS IS NOT
REVEALED, AND SO MOST PROJECTS OR A PROJECT NAME AND OTHER

DATA ABOUT THE PROJECTS WHERE THEY ARE COMPARTMENTED WOULD
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INCLUDE FACTS THAT COULD LEAD BACK.TO THE NATURE OF THE
PROJECT .
AND SO THEY ARE, IN MY OPINION, CORRECTLY
CLASSIFIED.
Q. IS NOT THE DEFINITION FOR TOP SECRET WOULD, IF

DISCLOSED, CAUSE EXCEPTIONALLY, NOT POTENTIALLY CAUSE, BUT

CAUSE EXCEPTIONALLY GRAVE DAMAGE?

Al 1 THINK IT SAYS REASONABLY CAUSE EXCEPTIONALLY GRAVE

DAMAGE.

Q. IN THE CFR?

A. YES.

Q. ALL RIGHT. REASONABLY CAUSE EXCEPTIONALLY GRAVE

DAMAGE?

A. YES. AND I BELIEVE THE DESCRIPTION [ JUST GAVE YOU

FITS THAT.
Q. BUT IT'S WOULD AND NOT COULD, CORRECT, IN THE CFR?
A. I BELIEVE 1T SAYS COULD REASONABLY CAUSE

E§CEPTIONALLY GRAVE DAMAGE.

Q: NOW, IS NOT THE MERE PHONE BOOK WITHIN NSA WHICH
CONTAINS THE EMPLéYEES NAMES, UNCLASSIFIED SECTION
DESIGNATOR AND PHONE NUMBERS A CLASSIFIED DOCUMENT?

A, THAT IS CORRECT.

Q. AND ISN'T IT A FACT THAT THE TAPE RECORDINGS IN THIS
CASE, THE JANUARY 14TH, 1980 AMD THE JANUARY 15TH, 1980

TELEPHONE CONVERSATIONS, ALLEGEDLY BETWEEN MR, PELTON AND
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SOVIET AGENTS, ARE CLASSIFIED?

A. I DON'T BELIEVE THAT IS A QUESTION THAT 1 CAN ANSWER
BECAUSE 1T IS NOT THE PROPERTY OF MY AGENCY. THE
CLASSIFICATION IS ASSIGNED BY THE ORGANIZATION THAT DOES
THE COLLECTION,

Q. I RECOGNIZE THAT. YOU HAVE KNOWLEDGE YOQURSELF, DO
YOU NOT, THAT THOSE 2 TAPE RECORDINGS, JANUARY 14TH AND
JAMUARY 15TH, ARE CLASSIFIED TAPES, SO TO SPEAK?

A. I WOULD REASONABLY BELIEVE THEY WERE,.YES.

e

4

Q. AND THEY REMAIN CLASSIFIED AT THIS TIME EVEN THOUGH . -

MAJOR U.S. NEWSPAPERS AND MEDIA HAVE REPORTED ON THAT,
CORRECT? |

MR, DOUGLASS: OBJECTION, YOUR HONOR. IT'S
MI?LEADING.

THE COURT: SUSTAINED.

MR, DOUGLASS: AND, YOUR HONOR, 1 THINK WE NEED

TO APPROACH THE BENCH ON THAT,

THE COURT: VERY WELL.,

BROCEEDINGS AT THE BENCH

MR, DOUGLASS: YOUR HONOR, I THINK IT'S EXTREMELY
MISLEADING FOR MR, BENNETT TO SUGGEST TO THIS JURY THAT
THOSE TAPES HAVE BEEN REPORTED IN THE PRESS WHEN, IN FACT,
AS HE WELL KNOWS, THERE IS PARTICULAR INFORMATION WHICH IS
THE ONLY INFORMATION ABOUT THOSE TAP:S THAT'S CLASSIFIED

WHICH IS NOT PROVIDED TO THE PRESS.
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MR, BENNETT: 1 DON'T THINK IT'S MISLEADING
BECAUSE THE QUESTION WAS PHRASED IN SUCH A WAY THAT IT
INCLUDED THE VERY EXHIBITS IN THIS CASE AND, IN FACT,
MAJOR NEWSPAPERS HAVE REPORTED ON THE TAPES, INCLUDING
THOSE PORTIONS WHICH WERE AND REMAIN CLASSIFIED, INCLUDING
THE BOSTON GLOBE AND THE CHICAGO TRIBUNE AND THE NEW YORK
TIMES.

THE PURPOSE OF THE -- YOU HAVE ALREADY SUSTAINED

THE OBJECTION, AND I WAS MOVING ON TO ANOTHER TOPIC. I'LL

E R U

GO ON TO THE NEXT SUBUJECT. : “

-

MR, DOUGLASS: I WOULD SUGGEST THAT IT WOULD BE
APPROPRIATE TO INFORM THE JURY THAT THERE ARE PORTIONS OF
THOSE TAPES THAT HAVE NOT BEEN RELEASED TO THE PRESS. - ‘f

THE COURT: YES, I THINK THAT SHOULD HAVE BEEN N
INCLUDED IN THE QUESTION, THAT THE TAPES THAT HAVE BEEN
PRINTED IN THE PAPERS HAVE BEEN REDACTED VERSIONS,

MR, BENNETT: I UNDERSTAND THAT. I WAS GOING TO
GO ON TO MY NEXT QUESTION TO GET INTO THAT. THE POINT IS
HE CUT ME OFF OR YOU CUT ME OFF OR HIS OBJECTION CUT’ME
OFF AT THE PASS, fHAT.l COULD NOT THEN FORMULATE MY NEXT
QUESTION WHICH WAS THAT THE PORTION THAT HAS BEEN WITHHELD
FROM THE PRESS AND THE PUBLIC DEALT WITH, QUOTE, TARGETED
PREMISES, END QUOTE, AND THEN GO ON INTO THAT IN THAT
AREA.,

I WAS GOING TO MAKE IT CRYSTAL CLEAR AND HAVE HIM
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ACKNOWLEDGE AND EXPLAIN TO THEM; AFTER IT GOT CUT OFF FROM h
THE OBJECTION, YOU'VE, IN EFFECT, GIVEN THE'APPEARANCE TO
THE JURY THAT THEY ATTEMPTED TO DO A MISLEADING AREA.

THAT WAS EXACTLY MY NEXT QUESTION,

MR. DOUGLASS: WELL, YOUR HONOR, I DON'T THINK
THERE IS5 ANY RELEVANCE AT ALL TO GOING INTO THIS WITNESS'
TARGETED PREMISES OR NOT TARGETED PREMISES. HE HAS
ALREADY STATED THOSE TAPES HAVE NOTHING TO DO WITH NSA,

HIS ORGANIZATION.

»

ALL I AM SUGGESTING IS THAT IF MR. BENNETT WANTS

4N

o Nebe

TO GET -- I WOULD SUGGEST THAT THE COURT SIMPLY STATE, OR

IF MR. BENNETT WOULD PREFER, FOR PURPOSES OF THE

APPEARANCE BEFORE THE JURY, THAT HE COULD SIMPLY STATE, IN

FAIRNESS, MR. CROWELL, WE'RE ALL AWARE THAT THERE ARE

PORTIONS OF THOSE TAPES THAT WERE WITHHELD FROM THE PRESS.
MR, BENNETT: I'LL BE GLAD TO DO THAT. I THINK

THEY ARE WELL AWARE OF IT FROM THE WAY IT WAS HANDLED IN

COURT, BUT I'LL BE GLAD TO COVER THAT.

THE COURT: ALL RIGHT.

~

PROCEEDINGS JN OPEN COURT
BY MR, BENNETT: -
Q. IN FAIRNESS TO YOU, MR. CROWELL, YOQU WERE AWARE,
WERE YOU NOT, THAT PORTIONS OF THE TAPE THAT WAS PLAYED
FOR THE JURY HAS BEEN WITHHELD FROM THE PRESS AND THE

MEDIA, CORRECT, THE JANUARY 14TH AND JANUARY 15TH?
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A. I UNDERSTAND THAT FROM CONVEREATIONS THAT i HEARD
HERE IN THE COURTROOM.
Q. ALL RIGHT. NOW, --
A. 1 WAS NOT OFFICIALLY AWARE OF 1T,
Q. == DIRECTING YOUR ATTENTION THEN TO SIGNAL
COLLECTIONS EFFORT GENERALLY, IT 1S TRUE, IS IT NOT, OR IS
ACCURATE, IS IT NOT, THAT IF A PARTICULAR SIGNAL SOURCE IS
PRODUCING GOOD INTELLIGENCE THAT ALL REASONABLE EFFORTS
ARE USED TO PROTECT THAT SOURCE AND KéEP IT OPERATING AS
EF#ICIENTLY AND AS OFTEN AS POSSIBLE?

A, YES.

36 ¢

1Y

Q. AND YOU INDICATED, I BELIEVE, ON DIRECT, AND I WILL

ASK YOU AGAIN, IT IS ACCURATE, IS IT NOT, THAT EVEN WITH
NSA'S CONSIDERABLE RESOURCES THAT THEY CANNOT COLLECT
EVERY SIGNAL EMANATING FROM THE SOVIET UNION, OR ANY OTHER
COUNTRY FOR THAT MATTER?

A.  THAT IS ALSO CORRECT.

Q.  AND THAT WOULD BE AT LEAST IN PART, WOULD IT NOT,
BECAUSE OF BUDGETARY RESTRAINTS OR CONSTRAINTS?

A. BUDGETARY AND MANPOWER.

Q.  AND MANPOWER?

A.  YES.

Q. SO THEN PRIORITY DECISIONS MUST BE MADE WITHIN THE .
GOVERNMENT AND WITHIN NSA AS TO WHAT INFORMATION OR

INTELLIGENCE WILL BE COLLECTED, CORRECT?
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A THAT 1S CORRECT,

Q. AND ISN'T IT ACCURATE TO SAY THAt THESE PRIORITIES
ARE BASED UPON COLLECTING THOSE SIGNALS WITH THE HIGHEST
DEGREE OF INTELLIGENCE POTENTIAL IN ACCORDANCE WITH
TASKING AND GUIDANCE FROM THE DIRECTOR OF CENTRAL
INTELLIGENCE?

A. WHAT WE GET IS REQUIREMENTS FOR INFORMATION, BUT
PRIORITIES FOR THE COLLECTION OF SIGNALS ARE DETERMINED BY
MAKING AN ASSESSMENT OF WHICH SIGNALS WILL PROVIDE THAT
INFORMATION. THAT 1S5 DONE INTERNALLY. |

Q. INTELLIGENCE, IS IT NOT, RATHER THAN SIGNALS?

A. WE PRODUCE SIGNALS INTELLIGENCE.

Q. SIGNALS INTELLIGENCE. ALL RIGHT. SO THEN TO MAKE
INTFLLIGENT DECISIONS ABOUT WHAT SHOULD OR SHOULD NOT BE
COLLECTED, DOES NOT NSA AND OTHER SIGNALS COLLECTION
AGENCIES ROUTINELY DEPLOY A SMALL PERCENTAGE OF THEIR
RESOURCES TO SAMPLE THE TOTAL SIGNAL ENVIRONMENT?

A. THAT IS CORRECT.

Q. AND TO LOOK FOR NEW SIGNALS?

A, YES. ‘

Q. OR MONITOR KNOWN SIGNALS WHICH ARE NORMALLY
CONSIDERED TOO LOW IN PRIORITY TO WARRANT FULL TIME
COLLECTION?

A. I THINK THE WORD 1S SAMPLE.

Q. I WILL USE YOUR WORD. SAMPLE IS ALL RIGHT WITH ME.

37 -
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A. YES.

Q. THE ANSWER WOULD BE YES, CORRECT?

A. YES.

Q. AND WOULD NOT THE PURPOSE OF MONITORING THESE KNOWN
BUT NOT REGULARLY COLLECTED SIGNALS WOULD BE TO DETERMINE
WHETHER THEIR INTELLIGENCE POTENTIAL HAS CHANGED?

A, YES,

Q. AND THIS TYPE OF MONITORING IS ROUTINELY DONE ON A
PERIODIC BASIS, IS IT NOT, USUALLY NO LESS THAN EVERY FEW
DAYS?

A.- IT IS DONE ON A PERIODIC BASIiS.

Q. BUT NOT DAILY?

A. IT IS DONE CONTINUOUSLY,

Q. . CONTINUOUSLY., BUT IT IS NOT A -- ALL RIGHT. WELL,
WOULD YOU DEFINE FOR THE JURY, IN THE CONTEXT OF MY
QUESTION, WHAT YOU MEAN BY CONTINUOUS, SIR, SO I CAN
PROCEED FROM THERE?

A, YES, 24 HOURS A DAY, SOME PROPORTION OF OUR
RESOURCES ARE DEVOTED TO THE TASK OF REVIEWING SIGMALS ON
THE AIR, THAT MAY NOT BE EITHER PREVIOUSLY KNOWN OR THAT
MAY HAVE PREVIOUSLY BEEN OF LOW PRIORITY, A VERY =-- A
PERCENTAGE IS USED FOR THAT PROCESS.

Q. A PERCENTAGE ON THAT PROCESS, RIGHT?

A. (NODDING HEAD AFFIRMATIVELY).

Q. NOW, PROJECT A ITSELF WAS CLASSIFIED TOP SECRET,

38
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COMPARTMENTAL1ZED, CORRECT? |
A.  THAT IS CORRECT.
Q. SO IT WAS DETERMINED WITHIN NSA TO BE AN IMPORTANT
INTELLIGENCE =- TO HAVE AN IMPORTANT INTELLIGENCE
CAPABILITY, CORRECT?
A.  THAT 1S CORRECT.
Q.  NOW, IS IT NOT A FACT THAT PRIOR TO JANUARY 14TH,
1980, THAT PROJECT A WAS OPERATED —- MAYBE WE HAD BETTER
APPROACH THE BENCH ON THIS QUESTION FIRST.

MR. DOUGLASS: IF MR. BENNETT AND I COULD HAVE
JUST A MOMENT, PERHAPS WE COULD SOLVE THE PROBLEM.

(COUNSEL CONFERRING AT THE TRIAL TABLE.)

MR. BENNETT: IF THE COURT WILL INDULGE US JUST
ONE MOMENT. |

| (PAUSE )

THE COURT: WHILE THIS MEETING IS GOING ON, WHY
DON'T WE TAKE A TEN MINUTE BREAK?

MR. DOUGLASS: THANK YOU,

THE CLERK: ALL RISE. THIS HONORABLE COURT NOW
STANDS IN RECESS.

(THEREUPON, A BRIEF RECESS WAS TAKEN.)

AFETER RECESS - PROCEEDINGS

MR. DOUGLASS: YOUR HONOR, BEFORE THE JURY COMES

IN, HAVING COMPLETED OUR DISCUSSIONS WITH MR, BENNETT,

THERE IS ONE MATTER I BELIEVE WE NEED TO ADDRESS WITH YOUR
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HONOR AT THE BENCH.

THE COURT: VERY WELL.

EROCEEDINGS AT THE BENCH

MR. DOUGLASS: YOUR HONOR, MR. BENNETT AND I HAVE
DISCUSSED THE PROPOSED QUESTION THAT HE APPARENTLY INTENDS
TO ASK THIS WITNESS AND PURSUANT TO THE STIPULATION WE HAD
ENTERED INTO BEFORE THIS CASE THERE WERE MATTERS THAT
RELATED TO THE CLASSIFIED INFORMATION THAT AROSE
UNEXPECTEDLY IN THE COURSE OF CROSS EXAMINATION.

THE PARTIES, IF THEY WERE UNABLE TO AGREE ON SUCH
MATTERS, WERE TO ADDRESS THE COURT IN THAT AREA, UNDER THE
CLASSIFIED INFORMATION PROCEDURES ACT, AND SUBMIT THE
MATTER TO THE COURT FOR A RULING PURSUANT TO THAT ACT.

THERE IS ONE QUESTION THAT MR. BENNETT PROPOSES
TO ASK THAT WE WOULD OBJECT TO FOR THE REASONS THAT THE -
INFORMATION GIVEN IN RESPONSE TO THAT QUESTION WOULD BE

DAMAGING TO NATIONAL SECURITY, AND THAT'S THE MATTER THAT

.WE ARE, I BELIEVE, PREPARED TG SUBMIT TO THE COURT.

THE QUESTION THAT MR. BENNETT WANTS TO RAISE IS

ESSENTIALLY ==

MR. BENNETT: DO YOU WANT ME TO PHRASE IT?

MR, DOUGLASS: WELL, AS WE HAVE WRITTEN IN THE
MARGIN, I GUESS BEFORE 1 CONTINUE THIS DISCUSSION, JIMMIE,
THIS PART OF THE RECORD WOULD BE NECESSARY =--

MR. WALKER: HE DOESN'T HAVE THE SECURITY
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CLEARANCE. 1'D HAVE TO GET LEE SCHAP IN HERE.
MR. BENNETT: WHY NOT HAVE THIS DISCUSSION AT
THIS POINT OFF THE.RECORD, SO WE CAN SEE IF WE CAN RESOLVE
IT AND NOT HAVE LEE SCHAP IN HERE.
MR, DOUGLASS: 1 HAVE NO OBJECTION,
(THEREUPON, THERE WAS A DISCUSSION OFF THE RECORD
AT THE BENCH AND ALSO A PORTION OF THE PROCEEDINGS WERE
REPORTED BY MS. LEE SCHAP.)
PROCEEDINGS IN OPEN COURT
(THEREUPON, THE JURY RETURNED TO THE COURTROOM AT
3:50 O'CLOCK P.M,.)
THE COURT: GO AHEAD, MR. BENNETT.
MR. BENNETT: ”THANK YOU, YOUR HONOR.
THEREUPON, -~
‘ WILLIAM PERRY CROWELL, JR.
A WITNESS OF LAWFUL AGE, CALLED AS A WITNESS ON BEHALF OF
THE GOVERNMENT, HAVING BEEN PREVIOUSLY DULY SWORN, RESUMED
THE WITNESS STAND AND WAS EXAMINED AND TESTIFIED FURTHER

AS FOLLOWS:
CROSS EXAMINATION (CONTINUED)
BY MR. BENNETT:
Q. MR, CROWELL, ISN'T IT A FACT THAT PRIOR TO JULY OF

1979, PROJECT A DID NOT OPERATE EVERY DAY OF THE YEAR?

A. THAT IS CORRECT,

Q. NOW, MR, CROWELL, YOU WERE SHOWN ON DIRECT, WERE YOU

4

REPORTED BY E. EDWARD RICHARDSON CSR RPR CP




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

\ ¥ \ N _42?
NOT, GOVERNMENT'S EXHIBIT TEN, WHICH IS A MAP?

A, THAT 1S CORRECT.

Q. AND IT WAS INDICATED TO YOU ON DIRECT THAT A
LOCATION ON THAT MAP 1S CIRCLED WITH A PEN, CORRECT, AND
THERE ARE SOME INITIALS NEXT TO IT?

A, YES.

Q. AND LOOKING AGAIN AT GOVERNMENT EXHIBIT NUMBER TEN,
AND FROM YOUR OWN KNOWLEDGE, YOUR OWN KNOWLEDGE OF PROJECT
A, IN FACT, THE SPOT CIRCLED ON THE MAP IS NOT THE CORRECT
LOCATION OF PROQUECT A, CORRECT?

A. CORRECT.

Q. AND THE LOCATION CIRCLED ON THE MAP IS OFF THE
CORRECT LOCATION OF PROJECT A BY SEVERAL HUNDRED MILES,‘
ISN'T THAT CORRECT?
A, : THAT IS CORRECT.

Q. . AND YOU WERE HERE DURING THE TESTIMONY OF MR.
ATWATER, WERE YOU NOT?

A, YES.

Q. AND YOU HEARD TESTIMONY FROM MR. ATWATER, DID YOU
NOT, IN REGARDS TO MR. PELTON'S ACCESS AT NSA TO DOCUMENTS
AND INFORMATION IN REGARDS TO PROJECT A?
A, YES,, 1 DID,

Q. AND YOU ALSO HEARD TESTIMONY, DID YOU NOT, FROM MR.
ATWATER ON DIRECT EXAMINATION THAT MR, PELTON WOULD HAVE

KNOWN THE E€XACT LOCATION OF PROJECT A FROM HIS ACCESS AND
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INFORMATION AT NASA, OR NSA, CORRECT?
A.  YES.
Q.  AND YOU HAVE TESTIFIED ON DIRECT EXAMINATION IN
REGARDS TO THE WORD PRODUCT, THAT WORD ALSO MEANS, DOES IT
NOT, OR IS EQUIVALENT TO INTELLIGENCE?
A. 1T DEPENDS ON THE CONTEXT IN WHICH IT'S USED.
Q.  HOW ABOUT THE WORD THEN, OR THE TWO WORDS, END
PRODUCT?
A.  END PRODUCT NORMALLY REFERS TO THE REPORTS THAT
RESULT FROM THE PROCESS.
Q.  RAW PRODUCT WOULD BE THE DATA NOT INTERPRETED,
CORRECT?
A.  RAW PRODUCT IS A CONTINUING ACROSS PART OF THAT
SPECTRUM, GOING BACK FROM THE END PRODUCT TO THE VERY —-
Q.  BEGINNING?
A.  -— BEGINNING.

MR. BENNETT: IF THE COURT WILL INDULGE ME.

THE WITNESS: IT COULD TAKE MANY FORMS.

BY MR. BENNETT:
Q.  BUT THE TERM END PRODUCT COULD BE SYNONYMOUS WITH
INTELL IGENCE?
A.  GENERALLY.
Q.  GENERALLY?
A.  YES.

MR, BENNETT: THAT'S ALL [ HAVE.
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MR. DOUGLASS: ONLY ONE QUESTION, YOUR HONOR,

BY MR. DOUGLASS:

Q. MR, CROWELL, MR. BENNETT ASKED YOU ON
CROSS-EXAMINATION ABOUT THE ISSUE OF OVERCLASSIFICATION.
DO YOU RECALL HIS QUESTION?

A. YES, I DO.

Q. SPECIFICALLY IN THE CONTEXT OF THE MATTERS WHICH YOU
DISCUSSED, THE PROJECTS WHICH YOU DISCUSSED IN YOUR DIRECT
EXAMINATION, IN YOUR VIEW ARE THOSE PROJECTS
OVERCLASSIFIED?

A. IN MY «-

MR. BENNETT: OBJECTION., 1 DIDN'T COVER THE
CLASSIFICATION OF THESE PROJECTS. 1 TALKED ABOUT IT IN
TERMS OF THE SYSTEMS WITHIN THE GOVERNMENT, .IT'S NOT
RELATED TO MY CROSS.

THE COURT: SUSTAINED.

MR, MCDONALD: 1 HAVE NO FURTHER QUESTIONS.

THE COURT: THANK YOU, YOU CAN STEP DOWN. AFTER

~ you LEAVE, PLEASE DON'T DISCUSS YOUR TESTIMONY WITH ANY

OTHER WITNESS.

MEMBERS OF THE JURY, WE WILL SUSPEND THE TRIAL
FOé THE DAY AND FOR THE WEEK AT THIS POINT. 1 HOPE YQU
HAVE AS PLEASANT A WEEKEND AS POSSIBLE. AND, PLEASE,
DON'T READ ANY NEWSPAPER ARTICLES OR LISTEN TO ANY RADIO

NEWS BROADCAST OR VIEW ANY TELEVISION PROGRAM WHICH MIGHT
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