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Most of the U.S. efforts {n this area have concentrated on
the {nteraction of Soviet and U.S. forces and systems, and
possible risks of nuclear war through accident, miscalculation
or misunderstanding from this interaction. However, we have
also paid attention to the risks that might arise from the

use of nuclear weapons by a third country or subnational

group.

etonated nuclear explosive

Six nations are known te have d
onal countries currently have,

devices, and a number of addit{
or could achleve, the technological and industrial capacity

to develop and produce nuclear weapons. A decision te "go
nuclear® could occur quickly, once a nation with the necessary
technology came to reqgard nuclear weapons as a desirable means
to respond to perceived threats, to acquire international
prestige, to salvage national honor, or to compensate for

loss of confldence in ocutside security assurances or nuclear
guarantees. Compounding the problem {s the possibility

that a terrorist group might acquire a nuclear weapon by .
fabricating a crude device or by stealing one from an existing

stockpile.
E. Approach of this Study

The United States and the USSR have a common {nterest in
averting unintended or accidental nuclear war between them,
and in preventing use of nuclear weapons by third nations

or by terrorists that could trigger such a war. However, we
must recognlze that many fundamental diffarences between the
United States and the Soviet Union complicate any effort to
further that common Interest through jointly agreed measures.
The United States seeks to establish a stable balance of

military forces and a world order based, not on the use of
the territorial integrity of nations.

force, but on respect for

It percelves arms control measures including CBMs, as means

to help achieve these ends. *Wblle the Soviet Union pro-
Tesx%q to the same objectlves, it encour-

uusnn&tumc:dwmumacﬂ;muumuand
military (natabilities throughout the world,
and (s likely to explouuu( amblguities In

nexgj_ggwdm 383350 @)
military Interests of tha United States

with respect to many specific
natlions and situations. The USSR also has a deep interest
in weakening the bonds between the United States and {ts
many frclends and allies throughout the world.

Moreover, the United States and the Soviet Union differ {n
fundamental geographic and ssclatal characteristics. The
United Statas {3 preeminently an apen soclety, whose government
must freely share vital {nformation abaout national securlity
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with the public--and thereby automatically with foreign
governments. The leaders of the closed Soviet soclety, in
contrast, maintaln a heavy veil of securfity over their political
and military activities. In addition, the Soviet Union {s a
large land power, contiguous to many of its allies and client
states, and a short distance from many of our allies. The
United States, on the other hand, is geographically distant

from most of its friends and must, therefore, devote special
effort to ensuring access to them.

All of those differences mean that the United States must
approach prudently any effort to devise joint U.S.-Soviet
measures to reduce the risk of war or to contain and control
the threat of use of nuclear weapons by third countries or
terrorists. 1In this regard, it is {mportant not to lose
sight of the fact that most of the CBMs which the USSR has
proposed in the past have sought to create or to solidify
Soviet geopolitical or strategic advantages. Some Soviet
CBM proposals have tried to restrict our ability to come to
the aid of our allies or to defend other U.S. interests. .
Others have aimed at ensuring Soviet conventional and/or
nuclear superiority. Such proposals are, of course, unaccep-
table, whether they are presented on their own or as the
price for Soviet agreement to measures we advocate.

We must also carefully examine any suggestions for U.S.

CBM proposals to ensure that they wou%é not inadvertently
of fer the Soviet Union some important unilateral benefit

at our expense. We also must be alert to the possibility
that any agreement could unduly restrict our ability to come
to the ald of our allies, or directly harm their interests
in another way. Indeed, our efforts must not only protect

the interests of our allles, but must also take into account
our relations with all those nations which conduct themselves
in accordance with the UN Charter and other international

agreements,

r A e possibility that
;the USSR could use CBMs for deception or
unilateral Intelligence purposes. The closed
nature of Soviet ijociety permits the Soviet
government to use disinformatlon and de-
ception as {orelgn policy tools in a way that
's not acceptable~let alone feasible—[or any

ar 'var would not themselves hecome Lhe
means f{or the deception whick would allow |
a premeditated surprise attack. Moreover,
the United States needs to weigh carefully -
the possibility that measures designed to ns
rease understanding and reduce the risk of

democratiec government. The fundamental
purpose of CBMs could he undermined (f
the Soviet Union was permitted to tum
them Into propagands or deception opportu-

nitles. Exceptional care must %e taken to |

enaure that the very procedures igreed
Tigon toreduce-the-riskal accidental nycle-,

misinterpretation could provide the Soviets
with valuable, unique insights into U.8. mill-
tary programs and Intelligence operations,
without necessarily providing the United
States with comparable Information or adm;,

vantages.
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A crisls control center located In a neutral country would

be far removed from the national capltals where crisis decislons

would have to be made. This separation would present several

serious drawbacks. It is most likely that a center would be

completely bypassed In national crisis decisionmaking. If

not, a center would create a cumbersome extra layer in the o
national and International decision processes, retarding ot
action just when speed was most Imperative. Moreover, flexl-

bility In deciding when to communicate, which would be an

impocrtant feature of a JMCL, would be difficult to achlieve

{n an institutionalized U.S.-Soviet crisls control center.

The institution would provide a clear and legitimate channel

for automatic conslderation of any crisis--including those
_i{n which Soviet participation would serve to heighten, rather

than reduce, tenslons.

A multilateral crisis control center would suffer from even
more problems. The more members in a center, the less likely
that they would all share a common Interest in preventing

the outbreak or escalation of conflict. Even if that were _
not the case, the decislonmaking process in a multinational
center would easily become bogged down, and inhibit timely,
concerted actions to avert a serlous crisis. 1Indeed, there
would be a general risk that the facility would evolve from

a confldential tool for crisis management Into a forum for
wagling propaganda warfare over senslitive crises.

Pinally, the expansion of the number of reciplients of shared
information would Increase the danger that a member government
might use the facllity to spread disinformation or misuse
gathered information. With unrestricted membership, it

would be impossible by definition to exchange intelligence
data. Any shared information would immediately be in the

public domain.
' QSsD 3.
5. TInformation Sharing PFacility 3(b)( 6 )

A U.S.-Saviet Institution for sharing information on nuclear
activities by third countries or tecrrorists would present
many of the problems associat 2 risis control center

and add new ones.

. Since such a body
e information ex-

change, the risks would increase that the

Soviets could transform it into a new snurc‘e)f

of sensitive intelligence data or attempt t
exploit ’it for ‘dlis{nforma',ion purposes.
Those risks wou oe compounded If an effort was

madas to aendow the institution with a general data bank or 1If
it was made a multflateral rather than bllateral forum.

Although an Information-sharing institution therefore does
not seem feasible, we are conslidecrling a multilateral agraement

providing for consultations durling particular nuclear crises.
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The Information needed by the West for effectlve verification
of arms control agreements generally requlres disclosure of
what the Soviet Unlon considers to be state secrets--even
though it may {nvolve Information normally made public in the
Wwest. Consequently, except for such collateral measures as
dismantlement and destruction procedures, the Soviet Union
typically prefers caveated or amblguous wording which makes
it difficult to challenge 1its compliance with verification

rules,.

The Soviet Union's callous disregard of the 1972 Biologlcal
Weapons Convention by producing deadly toxins and of the

1925 Geneva Protocol by using and encouraging the use of deadly
toxins agalnst combatants and innocent civilians in Southeast
Asia provides the most compelling explanation of why, in the
future, the U.S. must Insist that arms control agreements with
the USSR contaln effective verification provisions.

We have examined several technical and procedural measures -
which could enhance verificatlion capabllities and thereby
contribute to mutual confidence between the United States and

the Soviet Union. These Include the use of combined consultative
commissions, international verification bodies, data exchanges
and other measures beyond National Technical Means of verifi-
cation. All, however, require further analysis in the context

of specific treaty requlrements.

B. Measures to Lengthen Warning Time of Potential Attack

Many of the initiatives discussed earlier in this report—-

the President's proposals for ballistic misslile launch
notiflications, the Joint Military Communications Link, the

high rate data link between each side's capital and its embassy
in the other country, the agreement to consult during crises
involving terrorist nuclear activity--would heighten U.S. and
Soviet awareness of-and thereby ability to divert--any near-term
danger of a nuclear accident or attack. We have also examined
mor2 technical measures whilich might enhance U.S. and Soviet
warning capabilitlies, whether the threat comes from the other
party, from a third country, or from a terrorist or subnational
group., After careful study, however, we hava concluded that
nona of the possible bilateral U.S.-Soviet measures avalilable
for Increasing warning time would have enough utility to

warrant {ts continued consideration. 0SD 3.3(b)(

C. Measures lo reduce vulnerabilily of com-
mand, control and communications (C}
un both sides
Finally, we have examined possible bilat-

eral U.S.-Soviet and unilaterai approaches

to reduce the vulnerability of our command,
conirol and communications (CY) systems—
the systems necessary to communicate with
and direct strategic forces.
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‘The strategle C* system is vital to insure
that strategic forces can respond to attack,
and is therefore an essential element of de-
terrence. The system also guarantees that
the ultimate control over nuclear weapons
resides at the highest national decision-
making level. The C? system provides the es.

sential intermediary between our nuc EAT,
attack warning system and the declsfon.
makers who would determine a response to:
& nuclear attack. Thus, it must be capable of |
performing {ts functions both during and
after attacks,

Shortly after President Reagan took
office in 1881, he directed that a thorough
review be conducted of the stategle C*
system and its ability to function under and
survive attack. When the Presit 1t an.
nounced his Strategic Modernization Pro-
gram, he gave the highest priority to cor-
recting strategic Jeficiencies. Major Initia-
tives for achieving these C* corrections are
now under way. Presldent Reagan’s decision
was made in response to ten years of neglect
of U.S. C? capability and survivability, as
well as a sustained Soviet C* improvement
program. That Soviet effort has not only
strengthened the Soviet strategic C* system
but also increased its ability to target and
destroy U.S. strategic forces and associated
Cs

The modernizations program for strategic
C? calls for balanced improvements in essen.
tial capabilities, including upgrading of the
survivabllity and endurance of the alert
warning and attack assessment censors, In-
creasing mobility and endurance of com-
mand decision-making functions, extensive-
ily improving communications, and assuring

means for recovery and reconstitution o
U.8. strategic forces following = ma‘or p
clear attack. -
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